KIPS Tr. Comp. and Comm. Sys. NASTE 0188 At Hot &5 B 2ot 28 247
Vol.6, No.5 pp.247~254 pISSN: 2287-5891 https://doi.org/10.3745/KTCCS.2017.6.5.247

A Method of Detecting Real-Time Elevation of Privilege Security
Module Using User Credentials
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ABSTRACT

In a Linux system, a user with malicious intent can acquire administrator privileges through attack types that execute shells, and
can leak important user information and install backdoor program. In order to solve this problem, the existing method is to analyze the
causes of the elevation of privilege, fix the problems, and then patch the system. Recently, a method of detecting an illegal elevated
tasks in which information inconsistency occurs through user credentials in real time has been studied. However, since this credential
method uses uid and gid, illegal elevated tasks having the root credentials may not be detected. In this paper, we propose a security
module that stores shell commands and paths executed with regular privileges in a table and compares them with every file accesses
(open, close, read, write) that are executed to solve the case which cannot detect illegal elevated tasks have same credential.

Keywords : System Security, Elevation of Privilege Attack, Credentials

A%

mlo
o
ofo
ol
it
>,
o
44
ot
o
o>
i
>
T
(o]

b 2E

u ++ = A s =t
A F.Zd7.21H o] & =
Q oF
s Aol oelael BAS skl AgAE 42 FU5E $4 APES 5o Bed A9 d5s] MEe] Ax L A
5o o8 AR 5 #F A2 & Ak 0@ BAHE AZe) AT /1S PHe ARPSAAL BAeke] BAWE $HF Fol
Ak WAS ARk Aol AL AAFHE o83t AN R A AAZYT Ba AYA BYNI)E S4E
Auel At washe Baag BAske Wiel dvsu Aok aed oleld 442 e Bedl ud, gidg o83k Wi
AAZYe] $AF @S ML FARYS GAE 2o A WAV B =Rt 4439 ol A P gAE 23
£ A48 4] S8 igdd 4995 und 4 434 A 95 AnASY) 2 AV 458 = e shell FHo)
9} path'sS Tableol #73te] #elata 9+ (open, close, read, write)d vttt AA|ZF0. 2 Tableo| Y& AAZ9 A3 AR} v wa}o]
HAaE net RES Alddnh
JIE : NAH HOH M M5 BH, XY 3T
.M 8 TRESth g Addor od gAY wd £eE
iAE7] e dree] Zy gl %239] s HASH &
do AHEE slEgolel MEY A F4a wae w4 GAAS A2 HehRn e s Adsy] fF FEE T
3 we ANZ Hu A ATLS F dE 3o Al Sl AdpHoR E}om L7197 e wEde
o}t olgld AL 74E sxEYo| #H J)EEe o remix OS, polaris OS¢} #Z2 Fejo] SFAAE] Fits
Ag %A FY WY BE fadew Frepl £ @A welAE gudos we A A
HACHL, 2] = wE YEYAE o8 Fuid Hro
t % 5] 9 Ao e PHE AREIBA ) Aol A gel mep wek Agd= S/ HAT, 3l
] 8 §1:vk=elu] DRM AR ahg ololZ 1A BARSL AlxEl A o] Wy =o
2 5] S A et e s a4 2t HEE Jid FAAEe ASH A Y A8 S8
rHt 299w s AR AN TS wg g537] Sl ke &4 s ol sk 2 AAE
Manuscript Received : January 23, 2017 _ —
First Revision : March 15, 2017 A% EYA 402 BRT F vk gidgel vE
Accepted : March 28, 2017 9 4L DoS 55 & F Atk o5 49 A 5

# Corresponding Author : Sim Chul Jun(spsj1004@gmail.com)



(indirect jump)¥}

=]

= R

Z]
™

(indirect call), 7H3

=

(2017. 9)

=

[kl

= A5

vHH) A7)

AI2E 6

=

=

A
()

SR ECE!

15|
=

=

=

HA|

o
el

EEER

L

L

3

9

N
il

NF
<

Hr

al7)

W

o
o
G
vzel
wjr

_
o

o
N

= A, 44 271

74 sl pel A

et

oJtH4].

S8

E

o
o

il

O

X

ofp
=

ot

Ho

o]
izl
H

ol

;O#

dr.

!

Buffer
SFP
Return address
Agrument

gets()
printf()
rand()
system()
getuid()

ROP& 4 30|t

C standard Library

A

L

oldith Fig. 2

=

System_handler(const char® p)

=

F

pud

“p” buffer <- “/bin/sh”

Ass

P
T

EECIRETE
P 29 27

o]

Q

W AR 7H
o

o]

23y A

A 8k7]

=
L

ol

)
=
=y
o
o
ni
<]

—_

Tor
Jo

s
o

o)
w

|

iy
o

RTL(return-into-libc) Attack

Fig. 1.

Fig. 2. ROP(Return Oriented Programing) Attack

Zo]7]el

L

L

vt

(o2}
=

AL F2 A NA

y T T TTTT T T T 1
1 [}
_ v
y 1
= fan) rH Rar) c <
2| €l [Z[] |313] |&l| ||z |E
g £ S| |8l £ v | o £
[5s] o= = | &=
BEIREE 2| [ Sl |£|%] |8
o] o = o
S AN
S| E Dl |Els E eI E
|78 |5 £] 8] 23] |® HELD ko
= i g : Ei : E g -
£ R gl
Yy T
1 1
1 1
D |
T %o do EE o &
oy B R =)
T T
oy B o 9% zﬂ
e T 3 °
do B ) G
M - T W MM ™ 5 Yo
ey k3 ;
¥ g o o) Wi = R e
~ e o RO = N @3 oF
= %0 .o N oS’
B B o T S o
Z EaBer o E®E
o W TP ! 2%
B I A E S
R %o mrt Ho m £
3 B o XO m
= o R S0 g
= o = JIL nl - <0 mLu\ mc
= T o X W T ol KL 5
B o " o 7 = M0 & M W
o METPaT P ¥ 2
= oy s R <0 o S
o X T g . N =
e T = mﬁ = Bl oF S
g s = & e £
H - 5
T o W W T N W odo B
T o [ Mo T W <]

7ol

0] =
AT

=

AF&-2F 29 (non-executable stack) &

t IDSeA =S =

o

z

B

p
L

]_

S

4o

-

o]
T

return

eEZS AA B9l

lib 9oz x4

]
-y

o]J

Ho
!

A 8 s e S3 Wolrt slem(ll], A

=

=

address

A g A

Bejel o

ol

2]

e

o
or

N

=90
==

lRASR=) L8 2 B S A

th 7k

=
[e]

p

=

1

ke
pa

Y

=
nn

pil
=

gk 7}Al(Gadget)

6]
o

—o

p

= 7l

3

g 7}

<)



g g5 CWE(Common Weakness Enumeration) ¥
2 AbolEo] Aglgo] gIuH12]. AU L B3 e
AAOFE ALGAF 2Hlo] BMxHE S WS % FEHE
TAEe] gk tEA o2 Stack Guard[4], Stack Shields[13],
Po-Police[14], CRED(C Range Error Detection)[7]17} 1t}
a8 A2 ATE AeA AF Z2HS o]gs wWe x}
AT 5 el groups AR YA EE HAAE B

A g1,

23 XHZHE 0B HIHY A
2424 % (Credentials)& AHS-A7E Al 2ol s}
RE HIS ¥k ?ﬂ% AgHA o), 71H94 cred

s gl

B a5 Bl

5 -
&Y r; EE
o o ok E
o dooon
e o
E o Kl lo
[O rlr o
R
rir <
-
B e >
ot ;1;
o, 2
Jo o £ o
2|
> o
g o o
2l
AC)
_O\L
N oo
o

>
o o ok
o > |o
Bohu o

fru

i
o o

o

ox
ofy o

>
N o

K

ol M

N

)

Ol rjf_)‘

lo 2

£ 2 B o 0LE (E
X g0 flo N
I -
E do Ay
ﬁ:lﬁr i
o2
>
—r“rm_llﬁ
Pk o
p238%
—r‘_\'ﬂ,rﬁ‘
20
o
o i
i
i o =
do X
o h
o

N o

oI~
(o

fru

B

b
-

rr

=

=)

o,

2

il

oo N
2 r

=]

ie

o

b

i iy
)

H _E
e
o
"
s
=
Obo
>
1o
A
rot
tlo
-
A
Q‘L
N
do

301 gld :Lﬂ o8 IFol AEH A &
&9 RE IFAR groupsE A FHE e Fut
Fig. 3% Cent OSell gub A8z} 9L FE| =7} Al 2= o
A&EAE v id'HHe] A8 Aot 4 Fig. 3(A)E
Ayt *}%1}0 UserA¢] d3HS, Fig. 3(B)= #g Akl root
o] ARG “id"HHo R st Ao, 7+ A3
st

o
o
S A% F Atk Fig. 4= 4

9

T BAT e A 9 3

WA Axdel 4 ¥ UF 45 AL Fa @
x o] Astoln,

= userA@localhost:~/Desktop - 0O X
File Edit View Search Terminal Help
[userA@localhost Desktop]$ id

uid=502(userA) gid=502(userA) groups=502(userA) ¢
ontext=unconfined_u:unconfined_r:unconfined t:s@-

$0:¢0.c1023 3
[userA@localhost Desktop]$ I

(A)

=

’ userA@localhost:/home/userA/Desktop - 0O x
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Password:
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uid=0(root) gid=0(root) groups=0(root) context=u
nconfined u:unconfined r:unconfined t:s@-s@:c0.c
1023

[root@localhost Desktop]# []

[>]

Fig. 3. Privilege Results Using “d” Command Normal
State-(A) User, (B) Root
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File Edit View Search Terminal Help
[root@localhost home]# ./attack A
sh-4.1# id

uld=8(root) gid=6(root) groups=8({root) context=unconfined u:unconfined |
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sh-4.1# []

Fig. 4. Anomaly State-changed Root Authority by
Attacker(attack__A)
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Fig. 5. Anomaly State-changed Root Authority by
Attacker(attack__B)
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userA@localhost:/home/userA - 0Ox
File gdik View Search Terminal Help
userA 8913 2444 0 00:41 pts/2 00:00:00 bash [~
root 8932 8913 3 00:41 pts/2 00:00:00 su
root 8934 1 0 00:41 7 00:00:00 /usr/libexec/fprintd
root 8940 8932 0 00:42 pts/2 00:00:00 bash
root 8953 8940 2 00:42 pts/2 00:00:00 ps -ef 3
[root@localhost userA]# [

&)
userA@localhost:/home - B X

File Edit View Search Terminal Help
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userA 1 13280 13278 © 0:30 pts/@  00:00:00 bash [~

root 13298 13280 0O 00:30 pts/@  00:00:00 ./attack A

root 13299 13298 © 00:30 pts/@  00:00:00 /bin/sh

root 13300 13299 0 00:30 pts/@  00:00:00 ps -ef 3

sh-4.1# [] =
®

Fig. 6. (A) “su” Task Structure List, (B) “attack__A" Task
Structure List
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Table 2. System Call

System Call Detail
- Run Task.
execve() - Executing tasks through shell command
and code
open() - Requests for access to resources.
read() - Loads resources into information.
write() - Write for information.

setgroups() ~ System calls for module evasion.
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Table 3. A Type Attack Program TEST Result

Task : Request Service

Attack Result Values Detect
Test Case - -
Program | uid | gid |groups| task | Result
. A -
Hooking(1) Casel *isfioot attack A | 0 | 0 |0, 502 |attack_A |success
1l No
it userA
Case2 | —>userB | attack_A | 0 0 |0, 502 | attack_A |success
~>>root
Yesl
user
) If Case3 | —>>root | attack_A | 0 0 |0, 502 | attack_A [success
Verify(2) Credentials
match ->to0t

compare to
Table1?

Table 4. B Type Attack Program TEST Result

If Task path Attack Result Values Detect

No Test Case

cor:\n:atrce'-] to Program | id | gid |groups| task | Result
Table1?
Casel userA attack B | 0 0 0 attack_B |success
->T00t
: userA
{ Attack ‘ ‘ Normal Case2 | —>userB | attack B | 0 | 0 0 | attack_B |success
—>>T1oot
Fig. 9. Module Process Flow userA
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Fig. 11. Root Module Unloaded/Loaded
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Fig. 12. Attack Module Unloaded/Loaded

Table 5. Compare Loaded and Unloaded Module

Tojas User Root Attack

(msec) (msec) (msec)

Module Unloaded 1415 1649 1637
Module Laded 1477 1736 1726
Difference 62 87 89
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