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Facebook Spam Post Filtering based on Instagram-based
Transfer Learning and Meta Information of Posts

Junhong Kim - Deokseong Seo

- Haedong Kim - Pilsung Kang

School of Industrial Management Engineering, Korea University

This study develops a text spam filtering system for Facebook based on two variable categories: keywords

learned from Instagram and meta-information of Facebo

ok posts. Since there is no explicit labels for spam/ham

posts, we utilize hash tags in Instagram to train classification models. In addition, the filtering accuracy is
enhanced by considering meta-information of Facebook posts. To verify the proposed filtering system, we

conduct an empirical experiment based on a total of 1,79

5,067 and 761,861 Facebook and Instagram documents,

respectively. Employing random forest as a base classification algorithm, experimental result shows that the

proposed filtering system yield 99% and 98% in terms

of filtering accuracy and Fl-measure, respectively. We

expect that the proposed filtering scheme can be applied other web services suffering from massive spam posts

but no explicit spam labels are available.
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Data collection X Random forest based on Instagram Proposed classifier framework and t-test results
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Table 3. Number of Posts before and after Preprocessing

Raw Data After duplicated post removal After target modification
HAM SPAM HAM SPAM HAM SPAM
No. of posts 449,721 287,140 178,765 20,530 181,590 17,705
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Figure 2. Each Uni-gram Word Weight Graph by Probability weight
and Information Gain(Top : Total 144,187 terms)/(Bottom :

Total 4,000 terms based 8 Selected Morpheme)
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Table 5. Derived Variables for Facebook Text Spam Filtering
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Delgado et al.(2

NO Variable name Description

1 Enter Per String Number of enter keys/String length

2 Num_Alpha Number Number of alphabets and numeric values

3 Num_Number Term Per Number of numeric values/String length

4 Target BY Spam Spam probability predicted based on Instagram data

5 Num_Alpha Term Per Number of alphabets/String length

6 Target BY Spam_Per Spam probability predicted based on Instagram data/Strings length
7 Num_of Change Alphabet Number of capital letters

8 Num_Puntu_Term Per Number of Chinese special characters/String length

9 Num_Punc_star Term_ Per Number of special characters typed with the shift key/String length
10 | Start Punct Hanja Indication whether the post begins with a chinese special character
11 Start Punct Punct Indication whether the post begins with a special character typed with the shift key
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Figure 3. Random Forest Parallel Learning Framework
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Table 6. Input Variables for Construct Random Forset(Number of variables)

Input variable based on Information gain

Input variable based on Prob weight

Uni-gram morpheme variable

Top 4,000 morpheme variable based on
Information gain(4,000)

Top 4,000 morpheme variable based on
probability weight(4,000)

Additional variable 1

The number of URL(1)

The number of URL(1)

Additional variable 2

The number of E-mail(1)

The number of E-mail(1)

Number of total variables 4,002 4,002
Table 7. Out-of-Bag(OOB) Error of Two Spam Filtering Models
Term selection method Sensitivity Precision Specificity Accuracy BCR F1
Information Gain 0.986 0.968 0.977 0.981 0.981 0.977
Prob Weight 0.987 0.971 0.979 0.982 0.983 0.979
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Figure 4. Random Forest Posterior based on Facebook Documents

Table 8. Example of Facebook Text Spam Classification Results from Instagram-based Spam Classifier(Spam Probability)

Example of false positive Example of false negative Example of true positive
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Table 9. Spam Filtering Performance of Three Random Forests(Values without/with parenthesis are the average/standard deviation of

50 trials, respectively)

Sensitivity Precision Specificity Accuracy BCR F1
Instacram RF 0.728 0.641 0.963 0.944 0.837 0.680
£ (0.037) (0.038) (0.004) (0.005) (0.021) (0.029)
Facebook RF 0.953 0.824 0.982 0.980 0.967 0.884
(0.017) (0.027) (0.003) (0.003) (0.008) (0.018)
0.963 0.958 0.996 0.993 0.979 0.960
+
Instagram+Facebook RF (0.015) (0.014) (0.001) (0.002) (0.008) (0.009)
Table 10. P-values for Two Hypotheses on Spam Filtering Performance
Hypothesis Valid index Sensitivity Precision Specificity Accuracy BCR F1
Instagram RF = Instagram+Facebook RF < 0.01 < 0.01 < 0.01 < 0.01 < 0.01 < 0.01
Facebook RF = Instagram+Facebook RF < 0.01 < 0.01 < 0.01 < 0.01 < 0.01 < 0.01
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Figure 5. Test Data Classification Framework and Prediction Results
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