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ABSTRACT

Recently, OTP (One-time-Password) log-in methods have been used in many areas to prevent leakage of personal
information and enhance security. The OTP method is primarily used for security of bank personal account, this is one
of the sophisticated security ways in which one time password is generated and checked to enhance security. Digital
door locks frequently used in everyday life require convenience and safety simultaneously. Meanwhile, related
technologies for digital door locks are evolving, but methods for enhancement of security are still unsatisfactory.
Generally, the digital door lock using password input type has been most commonly used and especially it provides
more convenience, but it has some problems such as password exposure and password oblivion. Therefore, in this
study, we propose and implement the OTP-based digital door lock system with enhanced security and convenience
features but without the risk of password exposure and oblivion.
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Table. 1 Comparison of security methods of digital door
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Fig. 2 Security operation of the OTP-based digital door
lock system
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//Control Algorithm for the OTP-based Doorlock
/IPreperation Stage
1. set seed value // set a seed value to the algorithm
2. time synchronization // between phone and doorlock
/IOTP creation Stage
3. read seed value and time value
4. generate OTP code
5. set of OTP authentication value -> APO
/IOTP authentication Stage
6. set 0 to CNT //CNT is a variable for error counting.
7. while not end of OTP input
8. read password from person entering
K= {X1,X2,....Xn}
9. if K # OTP code of APO
10. CNT = CNT +1

11.  if CNT ==

12. call cemera.sh(camera function)
13. set 0 to CNT

14. end if

15.  else

16. open door

17.  end if

18. read next OTP input

19. end while

Fig. 3 Control algorithm for the proposed digital door
lock control
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Table. 2 Hardware components for implementation of
the proposed system

Component Specifications Function
Microcontroller Raspberry Pi3 Controller
Operating Rasbian Operating
System Jessie System
Web UHTTPD Mobile App.
Server Service
Database MySQL Data Storage
Language Python, DB access,

Java Shell, App
Card Reader Real Time Surveillance
Mobile Galaxy Mobile Device
Device note 5
Digital Miller Main Device
Doorlock
Input Pad 4x4 Matrix Input Module
Key Pad
Communication | HC-03 Bluetooth Module
Module
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Fig. 6 The implemented OTP-based digital door lock
system

1032



o] REL gtz 2]gtolo] A GPIO A& & 4t
= 5 AAA A0S HE ddste] oF &892 £
uebA] ol AFAA] HE ] bve] &8-& Fol A
A A7t 7FsstA gt "B FREE o]
23510] OTP Tl AYE Qlglo] 715 sl WHFQl 7|
HE of X3k RPiFtu|etE ©]-8-8Fof oFo]& 2l 3]
A7 v T 33] ¢l Aluj A FS sl L

A

V.8 E

TAY mojee] webynt HelgS 4
CRFet Qo] Aol YA M UNE 1ed
Wzte] BAE A5 ojele BAlolt B o]
43 MU TP A2 $7) S or

e > e

4 LTS 0 Hl‘?j_‘tﬂé:ﬂ w
o 4 9lek. w3 e Y

My ox
ot o
W tl]f |
30 M
o oo 2 4>

g2 |
o
=)
»
fof
fu
o,
op
_?_IL

IN
L
o
Foox

m rlﬁ
(@]
_|
el

Zho] AL A
A o]gEo] 98 OTP FE ¢l
2o 283 Aefolct. 7]E Zojto] 7
WS e B YA 2AIE sfEst
Shehoitt. BiA| dolrk= Qo] A
25tA AR 5 Qe mofEh WAolAIY
dele flsto] AnkE F)7F a5l e
H]ula—]p}é A A 0].010]; o}-Ui ;(]_Z 293
AL BHE 4= 9t} S AntE Zx| o]k
YRS E 27 FAleR HAE Zofeol
ASIEE AA =of=t= JHshe +714%
Al A=l ot

=

do
AT e

ja)
>
o rr
o ol
D

2 o % e of ul

l'I

£ 5
Ew
2 ox

ox
r i

=
rE

~

ol
S

it

s
2oz v o p2

l‘_& il ox o
)

=
Lot Mg R foh 2 ool T2 2 of

ﬂI

lx

_Eo?.i

M K

o o

REFERENCES

[1] Internet Std. Network Working Group RFC 2289, “A
One-Time Password System,” IETF, Fremont, CA, 1998.

[2] D. Choi, W. Kim and D. Won, “One-Time Password
Technology Analysis and Standardization Trend,” Review of

AlZt 7| aile] OTPE 0|23t CIX|E Fof2t AlAE
KIISC, vol. 17,no. 3, pp. 12-17, Jun. 2007.

[3] S. Seo and W. Kang, “OTP Technology Status and OTP
Introduction Example,” Review of KIISC, vol. 17, no. 3, pp.
18-25, Jun. 2007.

[4] Internet Std. Network Working Group RFC 6238, “TOTP:
Time-based one-time password algorithm,” IETF, Fremont,
CA, 2011.

[5] Y. Kim, J. Han, Y. Jeon and J. Kim, “Implementation of a
MTM-based secure OTP Generator for loT Devices,”
Journal of embedded systems and applications, vol. 10, no.
4, pp. 199-206, Aug. 2015.

[6] S. Song and K. Kim, “OTP Strandardization trends at home
and abroad,” Review of KIISC, vol. 22, no. 2, pp. 30-36,
Apr. 2012.

[7] I. Ha, “Security and Usability Improvement on a Digital
Door Lock System based on Internet of Things,”
International Journal of Security and Its Applications, vol.
9, no. 8, pp. 45-54, Sep. 2015.

[8] J. Lim, C. Kim, W. Cha, T. Han, G. Huh, S. Song and S.
Lee, “Reliable Digital Door Lock Control System using
Face Recognition,” Journal of IKEEE, vol. 17, no. 4, pp.
499-504, Dec. 2013.

[9] S. Lee, J. Park, B. Woo and H. Choi, “Video Digital
Doorlock System for Recognition and Transmission of
approaching Objects,” KIPS Transaction: Software and
Data Engineering, vol. 3, no. 6, pp. 237-242, Jun. 2014.

[10] D. Seo, H. Ko and Y. Noh, “Design and Implementation of
Digital Door Lock by loT,” KIISE Transactions on
Computing Practices (KTCP), vol. 21, no. 3, pp. 215-222,
Mar. 2015.

[11] J. Potts and S. Sukittanon, “Exploiting Bluetooth on
Android Mobile Devices for Home Security application,” in
Proceedings of IEEE Southeastcon, Orlando: FL, pp. 1-4,
2012.

[12] K. Lee and J. Kim, “Design and Implementation of Hybrid
VR lock system by Arduino Control,” Journal of the
institute of signal processing and systems, vol. 15, no. 3, pp.
97-103, Jul. 2014.

[13] M. Choi, D. Cho, S. Kim and T. Jin, “Digital Door-Lock
System Controlled with Analog Signal,” in Proceedings of
2013 ICROS/KROS/KIIS, Busan, vol. 2013, pp. 55-57,

2013.
[14] T. Kwak and S. Moon, “A Digital Doorlock with Voice
Recognition,” in Proceedings of KIIT Spring Conference,

Chungju, vol. 2012, no. 5, pp. 345-348, 2012.

1033



SR B ELISHS|=EX|(J. Korea Inst, Inf, Commun, Eng)) Vol 21, No, 5 : 1027~1034 May, 2017

[15] J. Song, J. Kim, I. Lee and J. Bang, “The Design of Digital conference, Pyungchang, vol. 2015, no. 12, pp. 1521-1523,
Door lock Using the Magnetic Field,” in Proceedings of The 2015.
Korean Institute of Electrical Engineers 2014 Fall [17] G. Verma and P. Tripathi, “A Digital Security System with
Conference, Korea, vol. 2014, no. 11, pp. 6-8, 2014. Door Lock System Using RFID Technology,” International
[16] M. Jeon, K. Kim, I. Kim, S. Lee and J. Doh, “Design and Journal of Computer Applications, vol. 5, no. 11, pp. 6-8,
Implementation of 10T Digital Door Lock System based on Aug. 2010.

Video Communications,” in Proceedings of KIISE winter

E&Tl(Hyung-Jin Hwang)

2010.2~347 ZArkstm 24 FEfZstnt xhst
R0 loT Application, Flying Ad Hoc Networks, Internet Application S

23 2k(Kweon-Yang

>
2

St
of
=

1983 2 ZErHstn
mE2|
!
A

>
>~

o &1
= iy
Q

TR B

J

1990.2 Z=Cyst
1998.2 ZE=CHst
1983~1988 sHAMAlSAloiTla

1989~3ix] Zchstn AFEIS St w

ol : CISKISAIAEH, BlH|OE 24 H M2l S

S TH(I-Kyu Ha)

1992 2 Fttlistn HMatsstnt
2003.8 Q=T 24 ¢
1992~1995 SHLUSR TMATH 55428

2002~2007, 2008~2015 QiLichsin ZATE| 2ot 2}, Qi mS Moloipe
2015~34x st ZFEI S s

EAEOE FMMAMUIESIR, Body Area Networks, Flying Ad Hoc Networks &

z =

Ol OfJ 10
ol

il

ol
[}
IQ M2 jor

1z %

J

1034



