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ABSTRACT

The Internet of Things has attracted considerable research attention in recent years. In order for the new loT
technology to be widely used, the reliability and protection of information is required. 10T systems are very vulnerable
to physical security due to their easy accessibility. Along with the development of SoC technology, many operating
systems have been developed and many new operating systems have been introduced. In this paper, we describe the
vulnerability analysis results for operating systems running on the ARMv7 Thumb Architecture hardware platform.
For the recently introduced “Windows 10 loT Core” operating system, | implemented the Zero-Day Attack by
implanting the penetration code developed through the research into a specific 10T system. The virus detection test for
the resulting penetration code was validated by referral to the “virustotal” site
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