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ABSTRACT

Due to the vulnerability of the software, there is a hacking attack on the country's cyber infrastructure and real
financial assets. Software is an integral part of the operating system and execution system that controls and operates
Internet information provision, cyber financial settlement and cyber infrastructures. Analyzing these software
vulnerabilities and enhancing security will enhance the security of cyber infrastructures and enhance the security of
actual life in the actual country and people. Software development security system analysis and software development
Security diagnosis analysis and research for enhancing security of software vulnerability. In addition, we will develop
a textbook for the training of software vulnerability diagnosis and maintenance education, develop pilot test problems,
pilot test of diagnostic staff, The purpose of this study is to enhance the software security of the cyber infrastructures of
national and national life by presenting curriculum and diagnosis guide to train the software vulnerability examiner.
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Fig. 1 Software vulnerability abuse status
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Table. 1 Type of software security vulnerabilities

type content

Input data
verification
and expression

For Enter a program value, that can
occur due to improper verification of
security weaknesses

Security weaknesses that can occur
when improperly implementing
authentication, access control, and
rights management

Security function

Security weaknesses in improper time
and state management in
multi-process operating environments

Time and state

Incomplete error handling can cause
security vulnerabilities that can occur
because critical information is
included in error information

Error handling

Security weaknesses caused by coding

Code error .
errors that developers can commit

Insufficient encapsulation can lead to

Encapsulation .
P unauthorized data exposure

Security weaknesses that can result
from using inappropriate or insecure
API

API Misuse
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Fig. 2 Secure coding system
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Table. 2 A diagnostic test sample problem

e Matter of example

Problem type detection and cases of mismatched items are?
(D Inappropriate input detection <Session Cookie

(2 SQL Injection Detection <Hibernate

(@ XSS=<JsP

@ Vulnerable URL Redirection <SHA-1

e Short-answer questions

1) Explain and the case of Vulnerable URL Redirection
2) Explain and the case of SQL Injection Detection
3) Explain and the case of Cross Site Scripting

e Essay type questions

Many breach was triggered across the application software
source code, depending on governments to remove potential
security vulnerabilities that may exist. The guidelines for
software security weaknesses. Describe the types of typical
security weaknesses, and the targets and scope of software
development security coverage, standards, and how to
diagnose  software vulnerabilities during  software
development?
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