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Abstract A registry is a hierarchy database which is designed to store information necessary for
operating system and application programs in Windows operating system, and it is involved in all activities
such as booting, logging, service execution, application execution, and user behavior. Digital forensic is
widely used. In recent years, malicious codes have penetrated into systems in a way that is not recognized
by the user, and valuable information is leaked or stolen, causing financial damages. Therefore, this study
proposes a method to detect malicious code by using a shareware application without using expensive
digital forensic program, so as to analysis hacking methods and prevent hacking damage in advance.
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<Table 2> Function of Analysis Tools

Tool Name Function
winalysis v3.0 Check system updates
strings Check internal characters in executable files
BinText v3.00 same as strings
PEid v0.95 Packing, Compile information

lceSword v1.20en Explorer Rootkit

Filemon v7.03
PEview v0.9

Check from process and file usage

Check Windows file configuration

Regmon v7.03
Stud_PE v2.4

Check from process to registry contents

Check total file information
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<Table 3> Sample Malicious Codes’ names

Manufacturer Name of Malware
AhnLab-V3 - Win-Trojan/Prorat.349228.0
Avast - Win32:Prorat-FE

Kaspersky - Backdoor.Win32.Prorat.dz
McAfee - BackDoor-AVW

nProtect - Backdoor/W32.Prorat.349228.W
ViRobot - Backdoor.Win32.Prorat.349228.G
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[Fig. 5] Screen Capture of PEview v0.9
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