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Re-Encryption in Remote Healthcare Monitoring System
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ABSTRACT

The remote healthcare monitoring system enables a doctor to diagnose and monitor patient’s health problem from a distance. Previous
researches have focused on key establishment method between a patient and a particular doctor to solve personal health information
disclosure problem in data transmission process. However, when considering a misdiagnosis of doctor, the result of a diagnosis by a many
doctors is more reliable. In previous work, in order to select multiple doctors, patient should generate shared key for each chosen doctor
and perform many times encryptions. Therefore, in this paper, we propose a secure data transmission protocol for receiving diagnosis from
multiple doctors using identity-based proxy re-encryption scheme. In proposed protocol, a patient don’t need key management work for
session key. Also, monitoring server performs re-encryption process on behalf of patient. So, we can reduce computational burden of
patient in previous work.
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A Secure Health Data Transmission Protocol Using Identity-Based Proxy
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Table 1. Notations

Notation Description
c.a Multiplicative groups of the same prime
17 2
order p
g Generator of G
et G X G, —G, Admissible bilinear map
H:1{0,1)>G Cryptographic hash function

Hy: {01} X G—Z

Cryptographic hash function

Hy: {01} — 2

Keyed hash function

sk, Private key of id for re-encryption
Sgk; 4 Private key of id for signature
. Re-encryption key to re-encrypt a
idid, ciphertext under id, to id,
Si 0 Identity—-based signature under the id’s
g Sgky .
i private key
ts Time stamp
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Fig. 1. System Model of the Proposed Scheme
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