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ABSTRACT

The Internet of Things(IoT) security has more need than a technical problem as it needs series of regulations and faultless
security system for common purposes. So, this study proposes an efficient key management in order that can be trusted IoT data
in cloud computing.

In contrast with a key distribution center of existing sensor networks, the proposed a federation key management of cloud
proxy key server is not central point of administration and enables an active key recovery and update. The proposed key
management is not a method of predetermined secret keys but sharing key information of a cloud proxy key server in
autonomous cloud, which can reduce key generation and space complexity. In addition, In contrast with previous IoT key
researches, a federation key of cloud proxy key server provides an extraction ability from meaningful information while moving
data.
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Table 1. Notation

Symbol Description

0, Object A

0 Object B

A Message of object A

B Message of object B

K Message of PKS

PKS, Proxy Key Server of Cloud A
PKSy Proxy Key Server of Cloud B
MK Master Key

SK Session Key

A, B, New key of object A, B

K, New key of PKS

K, Nonce of PKS

A, Nonce of abject A

B, Nonce of object B
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