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ABSTRACT

A multi-server architecture has been proposed to increase the efficiency of resources due to the rapid growth of computer
networks and service providing servers. The smartcard-based authentication protocol in the multi-server environments has been
continuously developed through various studies.

Recently, Chun-Ta Li et al proposed an authentication protocol that solves Xiong Li el al’s authentication protocol
vulnerability to user impersonation attack and session key disclosure attack. However, Chun-Ta Li et al’s authentication protocol
has a problem with user impersonation in the vulnerability analysis and has an unsuitable authentication process.

Therefore, this paper proposes a smartcard-based authentication protocol in the multi-server environments that solves the
denial of service attack and replay attack vulnerabilities of the authentication protocol proposed by Xiong Li et al.
Keywords: Multi-Server Architecture, Smart card, Authentication protocol
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Table 1. Notations used in the Xiong Li et al's
Protocol

Notations Description
U The ith user
55 The jth server
cs The control server
1D, The identity of [
P, The password of U,
SID; The identity of S
. The master secret key chosen b
y CS
y A secret number chosen by CS
b A random number chosen by
U, for registration
CID. The dynamic identity generated

‘ by U, for authentication

A random number generated
N, by U's smart card for sessio
n key agreement

N A random number generated by
i2 S; for session key agreement

N A random number generated by
3

CS for session key agreement

A common session key shared

SK among U, SJ and CS

* A collision free one-way hash
h(*) function

® Exclusive OR operation

I Message concatenation operation
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Dy, Py)
2) choose b

compute A, = h(b||P,)
send (ID;, A;)

Registration phase

5)Store b in smart card

Public channel

(510;) Ged . Secure channel
1) send SID;
1) send A(SID;||3) and h(x||y)
DU i e i S Al il

3) generate B;,C;,D;, E;

store (C;, Dy, E; h(x), h(}))
in smartcard

Login phase

1) U, insert smart card
into a card reader
input 1Dy, Py, SID;

2) compute A;, C;

verify C'y=C; 3) send (CIDy,F, Gy, Pyy)

compute By, Fy, Py, CID, G,

Authentication and
Key agreement phase

6) send (Vi, T;)

1) generate N

compute K; and M;
send {CID;,F, G;, P;;SID;, K, M;}

2) compute Ny and M';
verify M; and M';
3) compute Ny and By, 4;
4) compute G';
verify G; and G';

5) send (Q. Ry Vi, T 5) compnite @i, BV T,

7) compute Ni» B Nis, V';
verify V; and V';

Fig. 1.
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Xiong Li et al's authentication protocol
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Table 2. Notations used in the proposed
Protocol
Notations Description
U The ith user
55 The jth server
cs The control server
D, The identity of 7
P, The password of U,
SID; The identity of S
The master secret key chosen by
x
s
y A secret number chosen by CY
75 A time stamp
A random number generated by U’
Ny s smart card for session key agree
ment
N A random number generated by 5;
” for session key agreement
N A random number generated by CS
i for session key agreement
SK A common session key shared am
ong U, S and G5
« A collision free one-way hash
h(*) .
function
@ Exclusive OR operation
I Message concatenation operation
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Step 2. U= AHA] elelt] D, sH~9=

PE A9ty ULE Akt CSelA 53 &
A XA (D, UL) 5 %3},

UL =h(IDJn(P,)) (39)
Step 3. CS= ARAL AEA 3k UserVer,5 A

Adtal 2~mtEgkE AES SI3 VerSCst 2viE
7=l E3EE 3 A5 e

UserVer;=h(ID|lz) (40)
VerforSC,= h(ID|Ih(y)|UL) (41)
A;= UserVer;® U[i@h(.’IJ) (42)

Step 4. CS= (VerforSC,A,h(*),h(y)) S
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Table 3. The verifier table

. User . User-verifier Status-bit
information

UL User Ver, 0/1

U1, User Ver, 0/1

o Step 6. CS+ A%

u]-Ey}r:E' U°ﬂ7ﬂ HL
e},
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{ID,F;)
Registration phase

2) compute Ul;= h(ID;||h(P;))
send (1D, UT)

12,)

1) send SID;

1) send h(SID;||3) and h(x||y)

Public channel

————— Secure channel

3) generate UserVer,, VerforSC; A;
4) store(Verforsc, A, h(+), h(y))
in smartcard

5) store Ul,, UserVer,, Status-Bit
in Verifier Table

Login phase
1) compute UL, VerforSc’,
2) verify VerforSC'; = VerforSC;

4) d (B,,C,,T:
3) compute B,.C, send (B € T<)

generate Ts

Authentication and
Key agreement phase

, 8) send (V,, W,,Ts)
9) computeTs' =Ts+1

1) generate N;»
compute K; and M;
send {B;,C, K;, M, SID;, Ts}

6) send (Qy Ry Vi, W, Ts)

7) compute Nyy B Niz h(Userver ||h(x)), V'
verify V; and V';

check ATs =2 Ts'—Ts

10) compute Ny B Nig R(Userver||h(x)), V';
verify V; and V',

Fig. 2. The proposed authentication protocol
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Table 4. Vulnerability comparison of our
protocol and other related protocols
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