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ABSTRACT

This study emulated unscheduled phishing e-mails over a long period of time by imitating the manner in which external
hackers attacked a group of employees in a company. We then measured and analyzed the recipient’s ability to identify and
respond to phishing e-mails as training progressed. In addition, we analyzed the changes in participants’ response behavior when
changing the external control condition between the training. As a result of the analysis, it was confirmed that the training
duration had a positive (+) relationship with the employees’ ability to identify phishing e-mails and the infection rate, and more
employees read emails and infected with phishing attacks using social issues and seasonal events. It was also confirmed that
reinforcement of internal control policy on infected persons affects positively (+) on the phishing attack response behavior of
employees. Based on these results, we would like to suggest the right training method for each organization to enhance the
ability of employees to cope with phishing attacks.
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Table 2. Training results by type of employment
Action 15Q2 15Q3 15Q4 16Q1 16Q2 16Q7
Reading (RR) 34.48% 34.63% 20.46% 23.75% 21.95% 15.59%
ERIEEF(};‘; Infection (IR) 22.17% 18.54% 5.19% 1.50% 5.15% 0.89%
Report (RP) 9.36% 39.02% 24.21% 50.00% 26.47% 36.97%
Reading (RR) 78.77% 82.44% 71.70% 70.31% 68.97% 62.00%
Partner | Infection (IR) 60.38% 59.51% 3.77% 4.69% 3.45% 4.00%
Report (RP) 0.47% 19.02% 5.66% 20.31% 12.07% 10.00%
Iv. 2oz 2 FHA e 4%dE FASL ol Aol 3
Ak G| AdE dolr = FEo] vlg F2 Al
4.1 2240 7] wstell YA~ AReludel] dia] FHAAHE
ZAsta H-g-she w(25)(26) ¢ HigF 8-S o
411 QFY, HAL AT 2N wo] AlXak 8} gle] melth
of 21d Fek F 63]ol BA AAG AAY AA)v| 412 X34 5340 BN
d d-S2eEel digh AA dAd g Al A
Q2o FHAIE Table 2.3 2k, $4 A7A 22 Yeld AQIgke] FelA] )Ly ofush
AAAES] ANE Aud FHANY] nfZeler} o3gfo] WA A= 2lsly] o)s AFWE s
He AR A% A4k IR welEd % Ane Aelsilnt oy 2AAR AwHoz
o 357t STkl wet wdel 93 Az Eo] = AN Azl ksl FElzpAo] ukEgle) u}
Hx 22.17%14 AL v tell= 0.89%7H4 = 2} 7 AA o)A YUEL] S SFo] wo] FolxA|
o] Eo] ZFadel Ao WS Ui es o o o Ems] 99 (officer) AMAEo] €zt
o}, A d S AR 01? AHEE ks Fof (team leader)tt k24 (employee) Bt 7t
Zo] Zha gl Aelvl, th Wbk ASIE B g glolq £ AnE welFw gt
AR Al m3F 27lReks 37 3] gle A s Aghgold Bote W d1Ee] o A4
ghelet. Aol wa Aol e A7 wel glovl, Al
b AUYEE gage] HzelE EFE & wd OB AA4SD $4 S welF gl
A e ARR 60.38%F 715 v o} obilm E AFe) JAYASE Fopr g Ee]
Table 3. Training result by position
Action Position 15Q2 15Q3 15Q4 16Q1 16Q2 16Q7
, Officer(1) 17.24% | 31.03% | 27.59% | 28.57% 5.26% | 23.53%
Ri;‘gfg Team Leader(2) 42.03% | 30.14% | 21.05% | 27.94% | 23.53% | 14.29%
Employee(3) 34.29% | 38.83% | 19.42% | 2251% | 22.16% | 15.53%
_ Officer(1) 3.45% 6.90% 3.45% 0.00% 0.00% 0.00%
Inffl‘g;on Team Leader(2) 26.09% | 19.18% 3.95% 1.47% 5.88% 1.59%
Employee(3) 24.76% | 21.36% 5.79% 1.61% 5.20% 0.86%
Officer(1) 10.34% | 44.83% | 37.93% | 47.62% | 31.58% | 58.82%
%?PO)“ Team Leader(2) 7.25% | 38.36% | 27.63% | 61.76% | 33.82% | 49.21%
Employee(3) 10.48% | 37.86% | 21.49% | 47.59% | 25.88% | 35.57%
Punishment Reg.(PR) 0 1 1 1 1
External
Seasonal Issue (SI) 1 1 0 1 0
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Table 4. Correlation analysis between the variables
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