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ABSTRACT

Most malware, including Ransomware, is built for the Windows operating system. This is because it is more harmful to target
an operating system with a high share. But in recent years, MacOS’s operating system share has steadily increased. As people
become more and more used, the number of malicious code running on the MacOS operating system is increasing. Ransomware
has been known to Korea since 2015, and damage cases are gradually increasing. MacOS is no longer free from Ransomware,
as Ransomware for MacOS was discovered in March 2016. In order to cope with future Ransomware, this paper used
Ransomware’s modified file extension to detect Ransomware. We have studied how to detect and block Ransomware processes
by distinguishing between extensions changed by the user and extensions changed by the Ransomware process.
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Table 2. Experiment of malicious script file
encryption

Target file pdf
Number of files 1700
Total file encryption time 188.46s
'Ijotal file encryption average 0.1108s
time to complete
Slngle file encryption minimum 0.00335
time
Slngle file encryption maximum 4 6507s
time
Minimum file size 1KB
Maximum file size 105.0MB
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