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ABSTRACT

Fingerprint authentication identifies individuals based on user specific information. It is widely used as it is convenient, secure
and has no risk of leakage, loss, or forgotten. However, the latent fingerprints remaining on the smart device’s surface are
vulnerable to smudge attacks. We analyze the usage patterns of individuals using smart device and propose methods to
reconstruct damaged fingerprint images using fingerprint smudges. We examine the feasibility of smudge attacks with frequent
usage situations by reconstructing fingerprint smudges collected from touch screens. Finally, we empirically verify the
vulnerability of fingerprint authentication systems by showing high attack rates.
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