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ABSTRACT

As services using mobile devices increase, exposure of personal information, and secure threats increase. In this paper, we
propose a location-based user authentication system used in mobile device for tightening security. Our authentication system is
performed to authenticate two steps. The first authentication is location authentication to ensure that the user accesses an
application in trustable space. This authentication method uses an Access Point’s information. The second authentication is
trustable space authentication to confirm the normal user. This method is carried out the authentication by using biometric
information from the user.
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Fig. 1. Authentication system flow chart that we have proposed
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Table 1. List of 26 Features (SD : Standard
Deviation)
Feature | X-coordin | Y-coordin | Z-coordin
Type ate value ate value ate value
Max Max Max
Min Min Min
Accelera Mean Mean Mean
tion SD SD SD

The length of cycle

Average of magnitudes

Pitch Azimuth

Max Roll Max Max
Pitch Min | Roll Min | ~7muth

. Min

Rotation

Pitch Roll Azimuth

Mean Mean Mean
Pitch Roll Azimuth

SD SD SD
NF,= FS,+ FS + FS.+ FS,+ FS, (4)

(1 <z, 2, p,q= 16)
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Table 3. Classification accuracies by the
classification algorithms and the abnormal cycle
removal rate (%)
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Table 4. Classification accuracies,

Equal Error

Rate, and Modeling time by the classification

algorithms
. EER Modeling
Algorithm (%) Time (s)
J48 6.0 0.02
Logistic 0.2 0.65
Simple
Logistic 0.4 0%
MLP 0.4 3.05
SMO 2.0 0.56
Random
Forest 01 o
Average 1.52 0.83
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