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As smartphone users have increased in recent years, various applications have been
developed and used especially for Android-based mobile devices. However, malicious applications developed
by attackers for malicious purposes are also distributed through 3rd party open markets, and damage such
as leakage of personal information or financial information of users in mobile terminals is continuously
increasing. Therefore, to prevent this, a method is needed to distinguish malicious apps from normal apps
for Android-based mobile terminal users. In this paper, we analyze the existing researches that detect
malicious apps by extracting the system call events that occur when the app is executed. Based on this,
we propose a technique to identify malicious apps by analyzing the sequence similarity of kernel layer

events occurring in the process of running an app on commercial Android mobile devices.
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[Fig. 1] CuckooDroid malicious app analysis system
internal structure
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Package com. redmicapps.puzzles.ladies2

Main Activity com. redmicapps.puzzles.ladies2.Game
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Services
Permissions

Signatures

Performs some HTTP requests (Traffic)

Asks For D: (static)

Uses i (Static)

File has been identified by more the 10 AntiVirus on VirusTotal as malicious (Osint)

[Fig. 2] Example of CuckooDroid—based malicious app
analysis results
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(c) Normal App - Hancom Viewer
[Fig. 3] Normal App Kernel Layer System Call Event
Result
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[Fig. 4] Malicious App Kernel Layer System Call Event
Result
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clock_gettime
epoll_wait

clock_gettime
epoll_wait

clock_gettime clock_gettime

clock_gettime

write
clock_gettime epoll_wait
fentled fentl64

fentl64 fentle4

fentl64

fentle4

fentled
fentled fentle4
epoll_wait epoll_wait
clock_gettime read
clock_gettime write clock_gettime
fentled fentied
fentlé4 write fentlé4
fentled fentle4
write 34

Iseek

fentl64

33

fentlé4
fentle4
clock_gettime
fentle4
fentle4
fentle4

fentlé4

fentled

[Fig. 7] Generate a common kernel layer event sequence when running malicious apps
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