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The growing number of electronic financial transactions (e-banking) has entailed the rapid
increase in security threats such as extortion and falsification of financial transaction data. Against such
background, rigid security and countermeasures to hedge against such problems have risen as urgent tasks.
Thus, this study aims to implement an improved case model by applying the Fraud Detection System
(hereinafter, FDS) in a financial corporation ‘A’ using big data technique (e.g. the function to collect/store
various types of typical/atypical financial transaction event data in real time regarding the external
intrusion, outflow of internal data, and fraud financial transactions). As a result, There was reduction effect
in terms of previous scenario detection target by minimizing false alarm via advanced scenario analysis.
And further suggest the future direction of the enhanced FDS.

e Key Words : FDS(Fraud Detection System), Bigdata, E-Banking, Financial IT Convergence, Financial
Security.
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[Fig. 1] Abnormal Financial transaction Flow Chart
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[Fig. 2] Existing FDS system
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(Table 1) Summary of FDS Main Function

Category Function
Gathering Gathering information of user media environment
Information Gathering information of accident types
_ Correlation analysis of gathering information
Analysis & ; user types, transaction types
Detection -
Fraud detection through rules prosecutors
Response function of detected abnormal financial
Response )
transactions.
o Total monitoring management of gathering,
Monitoring & analysis, detection, response functions
auditing - - - -
Various audit function for penetrating FDS
Interworking between internal components
Interworking with legacy systems.
Stability & Performance of total system.

2.3 7|-|JL1 E':'"

2.1, 2284 o)A 7]3 7] FDS o WAk &4
g ol dg g7l BAAN LR 7)E The]='e Al
TAe) Bk Paeks Fae] E ) FDSA|AES &

[e]

=
el ol 71 5 Foloh 2 w—% glolg) 44
5

}*Ei dolB & 55}l vlolH &

g3t A7IE] dlolHuo] 2~ KE
w3k, dlolg o] 4 A @73t
835?,] E]—z] % H/H‘r]_ Z]—7]Z—10 EH%
TS F Utk APl BAE
ghil 1A E] ofE AEg FEje] A7le SEol
WS AL AETtE e AR AR & o3 I
7L odd o &8 2 5 Arhl4]

HAZA o7 FDSTE AlY 7 2 23 1889
& dlolH 5 $ Al ogk mEA(FDSU 87dA

gA o HAA FE5A] Al sfdshs A)et
QEAFDSW o)A = TR gl ot AAl B
E Hastehes Aol ol& dAsty] flste] Al
2o 7|9 &AE Bl ' ou AluE]| Q. 7]

oM

m

Lrﬂi‘#%ﬂl

—



N
N
rok
Hl
0o
o
Jon
M
Hu

X M8 HM4=s

v Aol that 27b #40] Basth

3. 7=AH]
o] 43} ko] FDS9| a =3t B 7] FDSEA| S 7l
A3 Slste] ‘ol dag A HAAI2E

714 7ol =9
Aarote] F=&3ke] o] ITAH| 2~ §] AFel TA}= Hl
HMH ﬂﬁ% 7] o= 94T OH WA RAE o)

ox
o

7Fs @ HElolE A g7]zol
Ao]ui{11].
M= ¢l [Fig. 4]olA e} o] vhekat Ad
he TR ElolH el ik =3 B A AA
ﬂ ato] ElolE] WEE A8k ©f
ek 2 ol HA M HE FEEA dEF AN
ol A AglE= Ad edd Aes A 13, 74
TR 54 M o] ek Al Ala'e] 73t s

]

of WAL 98 Hedd pxda & 5 gl

Frgsteta

ot

4
I

- tlo
-

S

Al

o=
ol

i =
- =
(S
1
l-N

BN

m 5L
o2

fo o w2t

o p
ofl

=

lo,

2

1n

it

I

il

_l>4 i

N

o

Data preprocessing Data preprocessi Data prep
Data distri ission Data distri jssion Data distri
ey i

Bigdata Engine Agent : Data distributed transmission

Internet Mobile
Banking Banking

ATM/CD Telebanking

[Fig. 4] Real—time distributed processing structures,
Bigdata,

FEA] B9 A5 BAS) e @ SGBel
991 U185 2% dolelel A2 £ 2 100
A2 A8 Ad dolee] 4L Mo AAY, HA
2F #A0) Bashe] FEAY ol AF A L of
A

dag e DA B, tio] Fasit of&e 56
A9 TR ES =ol7] AdiME Al i A El
olHE Wi NI S8 A9 24, A= AL

oé‘l’ 6;1 b H = . A= F0
JF 29 EWAA 209 F7FE A Al glo]E %
gol| tigk A&sta fAs S AA 7 254 A Flo]
o}

olde] 8 AlRE
sta CEP(Complex Event Processing) <1lell 7]
HE/EL 282 B3] AA7F B4 A5e nAst

AxMni el Bl AWE B2]ske] Scale out H4Q]

F237) $UAT A5

4

G G
Financial transaction data mart m
Troartioe = [WS Data processing Analysis i
Fusd o Hgh ik ategartation
trading
Sequrity Criginal
Yo DuseessTR . data

Swcurity tion
aystem  Githering ﬁ:l Fraud Detect
L] . i
Simple/Complex

Fraud Decislon

"
Tramiscbion wreellance
Phne &

[Fig. 5] Logical conceptual diagram of FDS Application
(‘A’ Financial corporation)
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