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Abstract They are rapidly evolving malicious attacks on smart devices, and to timely protect the smart
devices from these attacks has become a very important issue. In particular, smishing attack has emerged as
one of the most important threats on the smartphone. In this paper, we propose the cloud service that can
fundamentally protect the user from the risk of smishing attack. The proposed scheme provides cloud
messaging service that can filter text messages including URLs in the user’s smart device, view and manage
them through a virtual machine provided by a cloud server. The existing techniques for preventing smshing
attacks protect only malicious code of a known pattern and there is the possibility of error such as FP(False Positive)
or FN(False Negative). However, since the proposed method automatically filters all text messages including
URLs, storing, viewing, and managing them in their own storage space on the cloud server, it can completely
block the installation of malwares(malicious codes) on the user’s smart device through smishing attacks.
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[Fig. 3] Cloud message service for preventing smishing attack through real—time monitoring app
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[Fig. 4] Cloud message service for preventing smishing attack through mobile carrier
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(Table 1) Comparison of methods for preventing
Smishing attack

Method Advantage Disadvantage
o Effective in ¢ Only can detect
detecting known attacks from the
patterns known senders
(attackers)
Blacklist ¢ Cannot detect new
based attacks
¢ Less efficiency in
updating and verify
the attack in
database
* Have list of ¢ Cannot detect
trusted senders attacks from the
known senders (or
Whitelist attacker disguised
as a trusted
based
sender)
¢ Need to collect the
list of trusted
senders
* Flexible ¢ Less efficient
Content ¢ Highly dependent
Based on the rules or
statistics applied.
* No need to worry | * Require individual
about missing VM
legitimate ¢ Require the
messages installation of the
Proposed *  No need to worty real*'tim.e
method jclbout'“rl?ether it monitoring app as
is smishing needed
message or not
* The user’s device
is not affected by
the attack.
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