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ABSTRACT

In this paper, we preserve the transparency of digital contents by compressing and storing the medical image for a
certain period so as to be safe and robust against various attacks of medical images. The proposed algorithm generates
an encrypted image authentication code that extracts the feature value of the original image and combines it with the
user's information. in order to extract hidden data, the authentication code is first decrypts the encrypted medical image
and extracts the hidden data using the spatial characteristics of image. The proposed algorithm guarantees integrity
when comparing extracted authentication code and newly generated authentication code for image authentication after
directly inserting it into content itself through watermarking. We have proved various security of attack of image data
and proved that the certification rate is improved to 98.4%.
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Table. 1 Type of medical image, resolution and bit depth

Type Resolution Bit Dept
X-ray(CR,DR) 2048 <2560 10
Remot(RF) 2048<2560 10
Digital subtraction(DS) 10241024 12
Culture Technology(CT) 512X512 12
Magnetic resonance 256 X256 12
Ultrasound(US) 640X640 8
Nuclear Medical(NM) 64X64 8
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Fig. 4 Simulation Result
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