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ABSTRACT

ECQV implicit certificate reconstructs the public key from the certificate without validation of the signature unlike
the explicit certificate. Like this, the certificate and the public key is implicitly validated when a public key is
reconstructed from a certificate. Hence, ECQV implicit certificate is shorter than the explicit certificate due to be only
comprised of the public key reconstruction data instead of the signature and the public key, and faster to reconstruct the
public key from the certificate than validating the signature. Furthermore, ECQV is well suited for environments and
application that resources such as memory and bandwidth are limited because it is shorter the key length, and faster the
performance than other cipher cryptography due to be run on ECC. In this paper, we describe prerequisites of ECQV
specified in the SECG SEC 4 and issuance of an implicit certificate, reconstruction of the public key from an implicit
certificate. Also we designed and implemented ECQV, and measured the performance of it.
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Table. 1 Size comparison between ECC and RSA public
key and certificates

Security | Public key size (bits) Certificate size (bits)
Level ECC RSA | ECQV |ECDSA| RSA
80 192 1024 193 577 2048
112 224 2048 225 673 4096
128 256 3072 257 769 6144
192 384 7680 385 1153 | 15360
256 521 15360 522 1564 | 30720
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Fig. 1 Operational cost comparisons of conventional
versus implicit certificates
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Call ECQV_Setup()
Establish then return Curve, H, Encode,

Curve,H, R, Encode, Q4 | and EC key pair(dcy, Qca)
Pl D e i}

Call Cert_Request()
then return EC key pair(ky, Ry)

1Dy, Ry
Call Cert_Generate(IDy, Ry, dcy)
Certy,r then return Certy,r
Call Cert_Reception(Certy, 7, Qcy, ky)
then return EC key pair(dy, Qy)
Curve : A set of EC domain parameters or approved curve name
H : An approved Hash function
Encode  : A certificate encoding method
dcy : A private key of a CA
Qca : A public key of a CA
ky : Aprivate key of a U for a certificate
Ry : A public key of a U for a certificate
IDy : An identity information of a U
Certy : An issued certificate of a U

T : A private key reconstruction data of a U

Fig. 2 Issuance of ECQV implicit certificate

3.1, ECQV_Setup
ECQVE AR&317] 98l CAQF U, V&= B 5Tt
AA 228 7FAoF gtrh SEC 404 A &Jsk= ECQV
O] HA| 272 ot & Ak
1.CAL ¢=2"d & 7|22 q,ab, G, Ay oz
SEED, n, 121 h& 74 ebdaid mofel et
e E 243 o o, B4l =H¢l ThetelE
= S MM E A getelE S ARgshe] A E o
o 3t} E3F CA= BF=A ¢l ohetu]E o &
< ZRlaljof abm XAghe] Kol g WSS
ofglth SECG7} Halsh= BFHAl =rQl atetn]
Bl SEC 20| A o= o] QITH10].
2.CA= BAA QISAE AAsks HAoA <l
ShA] S5 AR sfjofgitt. Hi= AEE A g
olujstn, HO] &9 gle ni,= HSksh= HA
£ Hh 22 LERHEHT].

3. CASE UL 22, s-bit BOHTIS AFsHs 518
R R L SR E L RS B RS
Pyt

=l ARk

4.CAE= BH=Al =d|Ql gt E ol 88l 7] &
(dca, Qea)= A3 CA= A E 7] e 5854
= AAsfioF 3k, CAS] 7}Q17] deat= CARE -5
ofgt}. 7] 9| FaA HAR= SEC 1o o WY
= ARERIH7,11].

5.US} Vi 18l o2 el ol shep
], H, QaS S-Alsfot 3l

ECQV SAIH QIEMO| M| I 8ol 25t A7

6. ECQVollA] ARE-EF QI5A Z WS A4t} ECQV
oAl ARESh= Q1S4 Q1FY S Fixed-le ngth
fields, Minimal ASN.1 Encoding Scheme, X.509
-Compliant ASN.1 Encoding 5-¢] %lt}

ECQV_Setupol| 4= ECQVE AR&-517] 1%t Bhed=r
A =l st el sfA] g T12]al JISA Q1A
P HIAES AT 5 CAE A4 7] 4 (deaQen)&
ARt 2 =wolAe 71 = (R7), 3717 ez
etk A7IE sdE Ee8A7IR AdE ghol
coM7e N7IeE GO o' AlibE gholoh A

Al F7071 Qeae FAIA ASHZTE F717]

| oZ o

el

off ft ox B K
o M
(@]

517 918 ALERIT 1% 32 ECQV_Setupe]
[e]
22 e
CA
Determine a Curve(q,a,b,G,n,h),
H, Encode
Generate a key pair (dca,Qca) o,
over Curve '
Validate Curve o
and Qca Invalid
Valid
uv Curve, H, Encode, Q¢4 | Establish Curve, , Qog |

Fig. 3 ECQV_Setup process

3.2. Cert_Request
U= CAAl HA14 JISA S 83 TTh U7 A4
AFHE RAH= FAL ofefe} 2t
1. CAS}L U3t et =rQl mtetu|EE 0] 83
71 % (ku, Ru)= A8/ 3tch
2. Ry(EFIZAIS] H)E RU(SH AER)OR WEA]
71k,
3.U9 A1 AR Do} L8l AEF O 7 3t RUS

=

CANA A&k

°c C

13 o9l skl el E o83l 7] 4 (ku, Ru)&
gt o714 Ru= A4l 9] FA1 A Q1EAf o] 2315
W71 B dlolE PuE A5k $18l ARg-Hh
7] % (ku, Ru) AL 18t Bb=r419] F(Elliptic-C
urve-Point) & & YA ==, Ry A543l JsiAs=

A

o i

fr ooz .

Sz

e

747



SRR ELSIE|ER

o] 71 vlo|v 2] Fej 2] 28l AEF(Octet-String) &2
HBEA|AoF gt} o] & 28l SEC 1of g <J= Elliptic-C
urve-Point-to-Octet-String-&- ©]-8-5}0] ¢34 2] Ao
A 28l AEZOoR WIAZITH7,11]. 1% 4= Cert
_Request 9] 522 Lteldch

Generate a key pair (ky, Ry)
over Curve
| Convert Ry to RU |
| 1Dy, RU
| Send Dy, RU to CA |——>

Fig. 4 Cert_Request process

3.3. Cert_Generate
CAE=UREEH A=A 94, = IDe} RUE =418}
H, U] BAA QISAE AF3tE FAIA ASAE
Aok 5 AR obefj e ek
RU(SE! ~ER)E Ry(BFIZAIS] )2 WEkA|7]
c}.
2RSS SRl ThoF fastr] ow
Cert_Generate%F |3tk
3.CAL BHUTA Erel wetule g
ke)%*g%m
4. A AFAol EZFE= N7

=

I
e
)
)
-

Pu=Ru+kGE Al4lgiT}

5. Pu(BFEZA419] ) S PU(LEl AEE) 0 & #3HA]7]
=

6. IDu2t PUE Ao R QIFA] 13T HAEE 43
gt} PUE AlQleh FE gk Q15A QlAd wA=
of wpe} gebd 4= gtk clago] AgsH U =
A& 912 A] Certy S AJAJEtc whok olstjo] Aly)
SHH FA1A QSA S SAIRTE

7. e = Hy(Certy) & AlAFsHcH

8. Qu=ePu+Qca®] F-8/3S AARITh whoF U] 374

71?1 Qu=00] CA®9] 7] 45 /dsh= WA 54

B thA] =gt

9. U9 71715 473871 917t HlolE r=ek+dca (mod
n)E A4kgict

10. B/ =A1E ASA Certy 2} r U A W3tk

748

|(J. Korea Inst, Inf, Commun, Eng) Vol, 21, No, 4 : 744~752 Apr, 2017

CA= U9 IFAE B3] f18f IDUE 2Helgt &,
SEC1ef A 9% Octet-String-to-Elliptic-Curve-Point&
o]-g3to] RuE SEl AERoA EfdA1e] Hoz |
A7 F GEAL Selsith Ry7 fasichw 7] 4
(k, KG)& AA3}L, kG2t RyZ Tiste] PuS A1AJTHTY.
RAE Py BRI Hol A Bl AEY PUOE
MEAIZ] 5, Q1A 13 oA =0] IDus} PUS ¢
2o 3o Certys AYAsich wkeF olsgjo] Ald)s)

WA Q1A 9] AL FAFIT Certyrt HAH

H e=H,(Certy) & A4St} o17] 4 Hy= Certy s sl A]
sk, 1 &2 & AR M7= WA=tk &,
PAS BT gle ALE FESt] noz nEY
(modulo) G14-E ek U] B7)7] Qi e2} Py o] ol
Qe Tiakol A4 ek wheF 4 E Qu7t f sl o

Lojd, = ePy+Qea=00]2HH CAQ] 7] A& A 51= 3
W7 g ohAl Saeict Qurt GEstehE ol
-8-5k= 7N 715 A/d5H7] 913t r=ek+dca (mod n)E
AAFgtc) 19 5= Cert_Generate 2] 522 vehdich,

U CA
1Dy, RU

| Convert RU to Ry |

,,,,,,,,
Valid

Generate a key pair (k, kG)
over Curve

|"7

Compute Py = Ry + kG |

Convert P, to PU

Generate Fail
Certy=Encode(IDy, PU

Success

Compute e = H,(Certy), |

v

| Compute Qy = ePy + Qca |

True

| Compute r = ek + d¢, (inod n) |

o— EHE | Send Certy r |
Fig. 5 Cert_Generate process
3.4, Cert_PK_Extraction
CAS] F707] Qeas AHE-SHo] FhA14] QIS A =7 H

uel 371718 B4 = Utk "BAI1A QIFA] Certy2
FE QuE B5Y3t= Eﬂ% ofefel At
L Certy Q154 Q1Y MAER tjiggict vhof



Higo] Aufjstd S22 ST ASA7E A
Moz Y=y S5 AEe] PUS di=r.

2. PUEEl 2ER)E Py(BEeA19] F) oz wghA]
2k

3. Py FaAS ERIgtth fashA] Ad=thd Cert
PK_Extraction2 ZX| gt}

4. e = Hy(Certy) & AAF3IT

5. US| &717] Qu=ePu+Qcas Al4tetTh

U = V= Cert_PK_Extraction2 4=3j5}o] U] 9l
A Certy=E U] 3717] QuE 28 4 9l

o] FHA HHHE Que Aol U] AAA S 55t
At 7] aLghof| A hefu|E = A ARS-ETE ECQVollA]

£ QuE FEH: 3] glek 1 ol U] A1)

duetGE ‘E‘@"g‘ N7 Qv HYs17] wolct o =}
Alg W82 3584 Agict. 19 62 Cert PK_
Extraction 2] 522 YeRAL]

V U

Certy

| Compute e = H, (Certy)
| Compute Quy = ePy + Qca |

v

Qu is U's public key

Fig. 6 Cert_PK_Extraction process

3.5, Cert_Reception

U CAZRE AP FAA QIS5A Certyotr o]
B3to] A1) 37171 Quoll th-8-5= 7H%17] dus A
AETE U7E due] AT Ao BA7] Que A%
L B2ke ool Pk

1. Certy 25 Cert_PK_Extraction& s=3§5}o] x}-419]
071 QuE 8=

2. e=Hy(Certy) = Al J&E}-

3. ZH419] 7l 917] dy=r+eky (mod n)E AlAkstct.

4. dy2] 37171 Q" u=duGE A4k

UL duE A3 Quet Cert PK_ExtractionS £3]

ECQV SAIH olZMo| M| W 3ol 28t 7

ulmsto] 2pa1e] F7719k A 1710 ek £
QIR Wk F B AASH RE
12 QUushQurk YAIBHE o -5 et

U

e ©

£

x ox flo
ol

Fo)

o},

0:

e N o2

Qy =dyG= ek +r)G=ek,G+rG 1)
= ek G+ (ek+dy,) G= ek ,G+ekG+d G
=e(kyG+kG) +do G=ePy+ Qy
=Q,

4] 104 duG= Q’yolH dut= ekutrat Aot EHj
R A[12]e] o] 3l ekuG+HG7L AL re ek+deat TH
o] 2 thA] Zulji Al ©]3f) ekyG+ekG+dcaG 7t &1L,
o] AL T THA] e(kuG+kG)+dcaG7} Ftt. 7] 4] kyG
+kG+= Pyt 20, deaG Qealt 2t & Q'ue Qu
o YAtk web U rs °1J‘l3}°t1 A4l o] FA A
O]X/‘ig}ﬂ m'(dU QU)E \:loe ]OD:‘ VL‘ UA
AR QSAREE ALt = U—J 3771 QuE Al
F& 4= Qlck 19 72 Cert_Reception?] 5212 b}E}
Wk

U CA

Certy, T

| Compute e = H,(Certy) |

v

| Compute dy = r + eky (mod n) |

!

| Compute Q' = dyG |

Fig. 7 Cert_Reception process

dy, Qy are verified

A

|

v, o

olr
HI

iz o
B LB ECQVE gl%A 7oA Coloje}
OpenSSL 1.0.2g5 o] &3to] L&kt 3=
ECQV2] A% H5S 3l Cert_PK_Extraction2] =] 2]
Az FAF BFEA =l getulEE sHAE
ECDSA AAAHL A=sl= &0 2] A|7HS v

spsick

749



8220.10

Bluetech

2924098
10144.14

35000.00

6742.48
5471 .09

SR EELISHS|=EX|(J. Korea Inst, Inf, Commun, Eng)) Vol. 21, No, 4 : 744~752 Apr, 2017
7R o7 ZF Au|o A ECQVE] Cert_Generate2} _
Cert_Reception®] A &] A7+ Z33to] A 29 Al 5500000
S0l AFEE MY AT 500000
: 19905.12
20000.00
15000.00
10000.00
500000
FALinux

7He Eelgith # 2= A%
W= o 2] e ] kS ettt
Table. 2 Specification of embedded boards and laptops
Manufacturer CPU RAM OS(Linux)
FALinux ARMv6I 1GB 3.14.33 falinux
Huins ARMV7I | 1GB | 3.2.76 Achro-4210 . e
Bluetech ARMV7I 1GB 3.8.0-xilinx-trd 35000 ST
Samsung | i7-3517U | 8GB ‘)‘(-gggf?éfdcgé Z:Z:: 28151
Lenovo i5-3360M | 8GB “X';‘é)_'giﬂﬁﬂﬁ{iu‘: 20000 I 18345 oz
150.00
100.00 I I
ECQV] 4%5-g S4e thaat e 270olA 28
shelt). 7128 BAIA Q15 AAC vl S35 9 000
) HAbA Y el E- ECDSAR A48t 1, ebel:
A ool slelulE 2 prime256vlE ECQVel St mECDSA mEcQy
Al AFESFCE Q154 LU= Fixed-length fields= % Fig. 9 Chat of average operation time for the validation
oA AHEEIATE 1Y 88 AL ZZoA] AMLE of signature with ECDSA versus Cert_PK_Extraction
Fixed-length fields 2154 32913 e AT 212 90 LhEbLF= o] WAIA Q1= Ajo] AR
—_ . AZ535= A|7FR ) Cert_PK_Extraction®] A|7to] =
ccaveet [ wo [ w ] oA Wk A Bl A shelstgich ECQVS
Cert_PK_Extraction %22 FALinux HIZo]A 32%,
comis® [ 5o | me p— | Huins B=olN 10%, Bluetech REGIA 19%
Samsung =EEo]| A 12%, Lenovo =EE-ox 9% A
Fig. 8 Format of fixed-length fields certificate L9 e aE Btk o] d3E o AAIR
Ao Z7E AR H O B YA Hog HZE3)
F 5 AAY d5S S35 S8l 2 FHlel 1 L A7 QAR HE TS Bl —_,1—/\]54,
gettimeofday() S5 |83l 10,0004 =YX Z} o7 I7]E AZFI= 3l W o] o] w27 523
s Sk Bat AlbE Aaete] Aaks UE = AL wlEkoln
Wk
42 SAIN QIBM L X HS SX Al 5
41 mwng AT D7) =22l x| M5 Hlm ECQVE] BA2 Q1A rajo 4] s Cert_
YA Q1 AA S AAAY He 2L ECQVE  Request9} Cert_Generate, 12|11 Hhaiz] 215 Q1=
Cert_PK_Extractlon 2 A]ﬂ% S5 235 Bt Ao FFsls 7] AL =81 Cert_Reception?] 3
| A8l Tt 240N ASHZRE IA7IE HET & 2 A7HS 2A3t9ch & 32 Cert_Requeste}
sh= B2 Bddte 532 B4ty 1™ 9=  Cert_Generate, Cert Reception®] S22 =Asla 3
ECDSAS] HAALx™E AZ &2} Cert_PK_Extraction 3 A|7HS AjARe Z27}S vreliich
2743 e ad e e,
750

_4 EZ]— A] 7]-



Table. 3 Average operation time for
Cert_Generate and Cert_Reception

Cert_Request,

Manufacturer CEiL G CertT
Request Generate Reception
FALinux 17871.93us | 37756.94us | 36980.27 us
Huins 5030.02us | 10472.19us | 10260.53 us
Bluetech 754898 us | 15700.87 us | 15364.98 us
Samsung 138.65 us 379.39 us 360.95 us
Lenovo 88.08 us 238.46 us 213.13 us
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