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ABSTRACT

AAA, an information-protective protocol authorizes the degree of service and rights to the user through a safe and
reliable authentication. The protocol also systematically manages the accounting functions including billing, monitoring,

and reporting using the user information.
After a topology was created to design a network based on a router and server using RADIUS and TACACS+, a

common virtual network was made using a packet tracker. This paper presents cases showing valid authentication
through simulations.
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Authentication | User Equipment

Protocol UDP TCP

Encryption Password only Entire body
Authentication

Authorization perform together |perform separately
Standard open/IETF, Cisco |Cisco
RADIUS : UDP, Cisco - 1645, 1646 port, standard/IETF - 1812, 1813 port
TACACS+ : TCP 49 port

Authentication Request
_ s

et NAS NAS
Authentication Request
| «e————

1

|

1 . .

1 Authentication Reply ~ <=——4
w i Authovization Level

Authentication Reply | —

|

| .

1

] —

1

|

1

1

TACACS+

. Authorization Level Adiissboariin Rt
1

= Accounting t Authorization Reply
—

&user | user &

2 1. RADIUS®t TACACS+
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