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Threat-Based Security Analysis for the Domestic
Smart Home Appliance

T
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ABSTRACT

Smart Home Appliance which makes people to operate machines in the home by remote control is service or technology to provide
convenience. It is close to home, so it has privacy problem and security problem. If Smart Home Applications is attacked, Scale of
damage is anticipated. In case of products from overseas country, various vulnerability has been announced every year. Therefore, It is
necessary to identify and to analysis threats of Smart Home Appliance using systematically method for using safe Smart home
appliance service. In this paper, we present check list for identifying and analyzing threats using Threat Modeling and then we
analyzed the Domestic Smart Home Appliance using check list which we present.
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Table 1. Home loT Service Domestic Provider

Company AA} BAE CA}
- Plug
. - Plu - Plu
- Window Sensor . e . e
. - Window Sensor|- Window Sensor
Main - Gas Lock
. - Gas Lock - Gas Lock
Device - Door Lock
. - Door Lock - Door Lock
- Switch .
- Switch
- Energy meter
Hub AP or USB AP AP
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Table 2. Elements of a Data Flow Diagram

Element Appearance Meaning
Trust | 1 Anyplace where various
Boundary | 1 principals come together
—
External People, or code outside
Entity your control
Data Store Things that store data
Process O Any running code
Communication between
Data Flow — processes, or between
processes and data stores
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Table 3. Available DFD elements per STRIDE
S T R I D E
External Entity X X X
Data Store X ? X X
Process X X X X X
Data Flow X X
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Table 4. STRIDE

Trust 2
. Element of DFD Type Detail
S T1 Attacker can spoof authorized user and try to login
Human User(I1) R T2 Attacker login using authorized ID and he denies this later
D T3 Attacker do failed login using specified authorized user's ID for denial of service
T T4 Attacker falsify application in smart device's storage and he tamper api
R T5 Attacker tamper api but api does not check anything so, he can deny he tamper it
L T6 Attacker get api
Device Storage(DS1) T7 Attacker get ID and password from device storage
I T8 Attacker get information from memory or storage
Smart T9 Attacker get Encryption keys
Device T10 Attacker get sensitive information
execute app(P1) S T11 Tampered api spoof 'normal App(or process)
login(P2) T T12 Attacker tampere api
Update App I_oT Devices R T13 Attacker tamper api but api does not check anything
hgfoﬁlfauo?gfl)) I T14 Attacker tamper api and then it can be Information disclosure
nrollment(P5 - - - : ;
Delete(P9) D T15 Attacker tamper api and then install normal user's Smart Device. So normal user can't
Control(P10) use normal service
Set Alarm(P11) E T16 Attacker tamper api and he can get privilege(ex. door open command)
. S T17 Attacker spoof Server
Server(DS2) - - -
D T18 Attacker attacks server (ex. using Ping of death, Flooding attack)
Authentication(P3) T T19 Attacker do SQL injection and then to tamper data
Service Device Control(P6)
De%%git?n?oergvnzrﬁ(l)g&8> I T20 Attacker do SQL injection and then It can be Information of disclosure
Alarm(P12)
Compare Alarm(P13) D T21 Attacker consume network resources and then it can be Denial of service
T22 IoT Hub can be spoofed
ToT Hub(12) D T23 Attacker consume network resources and then it can be denial of service
T24 Attacker delete information of device enrollment
T25 Attacker can Tamper Hardware memory
T T26 Attacker modify system using memory overwrite
T27 Attacker get firmware
IoT Hub Storage(DS3) — — - ; - -
s T28 Attacker get IoT device's sensitive information(ex. number, control information, and session)
I T29 Attacker get firmware using UART and JTAG port
Smart T30 Attacker get Web Interface ID and password
Home T31 Attacker tamper api using weakness api
T32 Attacker tamper firmware
R T33 Attacker tamper firmware and it run on the device but anyone didn’t know it
PN T34 Attacker get information of using service(ex. ssh, telnet)
Home Device Control(P7) I T35 Attacker get information of running service
T36 Attacker get Web Interface ID and password
D T37 Attacker login web interface and change device information and then it can be denial of service
E T38 Attacker get permission or access control using sensitive information, administrator's file
T T39 Home Device can be spoofed for device ID
D]e)wge to Home Devices(I3) 1 T40 Attacker can get device ID : : . __
cevice p | T4l Attacker send a lot of packet to Home Device and then it can be Denial of Service
(ex. ping of death, flooding attack)
T T42 Attacker can do session hijacking and tamper data
N A T43 Attacker get data between communication and then tamper data(ex. sniffing, spoofing)
bmz'm I Data’ Flow b‘?twee“ T44 Attacker can take data(ex. Device enrollment, delete, control, status, Alarm)
Device (Smart Device I T45 Attack . ‘e inf ion!( )
PN <> O Attacker can get running service in ormation X. pOI‘t scan
f : T46 Attacker tamper data then it can be Information disclosure
Service Service) . .
D T47 Attacker can consume network resources(ex. ping of death, flooding)
T48 Attacker tamper data then it can be denial of service
T49 Data can be captured (sniffing, Spoofing), and then it can be tampered.
Service All Data Flow between I T50 Attacker can take data(Device enrollment, delete, control, status)
<> (Service T51 Attacker can get network resource information
Smart <> T52 Attacker tamper data then it can be denial of service
Home Smart Home) D T53 Attacker consume network resources(ex. flooding, ping of death)
TH54 Attacker can interrupt network communication
. T T55 Data(Device enrollment, delete, control, status) can be tampered by attacker using RF
Smart All Data Flow signal such as Zighbee and Z-wave
H({me N between T56 Attacker can take data(Device enrollment, delete, control, status) between communication
<> (Smart Home . : -
. - 1 using RF signal such as Zigbee and Z-wave
Device to <> - A . oo
. . . T57 Attacker can get network resource information(sniffing, capture)
Device Device to Device) : — -
D T58 Attacker can interrupt network communication(flooding)
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Table 5. Attack Library
Category Year Title Autor Type Ref

2016 | Breaking Bulbs Briskly by Bogus Broadcasts Joseph Hall Network [7]
2015 | Home Network Hacking mungmung Network [10]
2015 | Zighee Exploited the Good The Bad And The Ugly Tobias Zillner Network [6]
2015 gsing static binary analysis to find vulnerabilities and backdoors in Shellphish System [19]
irmware
2015 | Ah! Universal Android Rooting is Back! Wen Xu Application [20]
2014 | Smart Nest Thermostat A Smart Spy in Your Home H Gr?nt Hardware [9]
ernandez
2014 Se(;uri‘Ey Analysis of IEEE 802.154 MAC in the context of Internet of CIACS Network [21]
Things (IoT)
2013 | Bluetooth Smart: The Good, The Bad, The Ugly... and The Fix Mike Ryan Network [22]
Conferen 2013 | Honey, I'm Home!! (Hacking Z-Wave Home Automation Systems) C?}? hand Network [5]
ce anoun
2013 | Security evaluation of the Z-Wave wireless protocol B Fouladi Network [23]
2013 | Home Invasion V2.0 - Attacking Network-Controlled Hardware D. Crowley Network [8]
2012 | SQL Injection to MIPS overflows: Rooting SOHO Routers Zachary Cutlip System [24]
2010 KillerBee: Practical ZigBee Exploitation Framework Joshua Wright Network [25]
2009 | A 16 bit Rootkit and Second Generation Zighee Chips TraYIS Network [26]
Goodspeed
2009 | Router Exploitation LINDNER System [27]
2007 | Hacking the Extensible Firmware Interface John Heasman System [28]
2006 | Exploiting Embedded Systems Bamaby Jack System [29]
2006 | Vulnerabilities in Not-So Embedded Systems Brendan | Hardware/Sy | |40
O'Connor stem
2016 | Security Analysis of Emerging Smart Home Applications Earlence Hardware/Sy [13]
Fernandes stem
Journal 2015 | Rogue Z-Wave Controllers: A Persistent Attack Channel Jonliﬁ}?e I; D. Network [12]
. . . - Ing.ML.F Breeum
2006 | Forensic Imaging of embedded systems using JTAG(boundary-scan) sma Hardware [31]
2015 | OWASP Internet of Things(IoT) Project_Firmware Analysis OWASP System/Web | [15]
2015 | OWASP Internet of Things(IoT) Project_IoT Attack Surface OWASP All [16]
2015 | CAPEC CATEGORY: Software MITRE App\l}\?jg‘w [32]
Project 75015 | CAPEC CATEGORY: Hardware MITRE Hardware | [33]
2013 | OWASP Top Ten Cheat Sheet OWASP All [34]
2011 | CWE/SANS TOP 25 Modst Dangerous Software Errors SANS ADD\]}I\?:;IOI’I/ [35]
CVE 2015 | CVE-2015-4080 MITRE Network [36]
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Table 6. Check List for Home loT

Bound | Category Surface Detail no T no.
Acquisition of user account information Cl T1,2
The number of trying to login C2 T1,2
L Safe mechanism for making password C3 T1
User Authentication - - -
A period of changing password C4 T1
Usage of the default password commonly used by people| C5 T1
Usage of Two—factor authentication 6 T1
Denial of Seixs/ge to specific Denial of service attack to specific user Cc7 T3
S:;??e Apg;lrllcatl Session Session management like server time-out C8 T42,43
Unsafely data stored at local |Acquisition of data from local data storage C9 T4,79,10
storage Acquisition of data form memory C10 T8
Tamper detection about Existence of apk integrity detection Cl11 T6
Application Existence of APK obfuscation and obfuscation technology | C12 T5,T11,12,13
Data encryption key Acquisition of encryption key using apk decompile C13 T9
Unnecessary permission of Verification of application request unnecessary permission P
L . Cl14 114,15,16
application to work it
SSL/TLS Usage of SSL/TLS version C15 T44,45,46
Acquisition firmware from webpage C16 T27,
Firmware acquisition Acquisition firmware during update C17 T27,
Acquisition firmware through bootloader C18 T27,
Tampered Firmware Firmware verification C19 T33
Physically & logically elimination of UART port C20 T29
Hardware Debug interface Physically & logically elimination of JTAG port C21 T29
Access shell through UART/JTAG C22 T29
Information about ToT Devices Acquisition of Io'l dev1c§s sensitive 1'nformat1on such as 23 T2428,
number, control information and session
. Flash Memory data encryption C24 T25,
Tampering memory — ; - -
Modification of system using memory overwrite C25 T25,26
. Usage of SSh, Telnet service is given C26 T34,35
Shell Interface . - -
Acquisition of system information through system shell | C27 T34
Weakness API of binary and | Usage of weakness API (Ex. Strepy, strcat, system) C28 T31,32
wrong usage of API Wrong usage of API (Ex. out-of bound, use-after-free) | C29 T31,32
Acquisition of administrator’s file C30 T28,38
Home S .. Acquisition of file which store sensitive information C31 T30
Device | >vystem | Access control and permission —— - - —
Verification of file & directory permission management
C32 T28
and access control management
Usage of unnecessary service running C33 T34
Running service Acq1.1151t10r1 of sensitive information through running 3 T34.35
service
1-day vulnerability on each service version C35 -
Usage of the default ID and Password given by the 36 T30.T36
manufacturer
Admin page exposure C37 T30, 136,137
Acqu1s1t1on' of device information through vulnerability R T39.40
search engine
Web User Authentication The number of trying to login C39 T30
Interface S -
Verification of input data C40 T30
Usage of safe mechanism for making password C41 T30
A period of changing password C42 T30
Usage of safe password using smaller and capital letter, a3 T8

number, length of password and special letters




fd s 0|88 = ALE & 2oF M0/ thsh 45 153
Bound | Category Surface Detail no T no
. Verification of open port C44 T45,47
Port Scan —
Usage of unnecessary port C45 T45,47
Server Encryption of sensitive information C46 | T44,49,50,51,57
Packet Dump Acquisition of mobile data and server data C47 T42,4344,45,46
Smdr tD Acquisition of firmware through packet sniffing c48 T27
evice Replay attack availability(Ex. Time stamp, Time to Live) | C49 T43,49,55
Home Network Packet Modulation Man.*in*tl.le middle attacks to ensure availability of data 50 | T17.2242.434454
Device manipulation
Verification of abnormal payload Ch1 T46,52
Qomrpu Processing for random data Excessive communication breakdown in transmission 52 T18,19,20,21,23,47,
nication error handling check(Ex. Buffer over flow, DoS) 4858
RF Signal Acquisition of information through RF Signal C53 T23,39,41,55
Usage of RF Signal Encryption CHx4 T22,40,56
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Table 7. Application Check List
Category Detail no result
Acquisition of user account information C1 X
The number of trying to login C2 X
Safe mechanism for making password C3 O
A period of changing password C4 X
Usage of the default password commonly used by people C5 O
Usage of Two-factor authentication C6 O
Denial of service attack to specific user C7 X
Application Session management like server time-out C8 X
Acquisition of data from local data storage C9 0
Acquisition of data form memory C10 (0]
Existence of apk integrity detection Cl11 X
Existence of APK obfuscation and obfuscation technology Cl12 )
Acquisition of encryption key using apk decompile Cl13 O
Verification of application request unnecessary permission to work it Cl4 O
Usage of SSL/TLS version C15 X
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4.2 Hardware & System

Hardware®} Systemit&& AnlE & Mu| 2o A A3
Home Device$} Hubell tigh #4402 A& 52 Hardware
1071(C16~25), System 1070(C26~C35) % E=& &It} Table 8
< Hardware®} System®] #4123 2 Hardwared 7% C20,
C22, C239] 37kAl ol sdste F ok Fio] EA

o, System®] 75 F kg Fito] EAsEA Bkt

Table 8. Hardware & System Check List

Laz Detail no | result
gory
Acquisition firmware from webpage C16 (6]
Acquisition firmware during update C17 (0]
Acquisition firmware through bootloader C18 (0]
Firmware verification C19 (0]
H Physically & logically elimination of UART
a C20 X
port
r . . .. . S
d |Physically & logically elimination of JTAG 1 o
w port
a | Access shell through UART/JTAG C22 X
Z Acquisition of IoT devices sensitive
information such as number, control C23 X
information and session
Flash Memory data encryption C24 (0]
l\IOdlfIC'aUOl’l of system using memory %5 o
overwrite
Usage of SSh, Telnet service is given C26 O
Acquisition of system information through -
C27 (6]
system shell
Usage of weakness API (Ex. Strcpy, strcat, 9] o
system)
g Wrong usage of API (Ex. out-of bound, 29 0
use-after—free)
y
s | Acquisition of administrator’s file C30 (0]
t | Acquisition of file which store sensitive
. . C31 (0]
€ | information
m
Verification of file & directory permission §
C32 (0]
management and access control management
Usage of unnecessary service running C33 (0]
Acquisition of sensitive information through c34 0
running service ‘
1-day vulnerability on each service version | C35 O
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4.3 Network & Web Interface
AA A28 Trust boundary?t ©]&3dh= tlolE <]
E-9l Network® Home Device?] Web Interfaceel] tofj3k

ul
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=R
]
=1

HedH 02 Network 117§(C43~C54), Web Interface(C36~

C43)2 =Z3F ). Table 9% Network$t Web Interface2]
2432 Networke] 35 C44, C4594 27}A A7 8rEo]
FoFsld o Uﬂ Web Interface®] 7-$- C37, C399] 271#] &
Ad5o] okt
Table 9. Network & Web Interface Check List
Categ Detail no | result
ory
Usage of the default ID and Password C36 0
W given by the manufacturer
e Admin page exposure C37 X
b Acquisition of device information -
e . C38 0
I through vulnerability search engine
n The number of trying to login C39 X
t Verification of input data C40 0O
€ K .
r Us?ge of safe mechanism for making ca1 0
f | password
a A period of changing password C42 (0]
g Usage of safe password using smaller
and capital letter, number, length of C43 0O
password and special letters
Verification of open port C44 X
Usage of unnecessary port C45 X
Encryption of sensitive information C46 0O
Acquisition of mobile data and server ca7 0
data
Acquisition of firmware through packet
N | sniffing c48 0
e . I .
t Beplay at'tack ava}lab111ty(Ex. Time 49 0
W stamp, Time to Live)
0 Man-in-the middle attacks to ensure 50 0
r availability of data manipulation
k Verification of abnormal payload Ch1 O
Excessive communication breakdown in
transmission error handling check(Ex. C52 0O
Buffer over flow, DoS)
Acquisition of information through RF 053
Signal
Usage of RF Signal Encryption CH4
1) Port Scan
AAFE C44, C45ol sldets An=E dedle EEV}
At dHAA] e Au=7t e FHokde] EAEH
o}
=

NaE. SCFIPT SCAMNIng I8¢, 1bH.U. 10
Initiating NSE at 15:50

Completed NZE at 15:50, 0.13s elapsed
Initiating NSE at 15:50

Completed NSE at 15:50, 1.025 elapsed
MNmap scan report for 1892.168.0.10
Host is up (0.0016s latency).
Mot shown: 85531 closed ports
PORT STATE  SERVICE
B0/tep  filtered hitp
Bof7/tcr open unknown
9000/ tcp filtered cslistener
9302/tce filtered unknown

1 service unrecoonized despite returning data. If vou know the service/version, pleas
submit.cginen—service
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Fig. 15. Port Scan Result
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