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CNN Based Real-Time DNS DDoS Attack Detection System
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ABSTRACT

DDoS (Distributed Denial of Service) exhausts the target server’'s resources using the large number of zombie pc, As a result normal
users don't access to server. DDoS Attacks steadly increase by many attacker, and almost target of the attack is critical system such
as IT Service Provider, Government Agency, Financial Institution. In this paper, We will introduce the CNN (Convolutional Neural
Network) of deep learning based real-time detection system for DNS amplification Attack (DNS DDoS Attack). We use the dataset
which is mixed with collected data in the real environment in order to overcome existing research limits that use only the data
collected in the experiment environment. Also, we build a deep learning model based on Convolutional Neural Network (CNN) that is

used in pattern recognition.

Keywords : Deep Learning, DNS DDoS Attack, Real-Time

Detection System, DNS Amplification Attack
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Table 1. DNS Packet list for Dataset

# of Packet (gz:rgeifcei) Type
Booterl.pcap 8,682,985 21,108 Attack
Booter2.pcap 6,759,917 24,571 Attack
Booter3.pcap 4,338,367 15,168 Attack
Booter4.pcap 65,478 2,226 Attack
Booterb.pcap 1,944,062 6,934 Attack
Booter6.pcap 421,904 3,953 Attack
Booter7.pcap 659,191 1,421 Attack
Attack.pcap 3,559,600 1,407 Attack
Normal.pcap 29,116,704 1,560 Normal
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Table 2. Feature list for Learning

Feature Description

Packet Per Second
# of RR

# of Answer

Query Rate Per Second

Total Number of Resource Records

Number of Answer Sections
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2 ¥2EgT Low Rate 34 #1712 29
2 ARG vron Ay Eggs} {Ab

W 2 71Z2AHA HAREE Gt ojg

Table 3. Training/Validation Dataset

# of Authority Number of Authority Sections Type # Total
# of Additional Number of Additional Sections Booterl.pcap 20,671
Size of Answer Size of Answer Section BooterZ.pcap Attack 16,093 41,091
Size of Authority Size of Authority Section Booter3.pcap 10,326
Size of Additional | Size of Additional Section Normal.pcap Normal 47,091 47,091
RR Type Question Section’s Resource Record Type
Length of Q-CName | Question Section’s CName Length Table 4. Test Dataset
Class of Answer Answer Section Class Type # Total
Class of Authority | Authority Section Class Booter4.pcap 155
Class of Additional | Additional Section Class Booterb.pcap 4,628
Answer Type Answer Section Type Bootert.pcap (L?vfft?gte) 1,004 12,383
Authority Type Authority Section Type Booter7.pcap 1,569
Additional Type Additional Section Type Attack.pcap 5,027
Name of Answer Answer Section RR’s Name Length Normal.pcap Normal 17,141 17,141
Name of Authority | Authority Section RR’s Name Length
Name of Additional | Additional Section RR’'s Name Length 42 ol Byl 7|Bte] EFR| A|AE| TE 2 B
SDL Length Second Domain Level's Length EowRd AL g oy otue)E F oA A A
UDP Packet Size Size of the UDP Packet 2] So] Zz mol= CNNS Agate] B2 A28e T8
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21x21 Extracted Features from packet = 73 ¥ ¥4d 222 Tensorflows 7|Hto.z 2435}
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Table 5. Validation/Test Dataset Recall, Precision, Detection Accuracy

Attack Normal Detection
Recall(%) Precision(%) Accuracy
TP FN TN FP (%)
Validation Dataset 47,039 52 46,732 359 99.88% 99.24% 99.56%
[10] 45 10 377 0 81.81% 100% 97.68%
Test [11] NA NA NA NA 97.51% 59.35% 78.43%
Dataset [12] NA NA NA NA 95.86% 99.65% 97.76%
ours 11,968 415 17,130 11 96.64% 99.90% 98.55%
2=l Aok Al~Ee ¥ EdYs gxse A # g v 53 Low Ratedl] tidt A% oF 90%~9%5% A%
o] HHol7] wjite] TP 374 S 402 X3 A G185t AS gdsia
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AL gust, FPE 44 #H7& 3402 X3 & 9 olM, DNS vt olyzg}l thE TR EFHS o83 T 37
ul gt} o] ul Recall> A DDoS &9l dlolg Al Fo 9 DDoS FZe] g §@A Alaslo® GGAL ool
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