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Security Requirements Analysis on IP Camera via Threat
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ABSTRACT

With rapid increasing the development and use of IoT Devices, requirements for safe IoT devices and services such as reliability,
security are also increasing. In Security engineering, SDLC (Secure Development Life Cycle) is applied to make the trustworthy
system. Secure Development Life Cycle has 4 big steps, Security requirements, Design, Implementation and Operation and each step
has own goals and activities. Deriving security requirements, the first step of SDLC, must be accurate and objective because it affect
the rest of the SDLC. For accurate and objective security requirements, Threat modeling is used. And the results of the threat
modeling can satisfy the completeness of scope of analysis and the traceability of threats .In many countries, academic and IT
company, a lot of researches about drawing security requirements systematically are being done. But in domestic, awareness and
researches about deriving security requirements systematically are lacking. So in this paper, I described about method and process to
drawing security requirements systematically by using threat modeling including DFD, STRIDE, Attack Library and Attack Tree. And
also security requirements are described via Common Criteria for delivering objective meaning and broad use of them.
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Table 1. STRIDE and Security Property

STRIDE Security Property
Spoofing Authentication
Tampering Integrity
Repudiation Non-Repudiation
Information Disclosure Confidentiality
Denial of Service Availability

Authorization

Elevation of Privilege
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Table 3. Elements of Data Flow Diagram gto 2 LA A FAQAs goly 528 Uehd 4 9
Element e — T ——— = Data Flow Diagram(DFD)& 2HA3tith F4x= Ui
o] 7% 2 dlold, A8 F7HTrust Boundary)s 312 3}e]
Process Any running code 24 Wy e AHS Ay wiEd 4835 DFDE %
AT A wAARS Ausy] golsiths #Hel vk
_— Communication between e _
= rloe - 7l 7+ _Q_Z;ITE_‘ %—Q_~ ZFA] &)
Data Store Data Store processes, or between DFD+= Ut Tc}ble 37} 2 ; 3 i?]'oq AHg gHeH 18],
E—— process and data stores DFD+ %%_]?l’ EH/\O]— Hﬁ“ﬂ ] EH 11' :[Ljﬂil' Xé‘-":—oﬂ TIJFE]' Eﬂ
Data Flow — Things that store data we FEste] g ¢ 9k Figs. 29 32z IP
. ) ° ¥ =2 Yeld Ao
External External People, or code outside Camera®] Level 07} Level 1 DFD Te A O
Entity Entity your control MicrosoftAbell A AFste 7] AZEY Q] Microsoft
e Where program data or Threat Modeling Tool 2016[11]S AF-&3}e] 2HAJ3Fict o}
Boun dary ,"'_ "~y | execution changes its level S Table 4= Levell DFD(Fig. 3)¢ Z} Elementol] s A
of “trust w3l jgolth,
Table 4. Description of Levell DFD Element
Element Type No Name Description
Entity El Administrator User who can control and manage the IP Camera with initial set-up
Entity 2 Authorized User User Who can watch video and control some functions depending on his/her
authority
Process P1 Login A process that checks who he/she is and his/her authority
Process P11 Authenticate A process that checks who he/she is. Usually ID and PW are used
Process P1.2 Authorize A process that checks authority given by the administrator. (Admin, User, etc)
Process P13 Show Web Page Aftey P\LL P1.2, Admin or user can access web pages that the IP Camera
provides
Process P2 Configure System Files | A process that can configure system file
Process P Manage File Systems ?tcprocess that can manage file systems. For example, allowing FTP, Telnet,
Process P22 Record video A process related to function about recording video
Process P2.3 Update Firmware A process that can update firmware.

Manage Accessible TP

Process P24 A process related to filtering IP address

address
Process P25 Manage Users A process that can manage IP camera users. It include add, modify, delete etc.
Process P3 Show Video Stream A process that can make video stream to user wanted protocol
Data Store D1 File System Eﬁci ;g;ttliﬁ fe(;z_lp Camera. It include System File, Embedded Server, Account
Data Store D1.1 User Account A data store for user information such as ID, Password, Authority
Data Store D12 System File S;?f(ﬁegle]fniiat used to operate IP Camera. Most embedded devices use
Data Store D1.3 IP Address List A data store for accessible or inaccessible IP address
Data Store D2 Flash Memory A data store for bootloader
Flow Fl1.1 Admin ID, PW ID, PW for IP Camera administrator
Flow F1.2 User ID, PW ID, PW for IP Camera users who have authority to access
Flow F1.3 Command for Configure | Command for managing User
Flow F14 Comégﬁggufroer P Command for managing [P Address list
Flow F15 Firmware Firmware file from official provider
Flow F16 Command for Record It contains command about recording function
Flow F2.1 ID, PW ID and PW that combined with other property for system, security

Flow F2.2 User Info User information for checking authority of the user
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Element Type No Name Description
Flow F23 Result and Request After authority checking, result and request are provided to System file data
command store
Flow F24 Web Page After login, system file give web pages that can monitor and control
Flow 25 IP List, State EOdangi’ress that are accessible to IP Camera or denied, Function to add, remove,
Flow F2.6 Bootloader Bootloader of Firmware file
Flow F2.7 System data System data for specific function
Flow F2.8 File System File system of Firmware file
Flow F3.1 Video Stream Raw Video frame from System files
Flow F32 Video Stream Video stream which modified with transfer protocol
Flow Fa1 Web Page for Admin ﬁ) \::rl;el;zgseyi(é nz;ldministrator, it has both monitor and control functions for the
Flow F4.2 Web Page for User A web page for users, it has only functions for monitoring
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Table 5. STRIDE per Element for IP Camera Level 1 DFD

El;gl;“t No | Name | STRIDE Threat Description et
Entity 21 | Administrator S Threats to non-administrator claim that he/she is an admin T1
R Attacker deny his/her access try or access T2
Entity - Authorized S Attacker pretend that he/she is an authorized user T3
User R Attacker deny his/her access try or access T4
S Attacker make fake login page and wait T5
S ARP Spoofing, IP Spoofing, DNS Spoofing, IP redirection T6
T Tampering authentication parameters T7
R Attacker repudiate sniffing authentication parameter T8
I Input parameter for Authentication can be disclosed T9
I Any parameter added to Input parameter for authentication can be disclosed T10
Process | P1.1 | Authenticate I Sensitive information can be disclosed by error message T11
D Attacker can rpake login function lock by trying and exceeding available T12
number of login attempt
D Attacker can make access login page impossible. T13
E Attacker can access to admin page by using non-admin user authentication T4
parameter
E Attacker can access to specific page by bypassing authentication and entering T15
well-known page name
g Non—adr.nin users can admin authority by pretending his/her parameters are T16
for admin
T Attacker can modify the result of authentication T17
] R Attacker deny that he/she got the authentication result of P1.1 T18
Process P12 Authorize I Authentication result can be disclosed T19
I Authorization result can be disclosed T20
D Attacker can make authentication and authorization functions impossible T21
E Threats that assign higher authorization level than normal level T22
S Threats that make fake login page and print it T23
T Threats that tamper the login result or web page T24
R Threats that deny result of login or trying to login T25
Process P1.3 Sho;,z ZVeb I Threats that unauthorized web pages are exposed to attacker T26
¢ I Threats that sensitive server information is disclosed to attacker T27
D Threats that Admin/User can not access web pages after login T28
E Threats that user can access web pages for admin only T29
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et No Name STRIDE Threat Description itz
Type No
S Threats that attacker’s malicious file systems can be used as normal file systems T30
T Threats that tamper normal file systems T31
! R Threats that repudiate malicious activities such as unauthorized access, tampering T32
p < | pa Manage File
rocess : Systems I Threats that important file or information of system are exposed T33
D Threats that make it impossible to access, execute file in the system T34
E Threats that access files which are assigned higher authorization level than users T35
assigned.
S Threats that attacker can make fake video frames or files and transport them to 36
users
Process P22 | Record video T Threats that tamper recording configurations T37
1 Threats that recording data or recording configurations are exposed T38
D Threats that make it impossible to record T39
i
T Threats that tamper user’s pages T134
Flow F4.2 Web Page I Threats that user's pages are exposed T135
for User
D Threats that make it impossible to transport user's web pages T136
33 Attack Library =& ¥ 7% = AR e 71#e VlsR A, e 7 1et A
STRIDEE 3l 2k H9§e F4Ho=2 2 H o] 2o Wy, FAIE Qe 34 dd, oFd, HoFH dolE o]
0 JRET AW Ao A T BE 24S 9T 2, IP Camerast ¥ #5S Fdke] AZatgict. ths
Attack Tree?] AAZCl #HE& 2 FAo] ot} Attack Table 62 IP Camera®] Attack Library®= €33k Attack
Library:= STRIDEZ 2% HAHS FAStslr &wf Librarys & =39 F5202 248kl
2A Bt ds e ddd F e 275 A T3¢ Attack Librarys #-83}] Attack TreeE 24
L gL Bk olF A8 B ARE £AS] Attack T AL TAS A7 AW GolE AANA 27 b
Libray® A%% % 908 ¥ =Rod= P Camera @ ZE o4, A4, 34 9 wdd 5 & 7ol
CCTV, Embedded System?} ##¥ =3 2zd 3 9 Atk

Table 6. Attack Library for IP Camera

Type Category Title Author
Firmware Embedded Devices Security and Firmware Reverse Engineering Jonas Zaddach
Firmware When Firmware modification attack: A Case study of embedded Exploitation A Cui
Firmware When Firmware modification attack: A Case study of embedded Exploitation Ang Cui,
File System Reverse Engineering a CCTV system, a case study Lee Tobin
File System Analysis of CCTV digital video recorder hard disk storage system N.R. Poole
Paper . o . Ing MLF.
File System Forensic imaging of embedded systems using JTAG(boundary-scan) ’
Breeunsma
o . . . . . . Wouter S. van
File System Case Study: Forensic analysis of a Samsung digital video recorder

Dongen

File System

Digital Camcorder Forensics

Aswami Ariffin

All

Design and Implementation of an IP-Based Security Surveillance System

Cletus
0.Ohaneme




Type Category Title Author
Hardware Reverse Engineering Serial ports Craig
Technical Report Hardware Hacking Embedded Devices : UART Consoles MWR LABS

Flash Memory

Reverse Engineering Flash Memory for Fun and Benefit

Jeong Wook Oh

Conference

F2

All

Validating Security Configuration and Detecting in New Network Devices

Public Program Attack Pattern | CAPEC - Mechanisms of Attack MITRE
or Project Weakness CWE - Fault Pattern Cluster MITRE
All Embedded Application Security OWASP
IP-based . .\ . . .
. ONVIF(Open Netwrok Video Interface Forum) - Security Recommendations ONVIF
surveillance
Network RTSP(Real Time Streaming Protocol) - RFC 2326 IETF
Standard
Network RTP : A Transport Protocol for Real-Time Applications - RFP 3550 IETF
IP=based 1 pop s (physical Security nteroperability. Alliance) PSIA
surveillance

34 Attack Tree =HM

Je Wl 92 A

LER AT

STRIDEE &3 =23 1383 $449] 54 5% 24 Attack Trees #/4¢
S g3 wWWae ARAHE Felsta AAGSs] S Aol HAl TAA A Hirol
Attack TreeZ FA383ith IP Camera 3442 ¥4 &% ol d & AeA AT F
o 3t Attack Tree 18L& A7|9} & Aoz olF = A e 2okl o3 $
o Mg HRsirt Attack TreeE Z& vehd 49 th TEete A g8 At
& Table 72 #Zo] Yehd 4 9o STRIDENIA Z=&3

Attacker can watch
the video stream

Access through

23 STRIDEE Saf =%9 H
{ 3

Web Page
Capture Video B Logi Get
Packets from the yp;ss ogin Admin/User Access to
IP Camera age ID and PW System File
Get User Scanning for Bypassing Privilege fColleé:t Data | 1p,|l Data from Fi
Account Vulnerable IP Address escalation in mlr:e ommon System M |rdr:|;.wa1:'.e
Information Software Filtering File System Loi‘;;::c: Resources odification

Fig. 4. Example of IP Camera Attack Tree
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Table 7. Mapping Attack Tree and STRIDE threats

Attack Tree Threats
1 Attacker can watch the video stream
OR 1.1 Access through Web page
OR 111 Capture Video packets from the IP Camera
. T9, T10, T T84, T87, T125
OR 1.1.1.1 | Protocol Analysis T?ZG, 1,1(3’128}1&‘12984’ 87, T125,
OR 1.1.2 Bypass Login page
OR 1.1.2.1 | Authentication Abuse T1, T2, T3, T4, T7, T13, T14,
OR 1.1.2.2 | Detect Unpublicized Web Pages T15, T29, T110, T111, T131, T132,
OR 1.1.2.3 | Explore for Predictable Temporary File names T134, T135
OR 1.1.3 Get Admin/User ID and PW
OR 1131 | Get from Provider’s Initial setting ID/PW
OR 1.1.3.2 | Get information when Admin/User login T1, T2, T3, T4, T5, T6, T9, T10,
OR 1.1.3.3 | Functionality Misuse ’[ng ,[Fég’ 111‘2’5111‘;;1[11‘;%[,11‘3’6[20’
OR 1134 | Guessing T27, T29, T90, T93
OR 1.1.35 | Query System for ID and PW
OR 1.2 Access to System File
OR 121 Get User Account information
OR | 1211 | Query System for ID and PW ’[Fé61’?5713TS£)4T6{)14 T54, 55,
OR 1.2.1.2 | Sniffing Network Traffic "[Fi),l"?ZOTSZFZ?’TZ;?TISéO’ T,
OR 1.2.2 Scanning for Vulnerable Software
OR 1.2.3 Bypassing IP Address Filtering
OR 1.2.3.1 | Input data manipulation 3;3 $1(1)3 T71, T76, T8, T8,
OR 1232 | Variable Manipulation T49, T70, T71, T76, T113
OR 1.2.3.3 | Configuration/Environment Manipulation T49, T70, T71, T76, T113
OR 1234 | Web Service Protocol Manipulation T49, T70, T71, T76, T113
OR 1.2.35 | Accessing Functionality not properly constrained by ACL | T49, T70, T71, T76, T113
OR 1.24 Privilege escalation in file system
OR 1.2.4.1 | Target Programs with elevated privileges T29, T35, T47, T52, TH3
OR 125 Collect Data from Common Resource Locations
OR 1.25.1 | Detect Unpublicized Web services T30, T36, T37
OR 1.25.2 | Access Flash memory T30, T31, T32, T33, T35
OR 1.2.6 Pull Data from System resources
OR 1252 | Access Flash memory T30, T31, T32, T33, T35
OR 1.2.7 Firmware modification
OR 1.252 | Access Flash memory T30, T31, T32, T33, T35
OR 12772 | Update with modified firmware ,Ilel(l)%l,?‘11’1;4,21112(1)4?2’ré;4’,1‘1é2’ T116,
Attack Tree Threats
2 Attacker can control IP Camera system
=2
3 Attacker can perform denial of service attack
OR 3.1 Access to System file
OR 311 Firmware modification
OR 3.1.1.1 Update with modified firmware T45, T46, T52, T5H8, T64,
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Table 8. Threat in Security Problem
Category Threat Attack Tree Node
1.1.1.1, 1.1.32, 1.2.1.2,
T-Replay 1231~1234
Unauthorized | T-Weak_Password 1131, 1.1.34, 3131
Access T.Admin_Session_Hijack | 1.1.1.1, 1.1.1.2, 1.1.3.2
T.Retry_Auth_Attempt 1.132~1135
T.Impersonation 1132, 1272
Traffic .
Bypass T.Traffic_Bypass 1121, 1.1.23
T Transmission Discl 1111, 1.1.21, 1.1.3.2,
Transmission_Disclose 1281~1235, 1241
- . 1122, 1.1.23, 1.24.1,
. T'.Stored_Data_Damage 1251, 1252, 314
Information
. 1111, 1.1.21, 1.1.3.2,
Disclosure
T.Untrusted_Path 1.2.31~1.235,
31.21~31.25
. 1.1.11, 1.1.2.1, 1.1.3.2,
T.Weak_Crypto_Protocol 1231~1235,
' TTSF COMPROMISE 1241, 1.252, 1.2.7.1,
Compromise 3.1.4
T Modified_Update 1.2.7.1
Function T.Traffic_Control _ 1231~1235
Bypass Bypass
Network | T Exhaustsed Resource | 3.1.2.1~3.1.25, 3.1.4
Service
Disability | T.Service_Unavailable 31.21~31.25, 3.1.4
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Table 9. Organization Security Policy

Category Policy
P.Correct_Operation
Organizati P.Audit
rgsilnlzathn P.Cleartext_Transmission
Security Policy —
P.Confidentiality

P.Crypto_Strength

HOHEA 2 HoHEA A&y FAlo dig sl43E 7+
Shal FAAARl wgo R wHEE g ofuldith HerEHE
41904 Qo3 97, 2249 Borg ] e PAdsta 3
7Vsafokgity, weka Table 103 Zo] 91F 3 mobg o)
tf-8-ot WA F5 Adste] AdE 99 B Helg Ao
B o RobEA ] tfgak=A #jlste] kg FAAS
LS SRl gk HoHE A Objecte] O 245 o] 8319
O.EIEA, $F3gd] tgh HeHEx 2 ‘OEHEA o=
UERdTh TS 2 HoHE A

1) O.Traffic_Control : A X3
Ao FAYUIY] RS E

2) O.Abnormal_Packet_Block : IP Camera+= IP Camera®ll
AgE = HAA 7l gis) Apdafof gt

3) OI&A : IP Cameraol H&sHAY 7158 Fdstd =
B9 A7t ALEAE FdstAl Ao bdEkA <
S8l ofF gttt

4) O.Password_Management : IP Camera: <17}
Al S BEsta #YE ¢ e Fus Al
alof gk},

5) O.Session_Control @ <3 #HAE AR ZA3 Al
Mg A 2 #AYsta, AvkE AFEA RS FaE A
5 deolHE Rzsof 3t

6) O.Security_Management : IP Camerat HSt7|s 2 Hot
7153 #8E deolEE e wWeks AlEdta o
gk J 2 AAS AUt BERE AStEof gtk

7) O.Audit : IP Camera® Rotatd RE 3o o3t
Ho] 7he3tEE AME 715 B fAFoF sk o

AES F v s ATk

8) O.Update : IP Camera: 7|
7155 Aestal GHolE Al g

S AFslor gt

9) O.Stored Data_Protection : IP Camera®l H°JElx <l
7hE A WA e FEREEH Hagojop )

10) O.Self_Protection : IP Camera % Al st=¢lo] 2 F
8 Hesel hEt A of &5 Al of st <
7he A2t AgA TGS G 5 glofof gt

11) O.Key_Management : IP Camera= ¥a.3}o] AFE-EH+=
718 QkdstA A, &, TrlEler sha, whAE 79
7V A 2 =&, W, AAREE B3s|of gt}

12) O.Admin_Role_Control : IP Camera®] AFg#} oae
Ha @ dgk AR HESte] G Ee] wE Het
A 4 Wty sE AlFs|or gt
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Table 10. Security Problems and Security Objective Mapping table

0. 0. o019 |o 0.
O. abnon 0. |Pass|c 2.0 | A | U |Store| 0. |.Q |admi| 0. | 0. | oE |9 | OE.
‘Traffi Sessi|Secur] D . Key_ ) Patch
o mal_| I [word] ity M u d d_Dat| Self Manal - Data_|DoS_|Trust | Man Log_
Contr Packe] & [Mana Contrlanage d a a_ |Prote eme Role_| Prote [Prote|ed_A agem [Backu
t_ Blod A |geme 8¢ 1 ¢ |Prote|ction g Contr|ction| ct |dmin|? D
ol Kk ment g nt ent
nt t e |ction ol
T.Replay X
Unauthorized T.Weak_Password X X
nauthorize T.Admin_Session_Hijack
Access
T.Retry_Auth_Attempt X
T Impersonation X
Traffic Bypass | T.Traffic_Bypass X
T.Transmission_Disclose X
Information | T.Stored_Data_Damage X X
Disclosure T.Untrusted_Path
T.Weak_Crypto_Protocol X X X
. T.TSF_COMPROMISE X X X X X
Compromise -
T.Modified_Update X X X X
Function Bypass | T.Traffic_Control_Bypass | X
Network Service | T.Exhaustsed_Resource X X
Disability | T.Service_Unavailable X
P.Correct_Operation X X X X X X X X
o o P.Audit X X
rge'lmza‘uo'n P.Cleartext_Transmission | X
Security Policy - —
P.Confidentiality X
P.Crypto_Strength X
13) O.Data_Protection : IP Camera®™ A3 % % dlo] Table 11. Security Functional Requirements
Bl thal Ak g wE E: WRoEvH B
Class Component

s.8joF gt

14) O.DoS_Protect : IP Camerax WEYIAE 53 AjH|
2A% 374 Al IP CameraZ UH|o]HE H3 g
= AAg d$4S Az of g}

15) OE.Trusted_Admin : IP Camera #2]#}= IP Camera®]
71 Wal & &ar glom #E) el wel gt

16) OE.Patch_Management : IP Camera #E|Al= A5 H
Aol B KZES ol tigh R4 A& QMo
A-&stal x| o] 7]Eo] A HF Mo A
)J— Exl— oq_[_

sl g},
17) OELog_Backup : IP Camera ##AE 74} 712 A
o oA FE FrIHe R elsta FAE Wl

i
g2 sy,

2~

9

4201]"1
EOP 7]

0] =
PR

a) 7F WOPIFLPAGE Hol i shte] notEA o
b) 7} HokRAe Had shbe] HeWlsaTAgoR

t}S Table 112 4.20] =
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At

Security Audit

FAU_ARP.1, FAU_GEN.1 FAU_GEN.2,
FAU_SAA.1, FAU_SAR.1, FAU_SAR.2
FAU_SAR.3, FAU_STG.2, FAU_STG4

Communication

FCO_NRO.1 ,FCO_NRR.1

Cryptographic FCS_CKM.1, FCS_CKM.2, FCS_CKM.3,
Support FCS_CKM.4, FCS_COP.1
FDP_ACC.1, FDP_ACF.1, FDP_IFC.1,
User Data FDP_IFF.1, FDP_ITC.1, FDP_ITC.2
Protection FDP_ITT.1, FDP_ROL.1, FDP_SDL1,
FDP_UCT.1, FDP_UIT.1
dentification, | FIA-AFL.L FIA_ATD.I, FIA_SOS.L
FIA_SOS.2, FIA_UAU.1, FIA_UAU.2
Authe"lri?caﬁon FIA_UAU.3, FIA_UAU4, FIA_UAU7,
FIA_UID.1, FIA_UID.2, FIA_USB.1
e FMT_MOF.1, FMT_MSA.1, FMT_MSA.3,
Security FMT_MTD.1, FMT_REV.1, FMT_SMF.1
Management

FMT_SMR.1

Proection of the

FPT_FLS.1, FPT_ITA.1, FPT_ITC],
FPT_ITL1, FPT_ITT.1, FPT_RCV.2

TSF FPT_STM.1, FPT_TST.1
Hesource FRU_RSA.1
Utilization
TOE Access FTA_MCS.2, FTA_SSL.1, FTA_SSL.3
Trusted
Path/Channels FTP_ITC1, FTP_TRP.1
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