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Hierarchical Authentication Algorithm Using Curvature
Based Fiducial Point Extraction of ECG Signals
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ABSTRACT

Electrocardiogram(ECG) signal is one of the unique bio-signals of individuals and is used for personal
authentication. The existing studies on personal authentication method using ECG signals show a high
detection rate for a small group of candidates, but a low detection rate and increased execution time
for a large group of candidates. In this paper, we propose a hierarchical algorithm that extracts fiducial
points based on curvature of ECG signals as feature values for grouping candidates and identifies
candidates using waveform-based comparisons. As a result of experiments on 74 ECG signal records
of QT-DB provided by Physionet, the detection rate was about 97% at 3-heartbeat input and about 99%
at 5-heartbeat input. The average execution time was 22.4 milliseconds. In conclusion, the proposed
method improves the detection rate by the hierarchical personal authentication process, and also shows
reduced amount of computation which is plausible in real-time personal authentication usage in the future.
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Fig. 1. The process of the proposed algorithm.
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Fig. 2. The description of the curvature calculation

process.
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Fig. 3. The extraction of the fiducial points (a) input signal with noise, (b) fiducial points detection after noise remove.
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Table 1. The table of extracted features
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Fig. 4. The extraction of the fiducial points.
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Table 2. The results of authentication by using generic features and LDA based features.

Rate of Correct Authentication|=

correct heartbeats

X
total heartbeats 100%

Feature Model

over over over over over over under Average
90% 80% 70% 60% 50% 40% 40% &
No. of Generic 33 44 50 56 60 61 13 74.35%
Records | 1.DA based 13 24 30 38 47 54 20 57.79%
Table 3. The ratio of correct candidates
Rate of Correct Candidates
100% over 95% over 90% over 85% Average
No. of Records 10 44 71 74 95.69%
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Table 4. The results of the proposed authentication algorithm

Input (heartbeat) 1-beat 3-beat 4-beat 5-beat 6-beat 7-beat 8-beat
Authentication Rate(%) 91.18 97.11 98.33 98.69 99.40 99.45 99.64
Table 5. The results of the algorithms
. . Authentication Authentication
Algorithm No. Subjects Ratio Length Enroll Length
Singh et al.[16] 73 82.00% 1/2 of record 1/2 of record
Singh et al.[17] 73 95.55% 10 heartbeats 10 heartbeats
Arteaga et al.[18] 73 84.93% 4 sec 30 sec
Proposed Algorithm 74 97.11% 3 heartbeats 1 min
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