2 o

Z|5L TRoFst AFY] Hofol| A AREolElYl(Internet of Things;
IoT)ol| %l S15-7F 2] 2l al Qlok, 7] Y EH A &
7ol KL 2ol ToT E3F thefgt Hel 3 A0 REE g Hof
Lo, ofe] 74A] Kok o]R7k EARit, IoT SHdellAl= tiut
o], FiE, SAZREZY o]F/d wAE Qlste] ¥Eo] K
Qb Alul 2 Aol A5 HaL o] F s dsty] flsto] o8
3 Aol }“ o] FashA Hrt, HilofA= tiefeh 1B
¢t ol ER 2k 10T $H4 52 $Isted, ToT =Sk o
gl e EE 2t 713l A AJAIBEL Q=
IoT X2t ¥ T3} FFE A8t g,

ol

B g
AN

O} %

o
[l
ol

ﬁ*rﬁ‘
N
s

B4t

l:tl
N
e
ey i

[.AE&
Aol Yl(Internet of Things' 10T)& oIk} AR Z1e)at
ABIAE 2 Al 7IeR, A, AR, AR|A7E 28
TR A= ”izm‘“ sHA Hoh, ToTe A+ 8art o
0| A ok AT opel, ARE s o miE
o] HHE k= ARGALA| Ba=o] oJn] Q= HHE wHEo
F7|% gt} wek HobF Q1% 5 thokst 7)50] 10T AR~
QlejH|o] A 755 Foto] AleEeHl], 2 ToTell s A
T7F O matof, AsAl, 8 fof 5 ofe] Abe] ofol A Zt
o] Z18) =3z glom ToT ¥4 A=t 57dsieitt ook &
o] ToTol| gk Thilo] a1z ¥]al §li= 7hed], 7]E8] UESA
o)A 73 DoS (Denial of Service) Egg B4 &
A, xR, A A 9 oo 34 E=RE oT 2o Al
T gk Qloi2l,
[0T7} of2] ofollAl el ¢l Y 7o) e} 2=
[T gHgollA o] Kok d= %3“01 HZPE|L Qe B
A AL oJst AT} o] = o171
SOl A= s 7122l U Tto] o

90 | =t SM

49 1594 Hal ‘213}[3] SHARE, ToTeofl et ¥41e) S7hof] ut
TF A iRt A7t Wol A= vt
135 J‘:mf— Ao diek A= 719} gink o] &
AR ToT = wha7] 913t of 9 #E9} 71779

[oT HQF ool et 8- A stalat ket
EILO] S T ek A2l MBS} #23) 7]
ol dish 7124 ¢l v A A 71sskal, A3AelA 1T 5
Aot 270} 7]l sl Aty A4l 38elA
Aeeth EE0} P 01]*1 AP 10T Hot ¥l 35 A8k
g2 ASRel M Eare] WSS Aelsi

F

f
ol
O
—
=]
=
ﬁ
10

ol

st “ghelol ofa 2= FelE 7R
B A0RA ol WS} Yol A 24 0] 43
HA o8 FFAOIL WAl LGS 915t 2], AR B

=

=

E

o T1 =
Algshe A= gofstaL Qlth4], B AlfAlem 4
o] =

ﬂ_
=1
1L
1o
o g
i)
m16

0]
=
rSL‘ ’
£
)
o
)
< ok
ﬁ“
of
2

B
N

lo

2o} Aikt o] 85 7]‘20}741 Eis
fo] E(standard)o|H, ok
o-50] 3Hsandardization)o|th

Ao s A4 7] AFS G814 (interoperability)
R, ARIA ZE A, AR HO AL 5 e ol A
71 gto] FRAEGl oY, ol EESE 27IA et
& &5 A A Aflofebs HEbd o R JFxE A gt
ohee] k= 5317]%9] HhdE Fol 719

3 cpogslal:

Aefshabd, Ab
& ke AR

()
=
A
° 1F
FH it o_u

HN =

S| OL]



FH | MEAEW 2ot BESL SE

A ol T8t Dol

[oT 7|9 "7l wref of2f 7] ol A vheet Aw|el Afw] s
7F A=A Qlom, o] Ttof -84 =ATE AA 2
o] u| e} AH| 0] Kt ofg-of Alefo.z o]oj Ty, oo Z}
#Eo} 71Eol off%t wAlEE dldsh] St 222 A
3L low, of& mEe WEAES MR thE Almadt A
% 7z 2op 9 mabAQl o8

lo
=
£ @
o1 oX
= i
FE =S|
o My
> o
2
3
o=
o
‘:_
HN
-
ox,
~N
—
2
=
o
% 3
it
1t
N _D.

Bl g
o
=3
A
i)
B
N
HE
;
e
NIE
mE)

| o
Sh
k7
£
by
St
o
=
rlf{N o

Bl orlo 2 22 1o

o oA
N
N
_E
>
12
kel
oo
o 1o
oy
1
-4
_}I_‘
kel
N
ot
~N
o
=
o
=]

N

EgsPL 7]
#3710 B4 Xl@wiﬂ /\iEl Exde=uliE
+ 7]Foltt, 7bEES} 71 =7t e ofsiEA V}
5 (B4 71 9 2450l 2 AsH= 7]to]aL, ©A
T3} 718 =7 W) #Es) w9 42 7| ou) gl
Rk o & AP RS} 7|3 Alg W AHIAE AlEEks ©
Aol 2 Aok 7190v 719 Dol (alliance)E
ettt o9t HEo] E2 A7 whet 34 EE(de
jure standards)?} AFAANEZ(de facto standards) Q= G
o, FARES SR 34 73} 7)ol AR &
T Woh, AP RSS2l HAAIY 5 HISA #E

E

.

[t z&

l

Sy [l aus

S} 7]toll A WhEol A S-A ) 22 B AL Qo o
A AT U=, Lo A EEEE Folrlelof uhE EE W
323} 7]ao] Z]bste] ToT HeQF 35 W 3323} 7]tk dist

1. ZHEEst 71

b MU-T

ITU-T(International Telecommunication Union-—

Telecommunication) [6]-& =4 A7] E4] oI} Kol 5
UE EA] Bopo] 38 sk 7o R, 200585
Bl IoT #5 Aok 229 7]old, ITU-TY TSAG
(Telecommunication Standardization Advisory Group) o}
Fof [oT 3#2& 7S 285}= JCA-I0T (Joint Coordination
Activity on Internet of Things)& A5}l IoT #5 7§
S BAO 7 [o-GSIE Skt ITU-T FG M2M (Focus
Group on the M2M Service layer)o| A M2M AJH|2~ Ao
ol Q- AR B Szl tiek S i Folm M2M AT
-8 F2 7S 5= SGlstudy group)ll, AAH HIES=

e el SGI3, HEln|tjo] A EES et
SG160] FG M2MZ A8kt glom Hob #hl F22 7w

3h= SGI7% [oT 32 7S 2| ¥afar olet,

Lt. ISO/IEC JTCT

ISO/IEC JTC1 [7]2 ISO(International Organization for
Standardization)?} IEC(Independent Electrotechnical
Commission)?] $Fz 7|4 Y3 (joint technical committees
1E 1987do] dye 23} 7]5telet, JTCL Welld =
SWG(special working group)57} IoT ¥ %5 78 =2 9
B A 28 5 Tridold ue Sasia slev, A
Y E$] A (sensor network)E TFE= WG(working group)7,
9] dlo[elE o WG9, IoTE o WG10, B9t 714
U} SC(sectional committee)270] 10T #5= 7fjdbo]| Zhols)

31 9l

7} ETSI

ETSI(European Telecommunications Standards Institute) [8
= SJHAR] @t RSk Ve T fHA ‘—’Po@}

off w2 Areal wH wopol 8tEE BEE Akl AlA
AEFA 20| ARE B 40| Z]ofetat SAlo) AlA| 22 AR

A e B 198860 ARE|Qtt ETSI?) M2M (Machine
to Machine) 35+ 8.2 OneM2M9] 727} It}

3. Btd| =2t 72

7} IEEE-SA

IEEE(Institute of Electrical and Electronics Engineers)
Standard Association(IEEE—SA) [9]2 IEEEY 0T 7452

HI5EF TRl Rl that B2 W ARl B 22
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7t [ETF

IETF(Internet Engineering Task Force) [14]&= 9% ¢
A ARYER dE A 22& AA of, [ETFS 2
ol 917 18 (working group)o] 9l&) #& =k IoT &
d ¥FO07 GLoWPAN (IPv6 over Low power Wireless
Personal Area Network—Overview)¥}: [oT E-Alo]| o] 0]
+= CoAP(Constrained Application Protocol)2 7I¥s}3ict,
CoAP& CORE WGOA 7fealed o ETSI, OneM2M 50
At e E2ES 7Rdstal Sl

Lt. OneM2V
OneM2M [15]2 M2M/IoT ¥%3} 7] o & ETSI, 1
=t9] TIA(Telecommunications Industry Association),
ATIS(Alliance for Telecommunications Industry
Solutions), Y42 ARIB (Association of Radio Industries
and Business), TTC (Telecommunications Technology
Committee), £ CCSA (China Communications
Standards Association), 3F=+2] TTAC] 2Jal A= qlc},
OneM2M-> @2] ToT 3t Fofol| Edte]o] #3& 7H‘:”3 =
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C}. OGC

OGC (Open Geospatial Consortium) [16]+= 4373, 71
g Ry HER I SARES|FRA SRS 7
HEo. & sl thRh Fejo] S skl glom, A i
2O Ao e Akgltopol| A &s] ARE-E|AL Qi ToT 3
? 5}o] SensorThings APl #&2AS H7ks}o], O“H IoT &

g

IR ESTE AMENL Q1= CoAP, 6LoWPAN &
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2t. AllSeenzt OIF

AllSeen Alliance [17]= @ZA4A [oTESHEANJoynS A&
gt FHoIAHolE =9t LG, Ay, AT&T 59 AR
o]&o]A gloun Jpkst 20| AllJoynd E3)) SAlkels S
TRk glon] 2ol oneM2M} A 5ko] E5 A5t
il

OIF(Open Interconnect Foundation) [18]& ¢l&l HgT
A, G AR 52 SAE 2E ARe] Al Thol] FrALEAL Ak
S7F ks oles Eal WS Tpdsiar AR Al ARESh=
A7) SAE LELAE 38 AT 2108 HRE9l
c}, AllSeen Allianceo t&}sl= Alliance®]™ AllJoynd} m}
7R = 2ol OneM2ME 58 5 A8l

|

_1

A3l A 1T e #3235} 7|3S AH kL, 2 o=
[oT W2t ¥ 33 TAISof ol 2AIskaLAl ghef, Shaf A
HoLZol, IoTet Hste] W2 #33} 7|Hso] #52 AlF
StaL QARE RiloA= 53} Sgo] SFHTU-T, IS0/
IEC JTCI, IETF, ETSI, OneM2M 5 57 %3} 7)1 22 oj4t

0% [oT Kot TH BEES A ¥ 314} S},

1. 2H 2%

7k MU-T

ITU-Tof|A Ak IoT Heot ol 38 (E Do Aeidol
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SERVICES | el Y82 &l glon, o] ZF 748 [19]9]
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X Seriest= “DATA NETWORKS, OPEN SYSTEM
COMMUNICATIONS AND SECURITY"o| 33t #&0 & o]
% X.650 ~ X 579+ “OSI NETWORKING AND SYSTEM
ASPECTS - Naming, Addressing and Registration”
S X.1310 ~ 1339+ “SECURE APPLICATIONS AND
SERVICES — Ubiquitous sensor network security = 3}
skal Qlet, X675 [20]¢) X 1314 [21]9f) ToT 3¢ Zgdel=
(framework)®] Q152 HgE Fol, T2ejil Al 4S9 Wt
off ¥heF -8-2 HaL Qltt,

Y.4700 ~ 4799+ “INTERNET OF THINGS AND SMART
CITIES AND COMMUNITIES - Management, control
and performance™® ot FF0&, Y 2060 [22], Y.2063
[23], Y.2066 [24], Y.2067 [25], Y. 2068 [26], Y.2075 [27],
Y.4111/Y.2076 [28], Y.4112/Y.2077 [29], Y.4552/Y.2078
[30], Y.4553 [31], Y.4702 [32]°] ToT HoF ¥ Y& L
oAt ToT9] HNHA HQkQ AR E ToTES:E, AlClES,
olZ Aol 5o ZFofof & Wt QAR (Het W seto]
HAL QI HRHEe], HAlof, Bt &4 §) 5O WE= &

]

galt ok,

L}, ISO/IEC JTCH
ISO/IEC) A= ISO/IEC 301289)] IoT Mot o 8-S =
ghetal glow, dukAQl Al YIELF o)A HESA o0&
AlolA QlEjgo] 2o Bagh Kol aeARgo] 7|&E o] it
JTC1 WG10, SC3201A4] o 323 AAS A== 7o 1t
o] E|7171A] v A7bo] AY

ofw]x|ut =4 3 4 Z02 o4
=
2. KlHEZ

orAl A1F5H 0], ETSIC) ToT ¥ #3 FA= OneM2M

220 7]27} #)7] wjo] Eeh AAa U -EAL2OneMIM
+ 3 A w7,

3. ALLHES

7t IETF

[ETFO A= [0T T4 A TR EZ] LoWPAN [33]3}
CoAP [34]0f] T3} o5 ZREF] BAF, FA AolA
o] o1 Wl QF5 3} Sof sk Kot @ AR of 27 w0
HFES AABIAL, 0|5 E8l= Thokst Wilof Hel Wk
Bk WEE 2ghstal Qo B 2 EAE GE 204

QoFst 1o} 7ZHo|RFC 4919 [33], RFC 6606 [34], RFC 7228
[35], RFC 7252 [36], RFC 7388 [37], RFC 7554 [38], RFC
7641 [39], RFC 7650 [40]o]c}.

Lt OneM2M
OneM2ME A9 #:28F 7|91 ETSIE 272 ¥ =7}
9o EE3} 7]9HEe] SEY B Zolskal Qi ToT
7]L° sk o |ElA Wdl T V)5 A7]o Hagk A
-1 A3k Ho] Hol Aap Au|A A& (service provider;
SP )9} IoT tjufo]Aeke] FAl FAls 9Ieh 915, IoT #WHy
ol HoF @ A8} OMA DM (Open Mobile Alliance Device
Management)?} LWM2M (Light—Weight Machine To
Machine) 3} 2-2- [oT 7]7] #2] 714, CoAP, HTTP, MQTT,
WebSocketE o-87F SAIZ FI3E Q15, dros), Hgh o, 4
T84 BB A dYsfjof o Kot Mt Hek EFEEO] A
AE|of ek, (& 3 ¥ 4)+= ETSI ¥ OneM2Mojl A A48t IoT
HOk v 320 W8-S Qokst Alojot,

C}. loT Eot HE 2

GE 5 §hA Arat of e
3} 7)ko] whek At Aolct, FAEES} 7)ol 1A
7181 ITU-Tol| A<= 10T -4 U EIALe} ApAt) H|ES]=L
oflA9] g, <%, I7FE HIRSE Wokut Hotd AntE
olZujA o] Aol dlofE, QIR B0 HaljA EEEO
AR o] Qlet, ISO/IEC JTCIoAE= AlA YIELTE o]83t
ojZelA o] oA QlejFo] 2 Hetol wat EE AAstaL

l=1~l

EE0F TAE 24O A Rt

QAL A HZo| B2E7| 1A W AJ7to] AQEE EA
A A EZO R S2E BAL 8] wx] ok 1S gleldh 4
k.

Apad Eﬁéﬁ} 71ole] AR 3E£3L 7]l k= IETFO]
A= AskE A9] tufo]| A0 EA0 2K LoWPAN
7} C APoﬂ Hsto] Hek =0] EAst3l o, ETSI

S
IFE ok OneM2M-2 ARHAQI ToT Bl Q-FARY, Y
EQA op7lel A o] T3t Kot 10T 3ol e] B4l ZrEex
o] MQTT, HTTP, CoAP, WebSocket Binding®] ®<QF OMA
DM, LWM2M} 2= 7|7] 3] 7)<, T18)al AS9-8 gl AE
of| A 2] Hete] ot k= -2 A skoich. Ftol= AllJoyn,
OICe} 2t festo] s 71§ Aol A2eko] o7 el Ao
oto] 2 AFSIAL, A WECme FotAolof Tt
HoFfgol o
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Standard

Title

Security—Related Contents

F.7480

Common requirements for Internet of things (loT) applications

7 Characteristics of loT applications

714 Security

715 Privacy

8 Common requirements for loT applications
8.7 Security

88 Privacy protection

X675

OID(Object Identifier)-based resolution framework for
heterogeneous identifiers and locators

7.8 Support of authentication and authorization

Security requirements and framework of ubiquitous
networking

6 High—level security framework for ubiguitous networking
7 Security threats and requirements

7.1 Service and transport security domain

7.2 End—user security domain

7.3 UN application security domain

7.4 Other network security domains

7.5 End—to—end connectivity security domain

7.6 Interface security domain Appendix

1.1 3GPP M2M security framework

1.2 oneM2M security framework

Y.2060

Overview of the Internet of things

86 Security capabiliies

VY.2063

Framework of the web of things

10. Security considerations

Y.2066

Common reguirements of the Internet of things

88 Security and privacy protection requirements
881 Communication security

882 Data management security

88.3 Service provision

884 Integration of security policies and techniques
8.8.5 Mutual authentication and authorization

886 Security audit

Y.2067

Common requirements and capabiliies of a gateway for
Internet of things applications

7.7 Securty functions support

85 Security management related requirements Security and privacy
Self-management and remote maintenance

9. Common capabilties of a gateway for IoT applications

Y.2068

Functional framework and capabiliies of the Internet of things

8.7 Security and privacy protection capabilies
10 Security considerations

Y2075

Capebility framework for e~health monitoring services

8. Capability framework
8.7 Secure capabilies of EHM(E—Health Monitoring) components

Y4111/
Y2076

Semantics based requirements and framework of the
Internet of things

8.2.6 Semantics based requirements for the security capabilties
9.7 Security capabiliies

Y 4112/
Y2077

Requirements of the plug and play capabiity of the Internet
of things

6.2.2 PnP security capability

7.2 PnP security capability related requirements
7.2.1 PnP authorization

7.2.2 PnP access control

7.2.3 Firewall protection

7.2.4 Device and application data security

Y 4552/
Y2078

Application support models of the Internet of things

7.25 Configurable security and privacy protection capabiities
10. Security consideration

Y.4553

Reqguirements of smartohone as sink node for loT
applications and services

6.2.6 Security
88 Security and privacy

Y4702

Common requirements and capabilities of device
management in the Internet of things

84 Security management capability
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And Discovery (RELOAD)

Standard Title Security—Related Contents
RECA919 IPv6 over Low—Power Wireless Personal Area Networks (BLOWPANS): 4 Problems
Overview, Assumptions, Problem Statement, and Goals 4.6 Security
Problem Statement and Requirements for IPv6 over Low—Power Wireless 5 BLONPAN Routmg_ Requirerments
RFOB06 Personal Area Network (BLoWPAN) Routin 5:4 Support of Securty
9 6 Security Considerations
5 6LOWPAN Routing Requirements
RFC7228 | Terminology for Constrained—Node Networks 5.4 Support of Security
6 Security Considerations
9 Securing CoAP
RFC7252 | The Constrained Application Protocol 9.1 DTLS-Secured
11 Security Considerations
Definition of Managed Objects for IPv6 over Low—Power Wireless Personal ) ! )
F
RFC7383 Area Netorks (BLOWPANS) 7 Security Considerations
RECT554 Uswng IEEE 8Q2.15.4e Time—Slotted Channel Hopping(TSCH) in the Internet 4 Security Consideraiions
of Things (loT):Problem Staternent
RFC 7641 | Observing Resources in the Constrained Application Protocol (CoAP) 7 Security Considerations
REC 7650 A Constrained Application Protocol (CoAP) Usage for REsource LOcation 10 Securty Considerafions

H 3. ETSI L OneM2M2| loT Ot 2t HZ (1/2)

Standard Title

Security—Related Contents

ETSI TS 118 101 V1.1.0
TS-0001-V210.0 [41]

6.2.10 Security
Functional Architecture

1
1
1
1
1

6.3 Security Aspects

6.5 Inter—-M2M SP Communication

6.5.3 DNS Provisioning for Inter—vi2M SP Communication
6.5.31 Inter—-M2M SP Communication Access Control Policies
9 Resource Management

96.2 Resource Type accessControlPolicy

10.2 Resource Type—Specific Procedures

0.2.21 {accessControlPolicyy Resource Procedures

1 Trust Enabling Architecture

1.3 M2M Operational Security Procedures

1.3.2 Authentication and Security Association of CSE and AE
1.3.4 M2M Authorization Procedure

6 oneM2M Architecture Aspects
6.2 Common Services Funclions

ETSI TS 118 102 V1.0.0
TS-0002-V2.7.1 [42]

Requirements

6 Functional Requirements
6.4 Security Reguirements

ETS TS 118103 V1.1.0
TS-0003-\2.4.1[43]

Security Solutions

5 Security Architecture

5.2.2 Secure Environment Abstraction Layer
6 Security Services and Interfaces

6.1 Security Services and Interactions

6.1.2.2 Operation phase

6.1.2.2.2 Authorization to access M2M resources
6.2 Security Service Layer

6.2.1 Access Management

6.2.1.1 Authentication

6.2.2 Authorization Architecture

6.2.3 Security Administration

6.2.4 Identity Protection

6.25 Sengtive Data Handling
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Standard

Title

Security—Related Contents

ETS TS 118 103 V1.1.0
TS-0003-V2.4.1[43]

Security Solutions

6.2.5 Sengiiive Data Handling

6.2.6 Trust Enabler security functions

6.3 Secure Environment Abstraction Layer Components

6.3.1 Secure Environment

6.3.3 Secure Environment Abstraction

7 Authorization

7.1 Access Control Mechanism

8 Security Framework

8.1 General Introduction to the Symmetric Key Security Frame work

8.2 General Introductions to the Certificate—Based Security Framework

9 Security Framework Procedures and Parameters

9.1 Security Association Establishment Framework Procedures and Partners
9.2 Remote Security Provisioning Framework Procedures and Parameters
10 Protocol and Algorithm Details

10.1 Certificate—Based Security Framework Details

10.2 TLS and DTLS Details

10.3 Key Export and Key Derivation Details

TS-0004-\2.71 [44]

Service Layer Core
Protocol Specification

7 oneM2M procedures

7.5 Primitive—specifiic procedures and definiions

7.5.1.2 Nofification procedures

7.5.1.2.10 Nofification for End—to—End Security Certificate—based Key Establishment
7.6 Security Procedures

7.6.2Procedure for applying End—to—End Security of Primitives

TS-0005-\20.0 [45)

Management
Enablement(OMA)

5 OMA DM 1.3 and OMA DM 20
5.5 DM Server Interactions

55.4 Access Control Management
6 OMA Lightweight M2M 1.0

6.5 LWM2M Server Interactions
6.5.4 Access Control Management

TS-0007-V2.0,0 [46]

Service Components

6 M2M Services

6.3 Authorization

A2.3 Authentication and Authorization of Requests

A2.3.2 Common M2M Service Capability Parameters for Request Authentication and
Authorization

ETS TS 118108 V1.10

CoAP Protocol Binding

6 CoAP Message Mapping

ETSITS 118 110 V1.1.0
TS-0010-V2.31 [49]

MQTT Protocol Binding

TS-0008-V1.32 [47] 7 Security Consideration
ETSI TS 118 109 . 6 HTTP Message Mapping
TS-0009-V26.1 [48] HTTP Prolocol Binding 7 Security Consideration
6 Protocol Binding
7 Security

7.1 Introduction

7.2 Authorization

7.3 Authentication

7.4 Authorization by the MQTT Server
7.5 General Consideration

ETSI TS 18 113 V1.0.0
TS-013-V1.0.0 [50]

Interoperabiity Testing

5 Testing conventions
5.4 Pre—conditions
54.2 Security

TS-014-V2.0,0 [51]

LWM2M Interworking

6.Architecture Aspects

6.6 LWM2M Object Security

6.6.2 LWM2M Interworking Access Control Policy
6.6.3 IPE and Object Security provisioning

WebSocket Protocol

TS-024-V2.00 [54]

QIC Interworking

TS-020-V200 [52] Binding TS 7 Security Aspects
TS-021-v200 [53] OneMEM_ and Alldoyn 6 Architeciure Aspects _
Interworking 6.6 Alldoyn access control mapping
6 Architecture Aspects

6.7 OIC Provisioning and Security
6.7.2 OIC Interworking Access Control Policy
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Classification
By Participation By Authority Organization Contents for loT Security
Range
Security Requirements of various 10T Frameworks with Authentication, Authorization, Access
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