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Abstract

In this paper, we classified the weaknesses of C/C++ programs listed in CWE based on the

diagnostic information produced at each stage of program compilation. Our classification identifies

which stages should be responsible for analyzing the weaknesses.

We also present algorithmic

frameworks for detecting typical weaknesses belonging to the classes to demonstrate validness of our

scheme. For the weaknesses that cannot be analyzed by using the diagnostic information, we

separated them as a group that are often detectable by the analyses that simulate program execution,

for instance,

symbolic execution and abstract interpretation.

We expect that -classification of

weaknesses, and diagnostic information accordingly, would contribute to systematic development of

static analyzers that minimizes false positives and negatives.
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Table 1. Node Attributes of Abstract Syntax Tree
Name Meaning
nTvpe Information for node classification.
YP€ | Names such as ASSIGN, CALL
type The type of node
Information expressed as a string, such as a
name ) )
function or variable name
child Child node in abstract syntax tree
If the value can be expressed directly, the
value
value
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3.3 Representation for Grouping
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3.4 Other Additional Expressions
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V. Weaknesses and Diagnostic Method

4.1 Diagnosis by Syntax Informations
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Table 2. Diagnosis using Syntax Information
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4.2 Diagnosis by Flow Informations
AH= XJM ?fE ‘j“# go

Assignment of a Fixed 1’st child (LHS) node

a constant value

Weakness Diagnostic Algorithm Algorithm Representation
1) Check the assign operation on the AST L
CWE-587: 2) Check whether the pointer type is used at the match (n.nType == ASSIGN)

Address to a Pointer 3) Check whether 2'nd child (RHS) node contains

where (n.child(0).type == pointer)
and (n.child(1).kind == CONST)
return n

Missing Default Case
in Switch Statement

CWE-478: 1) Check the switch statement on the AST
2) Check the label of last child node

3) Check whether the label is not “default”

match (n.nType == SWITCH)
where(n.child(last).name != “default”)
return n
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Table 3. Diagnosis using Flow Information

Weakness Diagnostic Algorithm Algorithm Representation
match (n.nType == CALL)
where (n.name == “free”)
match (m.nType == CALL)
1) Check that function call named free where (m.name == “free)
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return n
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Table 4. Diagnosis using Type Information
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Numeric

Truncation Error = For Type Casting

or real type

the range of the operand.

1) Check the assign operation on the AST
2) Check whether the data type of LHS is integer type or

3) Check whether the data type of RHS is integer type or

4) If both are true, check the range of the LHS and RHS.
5) Check whether the range of the LHS is narrower.

1) Check the cast operation on the AST
2) Check whether cast type is integer type or real type
3) Check whether the data type of operand is integer type

4) If both are true, check the range of the cast type and

5) Check whether the range of the cast type is narrower.

match (n.nType == ASSIGN)
or (n.nType == CAST)
where (n.child(0).type in numeric)
and (n.child(1).type in numeric)
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5) If the index is a variable,

1) Checks whether a memory allocation function is

2) If memory allocation size is constant, set the size

check whether the
range of the value is between 0 and max. If the
range is unknown, set the index to infinite.

6) Check if the value is out of range at 4) or 5)

match (n.nType == CALL)
where (n.name in memAlloc)
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return m
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