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Abstract

In this paper, we compared four analyzers Clang, CppCheck, Compass, and a commercial one from
a domestic startup using the NIST’s Juliet test suit and STONESOUP that is introduced recently.
Tools showed detection efficacy in the order of Clang, CppCheck, the domestic one, and Compass
under Juliet tests; and Clang, the domestic one, Compass, and CppCheck under STONESOUP tests.
We expect it would be desirable to utilize symbolic execution for vulnerability analysis in the future.
On the other hand, the results of tool evaluation also testifies that Juliet and STONESOUP as a

benchmark for static analysis tools can reveal differences among tools.

Finally, each analyzer has

different CWEs that it can detect all given test programs. This result can be used for selection of

proper tools with respect to specific CWEs.
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Fig. 1. The number of vulnerabilities with respect to CWE

list related to C/C++
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Table 1. Example programs provided by STONESOUP
SEmED Description
programs
Directory listing tool that produces a
GNU Tree depth indented listing of files
FFMpeg Multi-media data processor
Gimp Image manipulation tool
GNU grep File search tool
Apachel Version control system
Subversion
OpenSSL Cryptographic library
Postgre SQL |Relational database system
Wireshark Network protocol analyzer

STONESOUP
Test case generation Analysis and
execution
b eus
Fig. 2. STONESOUP architecture
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[I. Benchmark

1. STONESOUP
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Table 2. CWE list related to C/C++ in STONESOUP

Weakness CWE ID
Concurrency 363 367 412 414 543 609 663
) 764 765 820 821 833 831 828
handling
479
Injection 078 088 089
Number 190 191 194 195 196 197 369
handling 682 839
Resource 400 459 674 774 789 834 835
drains 401 771 773 775
Memory 120 124 126 127 129 134 170
corruption 415 416 590 761 785 805 806
822 824 843
Null pointer 476
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1. Clang static analyzer
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int x; X=X
. . =y
inty; PCy : True
P
. X =Y*2 x=0
if (x > 80) { y=¥ v-0
X= y*2; PC:x>80 ||Pcix<=80
y=0; ‘
if (x> 256) vz
x= x—256; y=0
} PC: X > 80
else { ‘\
X = O, x=Y2-25 X = Y*2
) y=0 y=0
y =0; PC 1 X > 80 PC: X > 80
} & X> 256 8 X <= 256

(a) source code (b) symbolic execution tree

Fig. 3. Example of symbolic execution
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Table 3. CWE list that can be evaluated by Clang

CWE ID CWE Name CWE ID CWE Name
CWE-077 | Improper Neutralization of Special CWE-456 | Missing Initialization of a Variable
Elements used in a Command
cwe-120 | Buffer Copy without Checking Size of | e 457 | Use of Uninitialized Variable
Input ('Classic Buffer Overflow')
CWE-121 | Stack—based Buffer Overflow CWE-463 | Deletion of Data Structure Sentinel
CWE-122 | Heap-based Buffer Overflow CWE-466 | Hetum of Pointer Value Outside of
Expected Range
CWE-131 | Incorrect Calculation of Buffer Size CWE-467 | Use of sizeof() on a Pointer Type
CWE-135 Inc'orrect Calculation of Multi-Byte CWE-416 | Use After Free
String Length
CWE-170 | Improper Null Termination CWE-468 | Incorrect Pointer Scaling
CWE-190 | Integer Overflow or Wraparound CWE-469 g;i of Pointer Subtraction to Determine
CWE-193 | Off-by—one Error CWE-476 | NULL Pointer Dereference
CWE-194 | Unexpected Sign Extension CWE-477 | Use of Obsolete Functions
CWE-195 | Signed to Unsigned Conversion Error CWE-561 | Dead Code
CWE-pp7 | Improper Fulfilment of AP Contract | e 565 | Retum of Stack Variable Address
('API Abuse')
CWE-242 | Use of Inherently Dangerous Function | CWE-563 A:sagnment tp Valnable without Use
('Unused Variable')
Creation of chroot Jail Without L
CWE-243 Changing Working Directory CWE-570 | Expression is Always False
CWE-244 Improper C'ea””g of Heap Memolry CWE-571 | Expression is Always True
Before Release ('Heap Inspection')
CWE-250 | Execution with Unnecessary Privileges | CWE-587 écs)isrl]gtggrment of a Fixed Address 1o a
CWE-266 | Incorrect Privilege Assignment CWE-590 | Free of Memory not on the Heap
CWE-271 Privilege Dropping/Lowering Errors CWE-665 | Improper Initialization
CWE-272 | Least Privilege Violation CWE-667 | Improper Locking
CWE-330 | Use of Insufficiently Random Values CWE-676 | Use of Potentially Dangerous Function
CWE-331 | Insufficient Entropy CWE-690 Unchecked Return Value to NULL Pointer
Dereference
CWE-332 | Insufficient Entropy in PRNG CWE-704 | Incorrect Type Conversion or Cast
CWE-337 | Predictable Seed in PRNG CWE-754 | IMProper Check for Unusual or
Exceptional Conditions
CWE-338 Use of Cryptographically Weak CWE-762 Mlsmatched Memory Management
Pseudo—Random Number Generator Routines
CWE-369 | Divide By Zero CWE-763 | Release of Invalid Pointer or Reference
CWE-377 | Insecure Temporary File CWE-764 | Multiple Locks of a Critical Resource
CWE-400 | Yneontrolled Resource Consumption | e 765 | Multiple Unlocks of a Critical Resource
('Resource Exhaustion')
CWE=-401 Improp.er Release of Memory Before CWE=-805 Buffer Access with Incorrect Length
Removing Last Reference Value
CWE-404 | ImProper Resource Shutdown or CWE-824 | Access of Uninitialized Pointer
Release
CWE-415 | Double Free CWE-908 | Use of Uninitialized Resource
Ao dAEE AEE FAY AEE 29 A 2 ke A He oA 2=, (b)dllA o] a W7 7 5 e wke
F7heto] Bag Atk ghel Welol e wAol Rk sl W9E vehdch vehd kel WeRRE 2ok mujsle] 4
A A (51161 AHgate, ol B4 thao] Bl maadel ARtk aok 4 AL Zrasle) A4 A onE gotet
A AA ES aoket g9 EHlS F3 89 AEY W 7] Wit 2RO Ao 9R/E ol AEdd & vk A
st PAgo K Zeae] A Agd Al ARE @ o] Fxolth ©, C <o} ¢ PR gojuee)r} EAeA
ofufi= Aoluk. [Fig. 413 8F sh4el H4S dehls o e A% PAVE o FolAA g BAE A3 ek
olt}. (a)& W a7k WS F3l 100004 074419 ks 2
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int a = 100;
® {a =100}
int a = 100; while(a > 0) {
while(a > 0) { @ {a = [1, 100] }
a=a-1; a=a-1;
} ® {a € [0, 99] }
}
@ {a =0}

(a) source code (b) abstract interpretation

Fig. 4. Example of abstract interpretation
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(b) Set of values in the
token of the function f

(a) source code
Fig. 5. Example of tokenizing code in CppCheck
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Fig. 6. Scoring records based on true positive rate for CWE list
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Table 4. CWE list that test codes generated by
STONESOUP contain
Analyzer CWE ID
124 126 127 194 195 369 400 401 415
Clang

416 476 764 765

Q 78 89 134 190 367 401 415 416 476 674
120 170 190 195 197 369 401 415 476
590 682 771 834

129 190 195 196 415 416 476 674 682
828 831
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Table 5. CWE list that juliet test suite contains
Analyzer CWE ID

121 122 124 126 127 194 195 242 369
377 400 401 404 415 416 457 467 468
469 476 561 562 563 571

121 122 134 242 244 401 415 416 457
469 476 480 676

121 122 190 195 197 252 369 398 401
404 415 467 475 476 482 561 562 563
570 571 587 590 665 676 685 758 762

121 122 190 195 196 242 252 364 377
415 416 467 476 478 562 571 587 665
674 676 680 681 690

Clang

CppCheck

Compass
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Table 6. Evaluation of Clang, Q, CppCheck, and Compass with juliet test suite (J) and test codes generated

by STONESOUP (SS)

Total
CWE CWE Name number Clang Q CppCheck Compass
of codes
J |SS J SS J SS J SS J SS
N 8
78 |OS Command Injection [4800(359 (2.2%)
89 [SQL Injection 357 32
) (9.0%)
Stack—based Buffer 657 1618 7 0

121 loverflow 4968|113 5 (32.6%) (0.1%) (0.0%)
Heap—based Buffer 972 1432 0 0

122 loverflow 59221 1(16.4%) (24.2%) (0.0%) (0.0%)

458
124 |Buffer Underflow 2048 95 (22.4%)
27
126 [Buffer Over-read 1452| 92 (1.9%)
127 |Buffer Under-read 2048| 95 422
(20.6%)
Use of 13 0

134 Externally—controlled 2880 23 0.5%) 1(0.0%)
Format String
Reliance on 18

188 Data/Memory Layout 36 (50.0%)

Unexpected Sign 162 0

194 Extension 1152/ 66 (14.1%)((0.0%)

195 Signed to Unsigned 1152| 66 244 0 0 0 0 0
Conversion Error (21.2%)((0.0%) (0.0%) [(0.0%) [(0.0%) |(0.0%)

240 Use of Inherently 18 18 18 18
Dangerous Function (100%) (100%) (100%)

o 54 0 14 0

369 [Pivide By Zero 864 166 |5 3%) |(0.0%) (1.6%) |(0.0%)

) 36 0

377 |Insecure Temporary File | 144 (25.0%) (0.0%)
Indicator of Poor Code 36

398 Quality 181 (19.9%)

) 280 0
400 [Resource Exhaustion 720 (122 (38.9%) [(0.0%)
74 0 53 14 308 0

401 Memory Leak 165816114 590) 1(0.0%) |(3.2%) |(23.0%)|(18.6%) [(0.0%)
Improper Resource 87 0

404 Shutdown or Release 384 (22.7%) (0.0%)

594 19 120 24 0 0

415 Double Free 962 | 24161 g9)|(79.2%) [(12.5%) [(100%) (0.0%) |(0.0%)

383 17 116 0 341 0 0 0

416 |Use After Free 459 1 24153 49)|(70.8%) [(25.3%) [(0.0%) |(74.3%)](0.0%) |(0.0%) |(0.0%)
Use of Uninitialized 415 216

457 Variable 948 (43.8%) (22.8%)

467 Usg of sizeof() on a 54 54 54 0
Pointer Type (100%) (100%) (0.0%)

. . 0

468 |Incorrect Pointer Scaling | 37 (0.0%)

476 NULL Pointer 348 693246 347 83 0 103 84 15 475
Dereference (70.7%) |(50.1%) |(23.9%) |(0.0%) |(29.6%) [(12.1%)|(4.3%) |(68.5%)
Missing Default Case in 18

478 Switch Statement 18 (100%)
Comparing instead of 18

482 Assigning 18 (100%)

1 2

561 |Dead Code 2 (50.0%) (100%)

562 Return of Stack Variable 3 3 1 0
Address (100%) (33.3%) (0.0%)
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) 240 236
563 [Unused Variable 512 (46.9%) (46.1%)
Expression is Always 3
70 Iraise 16 (18.8%)
571 Expression is Always 16 1 3 0
True (6.3%) (18.8%) (0.0%)
587 Assignment of a Fixed 18 0 18
Address to a Pointer (0.0%) (100%)
Free of Memory not on 233 0
%90 e Heap 2680 23 (8.7%) |(0.0%)
. 62
674 |Uncontrolled Recursion 2 |62 (100%)
Function Call With 18
685 (Incorrect Number of 18
(100%)
Arguments
Mismatched Memory 1588
762 Management Routines 3564 (44.6%)

V. Conclusion
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