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ABSTRACT

As the technology in smart device is growing and Social Network Services(SNS) are becoming more common, the data which is
difficult to be processed by existing RDBMS are increasing. As a result of this, NoSQL databases are getting popular as an
alternative for processing massive and unstructured data generated in real time. The demand for the technique of digital investigation
of NoSQL databases is increasing as the businesses introducing NoSQL database in their system are increasing, although the
technique of digital investigation of databases has been researched centered on RDMBS. New techniques of digital forensic
investigation are needed as NoSQL Database has no schema to normalize and the storage method differs depending on the type of
database and operation environment. Research on document-based database of NoSQL has been done but it is not applicable as itself
to other types of NoSQL Database. Therefore, the way of operation and data model, grasp of operation environment, collection and
analysis of artifacts and recovery technique of deleted data in HBase which is a NoSQL column-based database are presented in this
paper. Also the proposed technique of digital forensic investigation to HBase is verified by an experimental scenario.
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Fig. 1. The General Process of Database Forensic
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Table 2. The Interpretation of the Example Table, ‘human’

RowKey Column-Family Column—-Qualifier Timestamp Column—Value
apartment 1467190609624 okApt
address
street 1467190543289 sungbuk
row01
email 1467190486003 colorBora@abc.com
user
name 1467190435053 bora
row(2 user name 1467190752419 jini
email 1467190878291 sweetGuul@orange.com
row03 user -
name 1467190790445 guri
vigle] AE= dolHE 3ugol B Al ~leA & ‘human’ Hlo]Eo|th ‘human’ HolES 258 @92
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hbase(main):003:6> scan 'human'
ROW COLUMN+CELL
rowd1 column=address:apartment, timestamp=1467190609624, value=okApt
rowd1 column=address:street, timestamp=1467190543289, value=sungbuk
rowdl column=user:email, timestamp=1467190486003, value=colorBora@abc.com
rowdl column=user:name, timestamp=1467190435053, value=bora
rowd2 column=user:name, timestamp=1467190752419, value=jini
rowd3 column=user:email, timestamp=1467190878291, value=sweetGuul@orange.com
rowd3 column=user:name, timestamp=1467190790445, value=quri
3 row(s) in 8.4120 seconds

Fig. 4. The Example Table, ‘human’



START

Collect Configuration
File

I

Check operational
environment

Does it use
HDFS?

Xist
evidence
data?

Identify HFile Block

l

Collect HFile

Do WAL Files
exist in old
Nals Folder?

Collect WAL Files
in old Wals Folder

Check the location of
Region Server l

l Collect WAL Files
in WAL folder

:: Filtering the target files |«

Do they
need to be
ecovered?

Is filtering
finished?

Recover deleted data

END

* WAL file’s presence depends on configuration set by user

Fig. 5. The Procedure for HBase Forensic Investigation
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Table 3. Attribute and Description of ‘hbase-site.xml’

Attribute Description

The path where data is sotred,

I distributed mode

hbase.master Setting a master port

Nodes for execute the
Zookeeper

Path of the Zookeeper
Status of the distribution

hbase.zookeeper.quorum

hbase.zookeeper.property.dataDir

hbase.cluster.distributed
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Table 4. Condition of HDFS & HBase Operating

Method operating not operating
. Chegk _ ‘hdfsy//” ‘filer//”
configuration file
HDFS NameNode or .
Check deamon Secondary or ¥ If any
DataNode deamon does
I not exist, it
HBase Check deamon gste‘r or will not
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Table 5. Check State of Distributed

Method operating
Stand-alone Check d.l stributed false
attribute
. Check distributed true
Distributed attribute (Check ‘regionservers' file)
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. - — kA Region Server 3ol Al Edit BlockE2 ©]-&3] dHlo]E=
QualifierFilter Sea;ch for data using a specific Bk 2= ) 1= = O Z 1) X
qualifier value g AT YA Ealld FAF Al AH 9] @ F{u o2
FamilyFilter Search for data using a specific HFileol A=A &3 dlo|8 & +-3517] 913 WAL 3d&
column-—family FZ8of grh. WAL stdlo] A3se 42+ /{hbase-root)
/WALs/slave™ PORT,A17F/ o1, dld EH o] ‘meta’ 34
g Felow =3 200 A2 o] &3] o 3 ‘default’ TFUo] EAe) Fig. 8& WAL 3 9] 30t}
7l 474H HFilles F&38tt). AL t174d9] diolE7F &8t
= Ay gy E0o)A HFileS #%3 4 9121 HBaseol Magic Signature
A48 HolH: Bak wed] PAlo] HEilest WAL 5910] (PWAL) 00| 01] 02| o0s 04| os|os|o7]0s|oo|calos|oc|on|oe o
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Stand-alone BE=9] 7$ ZHA| 29 A HFiles FE3ha, | Table Nameften3) wa | Row Header + Data
Distributed ®=9] 79~ Hadoop ™ #¢] “~copyToLocal & ©] Edit Block
g3 HDFSel £Al8e holg AN Afon 530, ik f—
‘7| Table Name(Len3) Lent Row Header + Data
2) HFile Edit Block ten | 1en Folder Name (Len2)
HBaset™ Eﬂ ] 1 }\\:]1'01:11, Zl: o, A]’xﬂ }\] OH‘:]' H] ]HE | E—]EH‘?E] Complete Magic | Table Name(Len3) Lemt Row Header + Data
7 9492 HFiled] HZHoz #AA3T) o1z HFiledl= i
HBaseell EAJ3k= AA) vlolE7} AgE 2z s 398 +3 Fig. 8. Structure of WAL
4byte - 4byte - 2byte Row Key Size Bbyte Data Size
Key Size DataSize | u’ | Row Key | o CFDE'Lr'n”,]: Qualifier Timestamp e | Data
5 LI: Key " value :|
" Row Header o .

Row Data

Fig. 7. Structure of HFile (2) - Row Header + Row Data (Column)
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2317 %+ None #l™o] 9o, do]E ¢ input/output™
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9= INFO @] 212 Felabdl @t} Table 7S A3 3
Bell A 3 21 AR ‘posts’ HlOlZo] AE AREolL
dolHE F7hsk A17S ER1E o it
Table 7. Part of HBase Log
Action Log

2016-07-25 22:36:14,963 INFO

[RegionOpenAndInit Thread—posts—1]

regionserver. HRegion: creating HRegion posts HTD
== ‘posts’, {INAME => ‘message’,
BLOOMFILTER=> ‘ROW’, VERSIONS=> ‘1",
Create |IN_.MEMORY=> ‘false’, KEEP_DELETED_CELLS=>
Table | FALSE’, DATA_BLOCK _ENCODING=> ‘NONE’,
TTL=> ‘FOREVER’, COM PRESSION=> ‘NONE’,
MIN_ VERSIONS=> ‘0’, BLOCKCACHE=> ‘true’,
BLOCKSIZE => ‘65536', REPLICATION_SCOPE=>
‘0’} RootDir =hdfs:// master:9000/hbase-root/.tmp
Tablename==posts

2016-08-04 22:21:03,601 INFO [main]

Put | http.HttpServer: Added global filter ’safety’

Data | (class=org.apache.hadoop.hbase.http.HttpServer$Quoti
ngInputFilter)

2016-08-04 23:54:52,412 INFO [main-EventThread]
Delete | zookeeper.RegionServerTracker: RegionServer

Data |ephemeral node deleted, processing expiration
[slave2,60020,1470322236753]
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golE& oA AAE delHE 558 + th

KeyType©] ‘0x04'21 745 dHol& el deler} 7144
H Aoz A EAsts dolHE vt KeyType©]

0x0C'S] -5 2HAlE w8 & ojm it whebA <1 HFilet
F7t2 A E HFiles ol HlaLs F3 AHAE dlolH e &
g1 F Ad Keys o838 A€ dlolgE H7-3h

HBaseOll CHS CIXIE A AR 71 o358 101

— Key Size Value Size +—

Key Type —

0100h: [31 66 BE 04 54 6F 64 61 79 2C|49 77 65 6E 74 6D | 1f..Today, Iwentm
0110h: 79 55 6E 69 76 65 72 73 69 74|79 00 00 13 00 00 | yUniversity.....
0120h: Moo 00 00 27|[00 00 00 0B}-69-0C 32 30 31 36 30| ...."...... 20160
0130n: [38 32 32 2D 31 34 39 07 6D 65 73 73 61 67 65 63 || 822-149.messagec
0140n: | 6F 6E 74 65 6E 74 73 00 00 01 56 BO AD 59 F2 ontents...V..Y.
0150n: |49 61 6D 61 6C 69 63 65 21 21 21[00 00 45 00 00 Tamalice!!!. K..
0160h: 00 26 00]00 00 05 00 OC 32 30 31 36 30 38 32 32 | .&...... 20160822
0170h: 2D 31 34|39 07 6D 65 73 73 61 67 65 66 65 65 6C -149.messagefeel
0180h: 69 6E 67|00 00 01 56 BO AD 59 FE 04 68 61 70 70  ing...V..Y..happ
0190h: 79 00 00[4D 00 00 00 2D 00 00 00 07 00 OC 32 30  y..M...=eeu... 20

Column

Fig. 9. Detail Structure of HFile
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Table. 8. The Experimental Environment

Hadoop
No /etc/hostname IP Address SSH JDK Zookeeper Hbase
NameNode R DataNode
NameNode
1 master 192.168.56.140 0 O (HMater)
2 slavel 192.168.56.141 0 (0] O (HRegionServer)
3 slave2 192.168.56.142 0 0 O O O (HRegionServer)
6.2 AEIIg:‘l{ LH% regionservers hosts
slavel 192.168.56.140@ master zookeeper® NameNode
0033 A 3ok 192.168,56.141 slavel zookeeperl SecondaryNode
1) #9973 ] slave2 | |45 168.56.142 slave2 zookeeper2  DataNodedl

GlolA AA T Ao AL

dhobgt Ay g
Zt} Fig. 108 HBase Shellol A W& o] ‘status’$} ‘version’
S A3t A2 2719] Region Server’} &2sl= Fo|al

HBase W 1.0.39] AME5+= AL & 5 QU

hbase(main):001:0> status

2 servers, 0 dead, 5.0000 average load

hbase(main):002:0> version

1.0.3, rf1e1312f9790a7c40f6a4b5albab2ea1dd559890,

Tue Jan 19 19:26:53 PST 2016

Fig. 10. Information of the HBase on Service

Fig. 112 HBase Shellol 4 €] ps’ & o] <]
Eré} gornz g

‘NodeManager’, ‘HMaster' 9] H]& 9]

=% HDFS7} $%8t= HMaster AW S & 5= gtk

5585 ResourceManager
5618 QuorumPeerMain
5172 NameNode

5750 NodeManager
56726 Jps

55862 HMaster

56125 Main

root@master: fhome/dbuser# jps

Fig. 11. The Result of Jps Command

Fig. 12+= 29 3t oA =33} regionservers 39 3} hosts
9 2 Region Serverg-< slavel ¥ slave2® #AME a1, 72+
I

Zbe] TP+= 192.168. 561417 192.16856.14290 = & < Uth

Fig. 12. Regionservers and Hosts Files Extracted
from the Case Study

Fig. 132 A3 374 £33 ‘hbase-sitexml’ L2l
=2 ‘hbaserootdir' %4 ko] ‘hdfs)// o]2Z HDFSE A}
g38al, ‘distributed A ghol ‘true’ol B2 FAtE AYLES
oF 4= 9lt}. 3 Fig. 12914 Region Servers e IP7} t2
o2 Fully-distributed 2=9& & = itk

<configuration=>

<property=
<name=hbase.rootdir</name=
<value=hdfs:/f/master:9000/hbase-root/</value=

</property=

<property=
<name=hbase.master</name=
<value=master:60000</value=

</property=

<property=
<name>hbase.zookeeper.quorum</name=>
<value=master, slavel, slave2</value=

</property=

<property=
<name>=hbase.cluster.distributed</name=>
<value=true</value=

</property=

</configuration=

Fig. 13. Part of ‘hbase-site.xml’

) diole 5 9 #4

Fig. 14+ Filter % ‘QualifierFilter’ ¢} ‘ValueFilter & ©]-&
3 ‘posts’ HolEoA AAZ ZAHA7F Trudys! 245 7
gk Aol F 6719 2971 HAEAT. 2HY A

ROW

20160821-189

20160821-226

20160822-329

20160823-453

20160823-480

20160824-573

6 row(s) in ©8.3660 seconds

COLUMN+CELL

column=account:
column=account:
column=account:
column=account:
column=account:
column=account:

name,
name,
name,
name,
name,
name,

hbase(main):802:0> scan 'posts', {FILTER=>"QualifierFilter(=,

timestamp=1471753659459, value=trudy
timestamp=1471789161953, value=trudy
timestamp=1471863462264, value=trudy
timestamp=1471933451632, value=trudy
timestamp=1471936604897, value=trudy
timestamp=1472049439138, value=trudy

'substring:name') AND ValueFilter(=, 'substring:trudy')"}

Fig. 14. The

Result of Filtering ‘posts’ Table
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OR80Oh: 33 2D 34 38 30 07 6D 65 73 73 61 67 6p 70 72 69 |3-480.messagepri
0A90h:| 76 61 63 79 SF 62 6F 75 6E 64 73 00 0p 01 56 BC |vacy bounds...V.

OAAOn:| FB E1 7D 04 70 75 62 6C 69 63 00 00 35|00 00 00 ..}.public..5...
'...)..20160824~

OABOh:|| 27 00 00 00 29 00 0C |32 30 31 36 30 3p 32 34 Zj

OACOR:|(|35 37 33 07 6D 65 73 73 61 67 65 63 6F 6E 74 65— 573.messageconte
0ADOh:T16E—74—73{00 00 01 56 BC FB F1 4al 04|_‘|'? 6F 6E 74| nts...V...J.]
OREOnh: |67 6F 41 6C 69 63 65 62 61 6B 65 72 79 21 53 68| [goAlicebakery!Sh
OAFOh: |65 73 65 6C 6C 73 64 69 73 67 75 73 74 69 6E 67| |esellsdisgusting
0BOOnh: |62 72 65 61 64}00 00 3B 00 00 00 26 00 00 00 OC |bread|.:;

0B10h: 00 OC 32 (30 31 36 30 38 32 34 2D 35 37 33 07 6D ..20160824-573.m
0B20h: 65 73 73 (61 67 65 66 65 65 6C 69 6E 67 00 00 01 essagefeeling...

1

* UTC+09:00
Column

* Timestamp : JavaTime

Fig. 15. The Result of Original HFile in Case Study

Key r Timestamp : 2016-08-29 14:15:43 KeyTvpe~—|
0000h: 44 41|54 41 42 4C 4B 2A 00 00 00 36 00 00 00 32 JDATABLK'...G...Z

0010n: FF EF|FF FF Ff FF FF FF 01 00 00 40 00 00 00 00
0020n: 53|00/00 00 27 00 00 00 00 00 OC (32 30 31 36 30‘

0030h: |[38 32 34 2D 35 37 33 07 _eD 65 73 73 61 67 65 63
0040n: ||6E 6E 74 65 & 00 00 01 56 D6 A7 EA 53|[och

0050n: 00 00 66 BC 25 C5 C7 42 4C 4D 46 42 4C 4B 32 00

824-573.messagec
ontents...V...S5.
..£.%..BLMFBLK2.

* UTC+09:00
* Timestamp : JavaTime

Fig. 16. Deleted Data in Case Study
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