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A Research of Anomaly Detection Method in MS Office Document
Sung Hye Cho' - Sang Jin Lee"

ABSTRACT

Microsoft Office is an office suite of applications developed by Microsoft. Recently users with malicious intent customize Office
files as a container of the Malware because MS Office is most commonly used word processing program. To attack target system,
many of malicious office files using a variety of skills and techniques like macro function, hiding shell code inside unused area, etc.
And, people usually use two techniques to detect these kinds of malware. These are Signature-based detection and Sandbox. However,
there is some limits to what it can afford because of the increasing complexity of malwares. Therefore, this paper propose methods to
detect malicious MS office files in Computer forensics’ way. We checked Macros and potential problem area with structural analysis

of the MS Office file for this purpose.
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Table 1. Potentially Malicious Code Insertion Possibility Area in MS Office Document (Unit :

#, Allow Repetition)

Category Details MS Word MS Excel MS PowerPoint
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OLE Object Area Malicious Embedded OLE Object 151 52 213
Unused Area Extra Data Hided in Unused Area 98 5 62
Stream & Storage Undefined Stream and Storage Area 32 144 79
Etc. Possibility of Additional Data is Out of Range 3 2 2

44" MS =9 B AR, Table 2EHT} grE 9
9 HolHE 7tE7E LZA AR §o] Eo] Qlth "HAE
%39 EE 92 B9 "g2Ev Adr) o] 9
a9 38 Data 2EHo|, ¢ ZE A2 ARE Table
E

EF(tree) A2 T,

= m)¥} 71 H o] Y (container) & -

Aok olge dI=9 ﬂi 92 FI2E Y dolHE

e, dzZ= ‘5‘1]‘31% Fro] EpYF} dols AAstn
Ao doly Fite= %‘ Al dolg 7t A H15].

MS 94 3L Fig. 33 20| Type¥} Size, Data® T4

H BIFF d3= Fx& o]Fojx glom, F+2 Ei9 to

ﬂ

HE Adste 94, AE, W22 AE 59 417} BIFF ¥
= Fx2 AZHL 95 2EY F Workbook 2EH2
B A= A Eo| wlg} 5719 A H AEH(Substream)
o2 FAE F glon JHAEYL BIFF d35 7259
2e g AFEL AHJEAEFHo] Ro] Yal ~EZS
o] ZrH16].

) 2 bytes h 2 bytes h variable k

Fig. 3. BIFF(Binary Interchange File Format)

A= Virus Total® Malswares.com AJH| 2o Al Anti
Virusell 571 o] &A| A4 MS 292 3dS 7+
u“‘?—i(doc Xls, .ppt)Z 300704 FHstgon, A4 7
HE Fal 24 3 v o 2=t A9 7heet 4
S Table 13} zFo] Aestgitt. ol9t 22 A3E nigo
7 Goo A w7 dHolHE #Xd 4 Qe

Joratl o xpA S WE-& Al Aol Avfsi)

_NL,

41032 i H|FE R

A
54 2t A9l g@ R

MS Q3|24 A& A2 7
e W23 E&F0R AMEE F A vWiaE Ve Al
3}, VBA(Visual Basic for Application)& &3 AF&x}
7F A Yt V%S A ZER st AT 9l
o17]. @ekA VBAE ol&ate H33 4 AN dE
A=At WEh 54 ghsol oig PFE wstel 22 WA
2 AQE Az Fdst AsA AT 9l
o} A VBAE 3 kAl stdel i A 2t
A, AW Fol 7hsatH, HX 539} 2e Alad s
et % 7hsehy] wine] oo dQl A48 7 AREAE
7} VBA =& &&ate] I =E AAetal ok

MS o3~ oo vlaz 758 2rb51d Fig. 49 2
of VBA LzAE ez 2EeA 39 2EAZ 4
et g 2EfA= MS 959 4§ Macros, MS 9
Az} w9 EES] 7§ VBA Project® 43, VBA =
=% VBA 2EZ|Xd AAE Module ~E% ol Run-
Length $f5Do= ‘Mﬂﬂr b Run-Length ¢3S &)

A T VBA ZE=Z Fgozxn AlE wja=rt vAg

+  PROJECTIk

=  PROJECTwWm

=+  PROJECT

Fig. 4. MS-OVBA Structure

dubren wWARE o83 G MS o3a e
s AEoR Ay 8 AsdY FE &
sko] Wjams APtk VBA ZEdAME 54 FF o

o obo fr

D HEA 4E woz, doleea ge gol
st wERE o Fds: Py

A%aAA et AL

5]



Table 2. Autorun Macro Function in MS Office Files
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Table 3. Major VBA Method used in Abnormal Behavior
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