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Method of Digital Forensic Investigation of Docker-Based Host
Kim Hyeon Seung’ - Sang Jin Lee"

ABSTRACT

Docker, which is one of the various virtualization technology in server systems, is getting popular as it provides more lightweight
environment for service operation than existing virtualization technology. It supports easy way of establishment, update, and migration
of server environment with the help of image and container concept. As the adoption of docker technology increases, the attack motive
for the server for the distribution of docker images and the incident case of attacking docker-based hosts would also increase.
Therefore, the method and procedure of digital forensic investigation of docker-based host including the way to extract the filesystem
of containers when docker daemon is inactive are presented in this paper.
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Fig. 1. Comparison of Docker with Virtual Machine
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Table 1. Options used in a Dockerfile

Option Meaning

FROM Base image to use

MAINTAINER | Person who maintain this image

END Environment variables of the image

LABEL Metadata of the image

ADD Files or directories to add to the image

Data volume of the container which would be

VOL based on this image
. The account that will execute the script of
USER “RUN, CMD”
The directory in which the script of “RUN,
WORKDIR CMD” will be executed
Shell script to execute for generating an image
RUN L. .
like installing new packages
Program that would be started on the
CMD . . .
completion of setting a container
EXPOSE Port number to expose to another container in

the same host or to the host

FROM ubuntu

MAINTAINER khs <khsfkorea.ac.kr>

LABEL Description="This is the version 1 server" Version="1.@"

RUN apt-get update &8 apt-get install -y inotify-tools nginx apache2 openssh-
server

Fig. 3. Example of Dockerfile Contents
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Extract the filesystem of
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Is there a need to
recover deleted
files in containers?

Fig. 5. Procedure for the Investigation of Docker-Based Host(s)
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swarmol 4] T E a1 Qe Au| 2o FH o e o
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root@ubuntu: /# docker service inspect webserver
[
{
"ID": "9aadrdi4gméj2ucl87qSkczli",
"Version": {
"Index": 57
T,
"CreatedAt": "2016-09-
©7703:36:54.2371134897Z",
"UpdatedAt": "2016-09-
©7T0©3:36:54.2411133082",
"Spec": {
"Name": "webserver",
"TaskTemplate": {
"ContainersSpec": {
"Image": "nginx"
s
"Resources”: {
"Limits": {},
"Reservations": {}

s
"RestartPolicy": {
"Condition": "any",
"MaxAttempts": o
s
"Placement”: {}
s
"Mode": {
"Replicated": {
"Replicas": 3
}
¥

"UpdateConfig": {
"Parallelism": 1,

"FailureAction": "pause"
Y,
"EndpointsSpec": {
"Mode": "vip",
"Ports": [
{
"Protocol”: "tcp",
"TargetPort": 8o,
"PublishedpPort”: 8080
}
]
}

s

Fig. 6. Information of the Service in a Swarm

A g8 Fold BlAaa JEE AT 4 9 74t S1E
o] ‘/var/lib/docker/swarm/docker-statejson’ 3 ol 3f
3 ©2E7} manager node?! 7% local addressoll #}41¢]
IP F4& 73 303, worker node?! 7% local address
H 94 o Remote Addressol manager node®] IP
2%, AdvertiseAddrol] #H21¢] IP 45 zta ) o=
A Aulz7t ddstE A UEHI AFE &

42 Tt SAE XA}

TAE b 944 25 dehiud bd IAE AR
Aol sl g $AE RAME 08I 2 &AME A
Bk

1) =7 718 ZE 3

HA g T2E U =7 Av|29] 7|2 ARE =435}
of HuwkARl w7 9 A%ES ddsjor @tk ‘docker
versionM# o2 T7 An|x~e WA #E HARE o £ 9

, ‘docker info’ WHOo R E7] oW A olm x| = Aw
01‘4 &, A% =gheld, 3 Al swarm mode s o

o 2e 71249 ﬂie z35% 4 gtk E ‘docker
stats’ @2 7} AW dA TAE i AE FAE
B 5 itk 53], & AMulzrt @48k el A ‘docker
info' W& Fig. 79 #o] ®=7 Aujxo Aurael AR E
A7) wied Al g8 xF £ Ald] 4AQl H
gojeka & 4= gl

root@ubuntu: /# docker info
Containers: 2

Running: @

Paused: @

Stopped: 2

Images: 2

Server Version: 1.12.1

Storage Driver: aufs

Root Dir: /var/lib/docker/aufs
Backing Filesystem: extfs
Dirs: 10

Dirperml Supported: true
Logging Driver: json-file
Cgroup Driver: cgroupfs
Plugins:

Volume: local

Network: bridge overlay host null
Swarm: inactive

Fig. 7. Result of ‘docker info’ Command
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root@ubuntu:/# docker port testcontainer

80/tcp -> 0.0.0.0:9000

root@ubuntu:/# docker ps

CONTAINER ID ~ PORTS NAMES
731¢c3ce94do4 0.0.0.0:9000->80/tcp testcontainer

Fig. 8. Port Mapping of Containers with Its Host
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Fig. 9. Result of ‘docker diff Command
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Fig. 12. How a Thin-Pool is Composed
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[root@localhost /]# 1sblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sdc 8:32 1 14.56 0 disk
Lsde1 8:33 1 14.56 @ part
I—'Fcrtest—datapool_tmeta 253:3 0 148M @ lvm

| “fortest-datapool 253:5 0 13.86 0 lvm
L fortest-datapool_tdata 253:4 0 13.86 @ lvm
Lfortest-datapcol 253:5 0 13.86 0 lvm

Direct-lvm mode

loope 7:0 @ 100G @ loop
Loop-lvm mode Ldocker-253:8-657959-pool 253:2 0 100G @ dm

loopl 7:1 2} 2G 9 loop

Ldocker-253:8-657959-pool 253:2 @ 100G @ dm

Fig. 13. Direct-lvm Mode and Loop-Lvm Mode
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Step 2. ‘Ivchange —activate y 2815 (Fig. 1404
VG Name #)o2 &3 i%%*—:x Al & shA 2,

T REoA 99 W OR thinpools TS & EA

ojm Ao Y Al E}%ﬁr 2e s E3 s

o)
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root@ubuntu:~# lvdisplay
- Logical volume ---

LV Name dataforthinpool

VG Name fortest

LV UUID CUo2fC-oUhI-bNf@-gXNb-unMi-KZcr-Np9odée7
LV Write Access read/write

LV Creation host, time ubuntu, 2016-29-07 21:04:13 -070@
LV Pool metadata dataforthinpool_tmeta
LV Pool data dataforthinpool_tdata

LV Status NOT available
LV Size 13.75 GiB
Current LE 3520
Segments 1

Allocation inherit

Read ahead sectors auto

Fig. 14. Inactive Logical Volume which has the Pool
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root@ubuntu:~# docker logs logtest

root@sbe17c8fcese: /4 1s

bin dev home 1ibé4 mnt proc run srv tmp var

boot etc lib media opt root sbin sys usr

root@bg17c8fce8c: /4 mkdir malwares

root@sbo17c8fce8c: /4 wget https://github.com/ytisf/theZoo/tarball/master
--2016-10-19 09:24:58-- https://github.com/ytisf/theZoo/tarball/master

Resolving github.com (github.com)... 192.30.253.112

Connecting to github.com (github.com)|192.30.253.112|:443... connected

HTTP request sent, awaiting response... 302 Found

Location: https://codeload.github.com/ytisf/thezoo/legacy.tar.gz/master [following]
--2016-10-19 09:24:58-- https://codeload.github.com/ytisf/theZoo/legacy. tar.gz/master
Resolving codeload.github.com (codeload.github.com)... 192.30.253.120

Connecting to codeload.github.com (codeload.github.com)|192.30.253.120|:443. ..
connected.

HTTP request sent, awaiting response... 200 OK

Length: 385149596 (367M) [application/x-gzip]

Saving to: 'master’

master 100%[=== ====>] 367.31M 4.85MB/s  in 695

2016-10-19 09:26:08 (5.36 MB/s) - 'master’' saved [385149596/385149596]

Fig. 15. Result of “docker logs” Command
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