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Abstract

Recently, a number of foreign electric power companies including domestic Korea Electric Power Corporation (KEPCO)
have actively engaged in the construction of a power grid with the concept of a smart grid. The Smart grid is a
technology that increases the efficiency of the power by converging the information network with the power grid. It can
maximize the energy efficiency through the two-way communication between the utility and the consumer. However, as
the power grid converges with the information and communication network, security threats are increasing more than
existing power grids. Due to the nature of the power grid, the damage caused by security threats is not only personal
privacy but also economic loss of society. So smart grid becomes the target of hackers. In this paper, we discuss security
vulnerabilities of Advanced Metering Infrastructure (AMI), which is a core technology of smart grid construction, and the
corresponding security technologies to prevent security damage of smart grid.
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