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ABSTRACT

Reversible DNA watermarking is capable of continuous DNA storage and forgery prevention, and has
the advantage of being able to analyze biological mutation processes by external watermarking by iterative
process of concealment and restoration. In this paper, we propose a reversible DNA watermarking method
based on histogram multiple shifting of noncoding DNA sequence that can prevent false start codon,
maintain original sequence length, maintain high watermark capacity without biologic mutation. The
proposed method transforms the non-coding region DNA sequence to the n-th code coefficients and
embeds the multiple bits of the n—th code coefficients by the non-recursive histogram multiple shifting
method. The multi-bit embedding process prevents the false start codon generation through comparison
search between adjacent concealed nucleotide sequences. From the experimental results, it was confirmed
that the proposed method has higher watermark capacity of 0.004-0.382 bpn than the conventional method
and has higher watermark capacity than the additional data. Also, it was confirmed that false start codon
was not generated unlike the conventional method.
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Fig. 1. General process of reversible watermarking for noncoding DNA sequence,



HOI2 BEES

fI8t SIAEDE FIZE DBt Jiodd DNA 2IEO0I2 71 247

Embedding
Watermark 1
¥ L L
DNA —| Exon | Intron ] Exon I Intron l Exon | Intron }—
|
Y Y Y
Watermarked = E E
DN A Aon Intron Aon Intron xon
Extracting | |
Watermark = S L )
| ™, o { o i, [ S
i Recovery v Recovery ¥ Recovery
DNA —| Exon | Intron | Exon | Intron | Exon | Intron }—

Coding region

Noncoding region

Fig. 2. An example of reversible DNA watermarking for a DNA sequence,

st gErtasl evEn, ege MR g
2% 9 29 B4 o3l Yl 2F
g

il
e e

A ¢kgk W e B R E DNA HA-Eol st 3
2E09 28 ek 7Y YEntaE 29ste
AeR FQ EAL U5 2ok (1) Sd9E 719
/d (Blind Reversihility) : DNA A g<] Zo] ¥7
g ot 4t WA glo] 7k fErtart 29, A
£ DNA Agg§le]l & 9 o] 7hssl=E gt
(2) YEntAd g0l (Watermarking Usability) © 2
HE 7] AEE 2 EQ] R5A S A H(code val-
ue sequence)Z F-35g}ste] 719 YErta 24, F
£ 2 B9 Ao Lo3l== ) 3) YEra &
& (Watermark Capacity) : DNA A54E9] 3| 2E
I% HAZE JHoE g HE 24 (multi-bit
embedding)©] 7Hs3tEF 3to] YEIHLA %‘1’“4
=AUtk 4) SAMNAZE LA SHAMNAZE
Ho] &3 A REAF 3 RluEgy S %“5‘}04 7S
A W D F35A5 7 AAMNAZE S F=] g

2 FoAe WA DNA A4 tFHE 235
slel] tiste] AHE F o]E 3| 2EIH 12H 7]
v o HE 24 4, 9 3= 34l thste] 77

AW E7|E o

o
'4> o

F

Jl l

3.1 5|AETY #|=E J|Ht EOI7 &5 oty
311 4-22 497 A

FTEHLEE 97]= b=(A,
FAHH, o] 4719 HARXF =
EACRol=

T,C G 4-EAZ
£ omEe o5

b=1(0,1,2,3),, = (00,01,10,11), < b= (A, T,C,G).

A3 A &old& fste] 2HE AFHT} 28 E
1749 FHER R9H AFE gA3to]of g
Aokt A= ol GVEE A" 9 B2

X O9E muEY HEAF &

o]

n

z=fx) =Y, - 22" ") where x= (bbb, ),

k=1

E[O,QZ" _1] (1)

9} Zo] Rudth A4 B3 p2RHE g7 B2
Ad7EE

S} o] fA Hddy. &
=2

A7) A% nE BEAS

nell &3t é%%ﬁ}; N, = LID,//n]

w

1

Do

29 99 A9 (Target region)

Yol DNAL thafdt dol& kA= vl
A& 7R o W @7] At 2e 99 E
de] o7t grop ez, °4E1u}ﬂ% %3

lo

n):{Di | \Di|>ap><n}, D, {bljellDl} (3)

s o] Aej@t). o] w D, WA 29 doln,



248 ZEIOICINESE ==X M20H X2%(2017. 2)

b, & D; B899 jHA 4-F= d7]e]aL, D
A7 Mrs =

T35 Aol pe A5 A
Ha B F359 Tl oF 100142
A A pol et 29 & Mz

313 719 ¢Erta &Yy

n2p FEASG S|2EIH A o]Y(domain) Z=
0.2 1] & M7 F3F {P} (section) o2 &
o} o] w2z :rL7]'°ﬂ/\1E g RS VEOE FHS
o] ==

l‘l

& Azmgs zgon
A, el Aol Eoro 19, &4 WES ko
Jstel ARAG T3k W Al 4z mEs
b O30, BTGl B =29 W, P

P, =f{z—2" 41,2 Lzt 21}, for
JEN,M 4)

o] 2x 2174 ASFER FAHY, v T
yehdnh o] o o 732
2=7- UM P, o2 22 —(2x2"—1)MA Aol @l
e, et 29 st ke

dolo] FEAF ¢ 7F 73 Pl £ %‘—"r, T
b F%k R A Ao)7t d, =x, — R, x,€P; 0]tk
714 ld| o] Wetel mek z; ol &9 vES k7t
k-1

ki
Y2 <lal=32", k =1, if z, %R, (5)
=0 :

=0

—1,z,z+1,--

S

k=0, if z, =R,
o} Zo]l AAHE o5 1, Well LHIE {wl}f’zlﬂ
z =R +2F d, +a(k;) where

221 ", 6)

alk;) =sgn(d

oF o] 24 HTh

4o =BT Ho|d T3t P; (a section of
histogram domain)¥ Fig. 3° 419} o] F34gk R,
Vo R AF ABFI P QEZR BT P/

o2 yxlojdrh. 73 pe) LB% AUy P

(d>0)(right subsection)d] HFH= FEZAF v+
EutA HEo] & 08X T3t P, (right

section)® 9% A BT P (d<0)(left sub-
section) &2 o] FH T o9} W2 77k P o] A%

ABETFZE Py (d<0)el AFHE o= e ME
of ojate] 9% TP, o] ©BH QBT P
(1>02.2 oI5t °|% eleHe, Fig. 3
o} o] T2k o] 0% AR REAS
022 A P, o 9% AnT7e] REAST A
= A=meEu, ole} w2 71} Pyo) 9% AR T
to] BEASe} 5 Q1 P, o LEZ AnTz
o REAGI A2 AzgE

AElntaE BREAFE FolA F0% o =R

r\l

Bt

FsATE Al 7HA ] 7390l ofste] A ETh HA
ol FEAFIF T 2, =R (k=00 35 #1=
oA Aleldt AzZEA e A FE2A
z; = Ro|t. Fig. 3(a)oll Ao} o] 9% F31¢] o &
Z BT P A LBFE T3 9% AR
P, W AlFEe] Az"E Aot FaAsE

g old T AR T (7}

— 0,if 2’ =R, and TEP], 0
Lif &' =R, and 2€P;,

s} 2ol Wasth. Fig. 3(b)lA % 2ol ) 3+
FolA P o] 225 NETI Py ARE P, 9
& qBT7E Pie] REASS0] 4Zelo] Hth

Uz A7 F74Q1 P s} PLoll s EE BEAF
£ 4y HES k=008 dgHAT

T2k F5E ROl AFHE AL o =RE 24
MES k-0 ME SYolA A9 Ak of7]A
5

AZYE L5AS o, 7F SAANANZE Hol B 79
&3AY, 7,9 o)A AZ”HE FEAF ¢ 1o 39
AN ZEC A A5, 29 HES 7t 00] D
WA s 7hastel gl B4 e wERT o]
A% ¥4 % DE B FAs A=
=2 yxslt} o9} e oz o i g
o] BE REASE tate] REASE oY HE
ol meh oEH e 29E ¥, JErtad nEE
Qe I'(n)7} oAt

iz 2% 2 U8 AQ BAL 97 B
B2 REASE oY HES K= (k)5 73 /1 E%
o2 Hxed T3t vpA T= {79} YEvian v



HIOIR BEES 28t SIAED HZE DI Jiodd DNA KIE0E DY 249

Plad>0) ————_ Pi(d<0)

R.

| i !
[ X NeXolololoYelNoRololololeN X X JoXcNoJoJoXe)
| i |

Bj@>0) ————— Pii(d<0)

i R

000OOOee®

Owverrida

-j-1 i =
Out of range
— 5 L B
* iy ; 4
H0600 #0000{0000 80000}
* i " i
0 R e R,

Non-embedding

- g+l
Out of range
—Fu P
{0000 €0000i000000000: 7/ ~
i/ L i
Ry — Ry 3

Non-embedding

Fig. 3. (a) Code value shifting on a section Pj and neighborhood sections Pj,], Pj+1 and (b) code value shifting
on each section and it's neighborhood sections on all sections,

3 99 (n)9 20 E &7 o]x42] LSB ¥ E B7}
Zasith. A4 R34S 24 DE WH 5dshA #
7FE (K, T.B)9] &4 &5 vEY c& A4S

=, I'(n) W 7] o]x142] LSB HIEd]| X]|$H T
HF 7R 9 Ertart 2499 ¥REs 49
I'n)& 7IA1&= DNA A4¥ D'=D"°+D¢
D™ =r"(n)+I*(n)°o] MEHT}

)

fr 2
ol
=2
>
rlr
L
2
&Y
oy

(m e
@)
Z,
=
>
1154

ol
ok
2
f
o

o
)
U
)
=
T

B A% Belo] ST,

5% o7k Folg e W, BA
5ol Qo) FIhe] FIH3k ROl WA Fahelof ).
% 4o Az"" 73 po] AATI] ofym

HES k7b k>0 49, 9 o)A
R

_[R_y.if 2,€P; or ¥ (x, =R, and 7, =0)

R , ,
Ry pif 2,€P] or ¥ (x, =R, and 7, =1)

if

2, €P; and k, >0 (8)
o} 2o Fa R o] w 12,9 AZEE Pt P
w29 A Pk 23k rol A FEAA Y,

z 7t 1ZRE 49 P o) 0% RY AS (1, =R),
ol Tzt v}A 1ol oJste] Rro] TR & Aol
HE LA KHIE {w)) o 9B REAF o= o7
Fke] E343k ROl o5
w=z,—R)>U-1)%2 for =1,k (9)
2, = Rt (@ B) > k) (10)
s} 7ol PR

REAG 03} T3 Ao} ALY WES b, Th F
AFL W, &9 B )= D)7 el Y=

=
)
9
e
1'01I
2
y
N
&r
et
r]I.
b

1t
fot
2,
4
of
[
frm
.
i)
oy

T 2
2l
tlo
N
)
rr
z
brt
i\

(z)ol2k @}, o] w Jele] 73t p; Aol +=H

= i
He HESE 9% B33 P LE8F BT

2
o
e
L
I
X
4
b
ox
=2
o
It
o
23
Im
4
Lo
i)
o
£

bpnygs (n, ko) = Tkl (aPy) an




250 ZEIOICINESE ==X M20H X2%(2017. 2)

SR e ) Ihitbasel
S} o] BelHTh M) &9 Fe] 740l N

rr

oo} D, W F5A e N5

718 Aol -.——]E]U}ﬂ e
TV B Extrags(n.k,, )

fo o
£ oW

Extrag(n,k =K+T+B (12)

max)
()
Z 10g2 max + Zp
= ji=1
o} o] RsAFE HEH HESF Kot 73 71E8
©2 #xYE b v 79} SlEvkaE wRE o
& I'(n) o] W E @7] o]2159] LSB HIE B| ol

=R))+ID;)) [bit]

2 AFgdAM = HE A &%, Foldeoly &%,
WH3tE g A ZE DA FE it Al
b WP 719 LS-PE WHH[9], Chen (6],
Huang W71 ®la H71st o, NCBI Gen
Bankol A A &3H= DNA A ¥4 AH8-3th 2 DNA
A9 BHY), 32 WE, 971 A<, BlES DNA %
o 7l4 AR Table 191494 2t

Table 1, Test DNA sequences

A et el &Fe RIS o3 Hof 4 ZH
HES kol o8t A4 = LS-PE WH &7
e R 01]27'4'—’? o] oJste] AAHAT
Chen ¥ Huang ¥ H3o BQgk 7] &
9wl } toll ot &Fo] AR EHH, o] 5L ul=2,
t=2¢ o 7P E& HEva &8 7S A3
o7 ﬂ]*]ﬁq E— A= A HErta &
7}Z]L K 33 EEY &FS

0

e}

g

dr oM o
for o X

=

4.1 {E{OIZ bpn tHH| R7HEHI0IE bpn
RIS 0] FOIAE W, AU Pel Tk

F3As AW 4z"HE £ Ue BHESF
k.. =2n—2°]T} Fig. 4@)T ne(2,1009 W, &, 7 }
[2, 2n72]°ﬂ of gk AeHe He] e bpnE B
AET n=2, k,,. =29 W ¥ E 52 bpne] 0.409bpn
S 72 71 w4 vewen, nol F71E4E Ent
A bpne] ottt APAAZEE RIS no
wpgh Ak WHE k= [1/4(n—2) ] & W], =&
E A bpnE 7S 1T

Fig. 4(b)¢] ¥EIvk= bpn thu] F7}elo 8 bpn
ANE AHEA RS nol 5&FE F/HEE
#3428 vkA bpnol YA YErR T n=2, k,,, =29
o] Ak WH-S Y EnkA 0.409bpnol] F7H B

Type Access No. Total Bases Noncoding DNA regions | Noncoding DNA bases
Archaea AE017199 490,885 289 38,932
Bacterium CP000108 2,572,079 1,770 301,761
Bacterium CP000247 4,938,920 3,850 570,214
Bacterium CP000672.1 1,887,192 1,444 466,266
Bacterium AF012886.2 6,756 7 2,058
Bacterium AE014075.1 5,231,428 3,767 631,026
Bacterium CP000473.1 9,965,640 6,224 962,527
Eukaryota nm_000520 2,437 2 847
Eukaryota NC_001709.1 19,517 11 8,347
Eukaryota NC_006033 1,195,132 533 393,739
Eukaryota AL161582.2 198,669 302 137,622
Eukaryota AL161595.2 198,151 215 126,917
Eukaryote NC_006047 2,007,515 1,099 516,557
Moss AP005672.1 122,890 99 51,916
Plant NC_025652.1 141,255 68 91,971
Virus AY653733.1 1,181,404 883 155,805




HOI2 BEES

0.45
n=2
° n=3
040+ o
- 5 n=4
0.35 A7 T T T~y
&8 s .-y
& 7 g
T o0} / g ., 5
E / & e &
] v o/ el \\ n=6
= oast s T
y /
&
/
020 /
o
0.15 . . . . , . . . .
2 3 4 5 6 7 8 9 10

Maximum shiftable bits Amax

(a)

fI8t SIAEDE FIZE DBt Jiodd DNA 2IEO0I2 71 251

0.42

040

038

0.34}

Watermark bpn

032}

030

0.28

k,

=2

‘max
L L L L s

0.26 . L L L
0.14 0.16 0.18 020 022 024 026 028 030 032 034

Extra information bpn

(b)

Fig. 4. (a) Watermark bpn and (b) extra information bpn vs watermark bpn for the code order n and the maximum

shifting bits £,

‘max

of our method,

0.322bpne] BR3lt} o] LSB X3 7} vl E ]
1/30) Aol sigsm, oF 3 wrEsjA 249E
Q= BEylA R o)
4.2 YE0t3 bpn CiH| F7[HatE

7t DNA 9 nbg ol A= PSNR9| 34 H =9
FrARSE A71st& 9 B ESHA 7 WA tig 3
717b Basith B A@oxe Eukae] o3 47
WHehES v B4 o] EuI ] 95t
E717 WA E BEo] AAFH R FEREE /IR
o A o, 97] WEkEe 3/4=0.759 7Hgith

Fig. 5(a)ell A&} o] ARkt #H o dris&
AdE AHEA, R3AG po] 55 G7HSE
o] #A velsTh At S AY w& fJEn}
A bpnE 7FAE (n=2, k,, . =2)Y4 W G7|¥s&L

0.42

n=2 .

0.40

038

0.36 -

Watermark bpn
=1
o
®

0.32F

Base change rate

(a)

Fig. 5. Watermark bpn vs base change rate for (a) our method (n

0.45 0.50 0.55 0.60

047002, ¥ eIt bpnE 7HAE (n=3, k,,,
=3), (n=4, k,,.=3)% F71¥3& 05013 0.480E.tF
we dr1¥ske-S 7H- Fig. 5(h)e] A4S Ay
B Ak e 046~0.682] g7 E&S 7}
AHA, 0.28~0.41¢] HEPLE bpng 7HXITh LS-
PE ¥ 041~0.602 E7IH3}gol 0.18~0.429
HEvt=a bpnE 7T Hd &2 Y E A bpn 7]
Fo 2 A¢ts WHI} LS-PE WH2 041bpnlo =
FrAREE EIvEA bpnE ZFAIGE AlQEE WHH o] 0.14
AT g2 @rdsgs JHA

4.3 SIHAIZE Wx|
SN TE WA BE p & RS SR o

o Dol ele] AE Al d717F “ATG™7F 2 &

0.5F

0.4} ©-. @

0.3F

# LS-PE, p=30
*
02+ LS-PE, p=20 J(

Watermark bpn

0.1} ® Chen

ol
0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

Base change rate
(b)

,kmax) and (b) conventional methods.



252 ZEIOICINESE ==X M20H X2%(2017. 2)

Table 2. Occurrence possibility of false start codon p;

Proposed method
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Chen’s method [6] Huang’s method [7]
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