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Abstract

The first thing to be prioritized is to set the scope of the management system when establishing

an information security management system for systematic and effective

management.

information security

It is important to set the scope for an organization’s information security goals due to

the scope affects the organization’s overall information security activities. If the scope is set

incorrectly, it might become impossible to protect important services and therefore, the scope of the

management system should be determined in consideration of the core business services of the

organization. We propose a core service selection model based on the organization's mission—critical

service and high risk service in order to determine the effective information security management

system scope in this paper. Core service selection criteria include the type of service, contribution to

sales, socio—economic impact, and linkage with other services

» Keyword : The Scope of ISMS, Information Security Task, Core services, Mission-critical Service,

High risk service

[. Introduction

Argte] F&e wda) 344 7.7 DDoS, 3.20 Wi 22
Aol ige] F7kekar, Z1909) A3 A ARAs At o
olo] gl ek Jun el Fayo] P gk ol

et e 718 B R gl s ARRE FEEE 96
kg =22 ek Stk el s 200295 TR
o851 % ARET Tl #3 WHE (o]t FRSALH)
of et ARE T AAA AT AE =ste] Aldsta 3l
th ARES #e A AT Alks VIl e Hed e
ZHE QRS Besly] 98 sy-dedshe AR
A, ARES BYAA 75E ST JREZ £ A5H

WS H40= A1l
AREE HAAE

Wslg ARaR: Joln). Auns welAAel WA
Are) A4, 919k, A A4 5 Fa un

for

o
off T
Mz
=

O
S

qoR
s
o fob
ik
ot
2
=
g 2
o2
o
o
=)
=
=
M
BN
»
o
ot

off =2

I I ol
we o H
!
iy
_O\L
2 oE
o
ol
o
ot &
Z o
— rr
b [
>
Mo
=
I o
Yo fo
S o
= O
N

f
fol
X

£ i
o e
m )y M

(g o
frtl
N
lo
)
o>
A
11
>
=
[
il
Ly
i)
_OrL
2
)
AC)
A—I‘,

o
=

o
ofy
=

E X
=
to
)
o

5o

1’01' [ o

_o#
2
)
g
O
~
IN
1= N
g

o M
_OL
&

2 r o o do lof I
9
MR
ON
f
T
fol

fol -~

o

Az

re

o

f

5

M M op
2L oo
f oE

X
)

Ao Ny ¥ o o C
KS)
By
0
ki
e
A
30
B
i

i
=

5]

2L

=2

>,

=)

o>

fins

-

>,

g

[

2
ol

Lo
o
. rr
Ho
i

ol it

(L o g

e

&
BN
=
g
1%
o
oft fol
ol
=
H1 o

e
o iz
£l
D)
2L

R

»
e M
o
2l
1%
flo

kel
A

[>

S e
b
e
=2
=

M o 2
24_’
N
oX,
K7

o
ofl
oX,
o
o
frl
_0|L
K
N
r
oX
N
HN
2

1o
e
_0|L
2

* First Author: Hyunsik Kang, Corresponding Author: Jungduk Kim
*Hyunsik Kang(hskang8911@gmail.com), Dept. of Security Convergence, Chung-Ang University
**Jungduk Kim(jdkimsac@cau.ac.kr), Dept. of Industrial Security, Chung-Ang University

* Received: 2016. 12. 27, Revised: 2017. 01. 04, Accepted: 2017. 01. 31.

* This research was supported by the Chung-Ang University Graduate Research Scholarship in 2015



52  Journal of The Korea Society of Computer and Information

[I. Preliminaries

1. Information security management scope
requirements
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Table 1. A summary of core service definition
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Requirements Selection criteria Contents

3 Classified as customer /
M. x Service type management support
1ssion
Critical Services that have a high
Profitability contribution to sales and
a promising future
Social & Services that use a personal
economical information and major
High Influence | |corporateinformation
Risk S : P
Connectivity with Services that nfaed_tn be linked
to other organizations or
other tasks other services

Fig. 1. The Selection model of Core Service
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1. Research design and method
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Table 2. Questionnaire format

Question Question  Contents

Let's have a time to introduce
myself.

1. Would you like to respond to the
importance of selection criteria in
determining the core services.
Please evaluate the importance in
terms of security importance,
urgency and improvement effect.

1 2 3 4 5

2. Would you like to respond to the
feasibility of selection criteria  in
determining the core services.
Please evaluate the feasibility in
terms of institutional ease, ease
of implementation, and
manageability.

1 2 3 4 5

Opening
question

Survey

Key
Questi
on

3. Do you think it is important to
select core service in determining
Open the scope of ISMS for efficient
questio | information protection activities?
ns 4. Why do you think the selection
criteria are difficult to implement
in practice?

| have discussed the selection

Endin uestion Y )
94a criteria of core service. Do you have

any additional comments?
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Table. 3. Focus Group Interview Results

Selection criteria Importance | Feasibility | Priority
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