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Abstract

Outsourcing computation is one of the most important applications in cloud computing,
and it has a huge ability to satisfy the demand of data centers. Modular exponentiation
computation, broadly used in the cryptographic protocols, has been recognized as one of
the most time-consuming calculation operations in cryptosystems. Previously, modular
exponentiations can be securely outsourced by using two untrusted cloud servers. In this
paper, we present two practical and secure outsourcing modular exponentiations schemes
that support only one untrusted cloud server. Explicitly, we make the base and the index
blind by putting them into a matrix before send to the cloud server. Our schemes provide
better performance in higher efficiency and flexible checkability which support single
cloud server. Additionally, there exists another advantage of our schemes that the schemes
are proved to be secure and effective without any cryptographic assumptions.
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1. Introduction

Cloud computing is a kind of Internet-based computing that provides shared processing

resource and data to computers and other devices on demand. As we know, cloud compu-
ting is a combination and development of Parallel Computing, Distributed Computing,
Grid Computing, Network Storage Technologies, Virtualization and Load Balance.

With the advent of the data age, people can enjoy increasing new experience brought by
network, but it also caused a series of resource constraints problems (i.e., computing re-
sources, storage resources and bandwidth). Cloud computing, help people to realize the
dream of treating computer as infrastructure, has become a research focus in academia,
industry and the government. Cloud computing grows quickly and has the widespread
application in various trades and occupations, which is being used in extensive fields such
as medical and pharmacy (Ming Li et al. [1]), E-government (Ali O, Soar J and Yong J [2]),
mobile network (Han N D, Chung Y and Jo M [3]) and data storage (Patel H B et al. [4]). And
a number of researches have been made for ensuring the security of networks and cloud
data, see for example [5, 6].

Outsourcing computation [7] is one of the most important applications in cloud com-
puting. For example, a client, who has limited resources (i.e., computing power and storing
space), can outsource some complex and time-consuming tasks to cloud servers. In this
way, the client can improve efficiency of calculation and save resources.

However, in the process of outsourcing computing there exits some new security con-
cerns and challenges. We know that the client may be deceived by the cloud due to the
internal structure and the operational details of the cloud server are not transparent enough
to customers. The cloud server has motivation of behaving unfaithfully and returning in-
correct results. When customers outsource a huge computing task to the cloud, there is a
big problem whether the cloud server would be “lazy”, especially if customers cannot
distinguish the correctness of computation results. In this case, the cloud server would
return incorrect or inconsistent results. On the other hand, there might also be a consider-
ation that malicious outsider attackers can monitor the process of computing. The adver-
saries are likely to gather or tamper personal information, in order to obtain additional
information, commercial interests, and intangible needs, to make the outsource tasks fail of
security guarantee. How to protect user’s privacy and ensure the correctness of calculation
results is a circuital problem. Verifiable Computation (VC) [8] can solve these problems
well, in which there exists a secure two-party protocol between a client and a cloud server.
The private information is preserved to cloud servers, while users can also verify the cor-
rectness of the calculation results after cloud servers return the results.

Modular exponentiation [9] is widely used in the field of cryptography, mainly used in
public-key cryptography (RSA, ELGamal) [10], digital signature schemes [11] and
one-way hash functions [12], including their applications [13] and so on, as well as being
viewed as one of the most time-consuming operation. However, for a n-bit exponent, the
traditional square-and-multiply method requires 1.5n modular multiplications on average,
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where n is the index of a bit length. Thus, the modular exponentiation is a time consuming
operation for limited computation resources.

In this article we make a study on how to secure outsource modular exponentiations to
single untrusted cloud server. As we know, some special functions, such as modular ex-
ponentiation [13, 14, 15], polynomial evaluation [16] and attribute-based encryption [17],
are difficult to calculate, especially for the client who has limited resources. Most of pre-
sent outsourcing computation schemes of modular exponentiation are based on two un-
trusted cloud servers. However, to ensure that there is no collusion between two untrusted
cloud servers is difficult in the real-world. To solve this problem, we propose the priva-
cy-preserving outsourcing scheme of modular exponentiations using single untrusted cloud
server. Our schemes not only reduce the number of cloud servers, but also increase the
efficiency and verifiably. In this paper, we analyze our schemes and made comparison with
the existing schemes.

1.1 Related Work

In the cloud computing environment, users do not have the capacity to complete some
complex scientific calculators or cryptographic computations due to their limited compu-
ting power and storage space. Secure outsourcing computation has long been an important
issue in the academic circles. In 2001, Atallah et al. [18] researched securely outsourcing
on large-scale numerical analysis for the first time by adopting various camouflage and
blinding technologies. Then the security outsourcing framework which applied in many
kinds of scientific computations was put forward. The framework, however, did not take
the verifiability of results into account.

In the cryptographic community, Chaum and Pedersen firstly put forward the notion of
wallets with observers, a piece of secure hardware installed on the user’s computer to
perform some expensive computations. After that, many outsourcing schemes were pro-
posed in [17, 19, 20]. Jakobsson and Wetzel [21] proposed a secure outsource signature by
using outsourcing modular exponentiations, in which the user had to blind the exponent
before send it to cloud, and it is only efficient for batch exponentiations with small size.
During the implementation of these schemes, the user needed to compute and store several
exponentiations as verification values. A lot of works have been done for improving the
speed of modular exponentiations. Hohenberger and Lysyanskaya [15] proposed a secure
outsourcing model of modular based on two untrusted cloud servers, and the computing
time complexity is O (log?n). Dijk et al. [22] proposed some schemes for speeding up fixed
base-variable exponent exponentiation and variable base-fixed exponent exponentiation by
using a single untrusted cloud server. In their protocols, they need 3(logn-1)/2 over the
square-and multiply algorithm. In 2013, Ma et al. [23] presented two Ssecure outsourcing
schemes of modular exponentiations. The first was a secure outsourcing scheme for fixed
base-variable exponent exponentiation, while the second was for variable base-fixed ex-
ponent. Chen et al. [13] put forward a new secure outsourcing of modular exponentiation,
which is also based on two non-collusion untrusted servers, in terms of computational
efficiency and verifiable had been upgraded than Hohenberger’s, the verifiability of
Hohenberger’s scheme is 1/2 and that of Chen’s is increased to 2/3. Both of these schemes
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guarantee the privacy of the index and the base. But they need plenty of complex
precomputations before outsourcing computing tasks, and thus made these schemes not
efficient enough. Meanwhile, their schemes require two untrusted cloud servers, which
cannot resist the collusive attack of the two cloud servers. Then, some outsourcing schemes
were proposed which based on only one untrusted server, in which the index and the base
are secret to cloud server [24, 25].

1.2 Contributions

In this paper, we mainly focus on how to improve the efficiency and security when out-
sourcing modular exponentiations to the untrusted cloud servers. We propose two new
secure outsourcing schemes of modular exponentiation for single server. One is the pro-
posed secure outsourcing scheme Exp for variable base-variable exponent exponentiation,
the other is a new outsourcing scheme Sexp for simultaneous modular exponentiations. In
our schemes the sensitive information would not be exposed to the server, and the client
can detect whether the server is deceptive or not. Our schemes can achieve security and
privacy of the base and the index by putting values into a large matrix. Compared with
related schemes, our schemes only need few amount of precomputation and provide an
improvement efficient of outsourcing.

Similar to [13, 14], we also make some logical divisions on the base and the index so that
the server could not get information about them. The difference is that the approach used in
our scheme is matrix blind which can archive higher security and efficiency. Moreover, our
schemes are secure outsourcing of modular exponentiations by using single untrusted
cloud server and do not need any cryptographic assumption.

1.3 Organization

The paper is organized as follows. We give the system model for outsourcing computation
in section 2. In this paper, we propose two secure modular exponentiation outsourcing
schemes. The algorithm for modular exponentiations Exp which makes u* mod p is a
secure outsourcing scheme in the proposed model and its security analysis and the com-
parison with others are presented in section 3. In section 4, we propose the algorithm for
simultaneous modular exponentiations (Sexp) which makes u,%u,” mod p is a secure
outsourcing scheme in the proposed model. Finally, we conclude the paper in section 5.

2. Preliminaries
The VC scheme, basic tool and system model are formally defined in this section.

2.1 VCscheme

Verifiable outsourcing computation is a scheme which can verify the correctness of out-
sourcing results. User received results after cloud server completes the privacy-preserving
outsourcing computation, and there is a verification request message sent by user to cloud
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server, and the cloud server will return some evidences for user to verify the correctness.
The user observes the verified results before deciding whether outsourcing compute results
are correct or not. Generally speaking, the VC scheme processes as shown in the Fig. 1.

Lser (1) Encrypt data Cloud Server

(2) Request for outsourcing

‘ (5) Verify the correctness of results =
| ’{.

(3) Execute outsourcing task
(4) Return the results and an evidence

v

Requirements for user: Requirements for cloud sever:
(D decrypt to obtain the results; (D can not get any plaintext data;
() verify the correctness of the (@) can not deceive user

results.

Fig. 1. VC scheme

The VC scheme can not only protect the correctness of results, but also has the specific
properties of non-repudiation and anti-counterfeiting. In recent years, several kinds of the
VC schemes put forward by many scholars around the world. Moreover, the verification
efficiency is gradually raised. We can verify the correctness of the results efficiently by
using verifiable homomorphism encryption technology. The non-interactive verifiable
computation was first proposed by Gennaro et al. in 2010 [8]. In several years, this scheme
was extended to multi-user environment by the agent oblivious transfer technology [26]. A
new method for making the verifiable outsourcing computation was put forward by Parno
etal. [17]. As we know, there are many studies that specific to verifiability in all kinds of
common algorithms (i.e., bilinear pairings, sequence comparison, matrix multiplication
and inverse operation) have been done over the years [27, 28, 29].

2.2 Rand tool

In the paper, we invoke a subroutine named Rand which can generate random number pairs
to speed up the computations. In the construction from [15], the inputs for Rand are a se-
cure prime p, abase g € Z,,", or some other values. The outputs for Rand are some random
invocation lists, these are independent pairs of the form (b, g mod p), where b € Zg.
According to [15], there are two approaches to implement the subroutine Rand. The first
method is to compute a table of random, independent pairs and triplets in advance im-
plemented by a trusted server and load the table into T’s memory. When T wants to invoke
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Rand, T simply retrieves the next value in the table. The second method is use the EBPV
generator designed by Nguyen, Shparlinski and Stern [30] to obtain the independent ran-
dom number pairs. The EBPV generator, which adds a feedback extension (i.e., reuse of
the output pairs) to the BPV generator proposed by Boyko, Peinado and Venkatesan [20],
which works by taking a subset of truly random (k,g") pairs and combing them with a
random walk on expanders on Cayley graphs to reduce the dependency of the pairs in the
output sequence, runs in time 0(log?n) for a n-bit exponent. Note that it can resist on
adaptive attack from adversary in this way. We adopt the EBPV generator to implement
Rand in this paper.

2.3 System model

CS
Task:u® '
l CLOUD SERVICE
1 Logical Division
T 2 Send B. C.
A J 4 vand fto CS 5
3 Blinding in matrix > L ]
= BandC Compute D and E
4 7 Send D and E
toT 6
Verify <
8
A 4
Compute result

Fig. 2. Proposed model

There are two participants in the scheme, one is the user T, the other is an untrusted cloud
server CS. The specific description of the proposed model works as shown in Fig. 2.

User T provides u as the base and a as the exponent of modular exponentiation which
will be computed in CS. At the same time, T performs some transformations and blinds
before sends these original values to the cloud server CS. Firstly, T makes some logical
divisions on the base u and the exponent a, and puts these numbers into matrix B and
matrix C (we assume that B and C are large enough in our schemes). Then T sends these
transformation values to CS. CS makes computations on these values after receiving these
transformation values, and returns the results to T. Finally, T verifies the correctness and
consistency of the calculation results. T will complete the final calculation operation to get
the result using the return values when the verifications are right. Once failed in verifica-
tions, T will abort the protocol.
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3. Outsourcing scheme of variable base-variable exponent
exponentiation

3.1 Outsourcing scheme of Exp

T CS
Input:
a€Z; andu € Z,,";
Output:
u® mod p
Preprocess:
geth = g%
and
get f = g¥;
compute v =u/handa =y; + &;;
Compute:
computeb =aa /
generate random numbers r € [1,10], y,, &, and y3, &
to satisfyra =y, + &, and rb = y3 + &5.
Blinding:
pUt Y1, €12, &2 in Matrix B:(b.fi)m Xms
put ¥3, &3 and b in Matrix C=(c;), 3

B, C, d
vandf » Compute:
D= (vb_i"f)mxm
D and E E=(fDmxm

A

Verify:
compute nq, Ny, N3, Ny (in Step 5);
check ny, = ny" and ny # ny”
® output “error”, if ny # ny" or ny # n3";
@ obtain u® = ny X ns.

Fig. 3. Our scheme Exp

Let p, g be two large primes and g|p — 1. Similar to [13, 15], the inputs of Exp scheme are
a€Z; andu € Z,", such that u? = 1 mod p. The output of Exp is u® mod p. Actually,
all the computations are executed within the cyclic group G, and G,, where p and q are
large primes, and g is the generator of G,,. Let T be the client who wants to outsource the
computation task to cloud server, and CS be an untrusted cloud server who has enough
computing resources. In this scheme, both of a and u are computationally blinded to CS. In
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the following scheme Exp, we make some logical divisions on the basis of the secure
outsourcing scheme of modular exponentiation proposed by Hohenberger et al. in 2005 and
made some improvements on theirs.

The Exp scheme is described as follows:

Stepl. Run Rand

T firstly runs Rand twice to obtain two blinding pairs (a, g%) and (B, g#).
Then T expresses themas h = g* mod p and f = gf modp .

Step2. Logical division
ué = (17 . ga)a — Uylvslgaa’
where v =u/h, a =y; + &.
T computes b to obtain the equation aa = fb. Then randomly chooses a small

number r (e.g. r € [1,10]), and randomly chooses y,, €, and y5, &5 to satisfy equations
ra=y,+e&andrb =y; + &;.

Step3. Blinding in matrix

T puts four numbers y,, &,¥2, & into a matrix By, »m, (for simplicity, we as-
sume m; =m, =m) and three numbers y3, &5 and b into a matrix Cp,, xm, (for

simplicity, we assume m; = m, = m ) that were obtained in step 2. The seven
numbers’ positions are determined by the user T. The positions of these numbers are
T’s privacy information that cannot be revealed to CS. We assume that b;; =

Y1,C25 = b, b33 = &,bsy1 = &1,bss = V2,C62 = V3, C75 = &3, that

Y, % % * ok x X * Sk ok ok ok ok ko eee %

* ok % * ok x X * * ok ok ok ph ok ke %

X k& ok %k k% * * ok ok ok ok ok ok ek

& * % * ok x X * * ok ok ok ok ok ok ek
B=|* *x x y, x x x * C=|* =* x * % % % .o x

* ok % * ok x X * * O N T B N R

* ok % * ok x X * X ok ok kg5 ok ok e ¥

Lx % % * ok ok ok e ko * ok ok ok % ok % -

Then, T sends B, C, v and f to CS.
Step4. Computation

After receiving B, C, vand f, CS computes D = (v%4),xm @and E = (F9) s
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¥ % * * * % % *7 -k * * % * * ok eee X
* % % * % k% * * ok % % fb I
* *  p2 * * %k * * * * % * * ok eee X
vér % * * * % % * * * * % * * ok eee X
D= % * * Y2 % % % * E=|* * * % * * ok eee X
* * * * * %k * * fy3 * % * * ke X
* * * * * % % * * * * % f‘ES * ok eee %
L x * * * ® ok ok e ko L * * % * ok e ko

Then, CS sends D and E to user T.
Step5. Verification

T Compu'[eS Tl1 = d11 . d41 ,nz = d54 . d33, n3 = 625,n4 = 662 . e75 .

T verifies the correctness of the calculation results by testing two equations
n, =n;" and n, = nz". If not, T outputs “error” and aborts the protocol.

Otherwise, T obtains u® = n; X n;.

Remark: In proposed model, we randomly placed these transformation values about v and
a into two big enough matrixes B and C before send them to CS. Anyone cannot get in-
formation about computation task from matrixes except T. Moreover, we designed the
scheme by using one untrusted cloud server. These are the major differences from the
technique in [13] and [15].

3.2 Scheme Analysis

A secure outsourcing computation scheme should satisfy the following conditions.

Correctness: Any honest cloud server must produce an output that can be decrypted and
verified successfully by the user.

Soundness: Any incorrect results generated by the dishonest cloud server can be de-
crypted and verified successfully by the user with negligible probability.

Input/output privacy: No sensitive information about the user’s private data can be re-
covered or regained by the cloud server during executing the protocol.

Verifiability: Users can verify the correctness of the outputs returned by the honest cloud
server with great probability, and can also verify the incorrectness of the outputs returned
by the dishonest cloud server.

Efficiency: The computation burdens that user need under this scheme should not more
than computation burdens that the user computes by himself.

We refer to the method of calculating mathematical probability which used in the papers
about matrix calculation [28, 31] to analyze the performance and security of our scheme.

Theorem 1: Our scheme Exp is secure and verifiable which supports only single untrusted
cloud server.

Proof: The outsourcing scheme Exp satisfies correctness, soundness, privacy, verifiability
and efficiency, which are proved as follows.
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- Correctness: In our scheme, if the cloud server CS honestly follows the protocol, the

outputs of CS will be correct and accepted by the user T.
Since v =u/h, a =y, + &, then n; = v"1vé = p2,

According to ra =y, +¢&,, we can know n, =v¥2v® =" therefore
n, =ng".

Accordmg to b =y; +&, we can know n, = fr2f% = fb  therefore
n, =ng’.

It can be seen that the verification equation will establish if the cloud server is
honest.

Since u® = (v- g*)* = V11 g% = pY1péfP mod p, then u® = ny - ny es-
tablish as well.

- Soundness: There are three types of dishonest behaviors of CS. In the first type, the
CS may change the values in the matrix B and C. In this case, if CS wants to pass the
two verification equations n, = n," (ds, - d33 = (d11 - dy1)")and ny, = n3" (g -
e;5 = ey5" ) to influence the correctness of 1%, then CS must guess the right posi-
tions of (y4, &1, ¥2, €2) in matrix B, (ys, &5, b) in matrix C and obtain the value of r at
the same time. Obviously, the matrix B has m rows and m columns, so there are m?
elements in the matrix. The probability that the CS finds the right positions of

1 (m 4)!
m2(m2-1)(m2-2)(m2-3)’ that is — =

obtain the probability that CS finds the right positions of (y3,£3,b) in matrix C is
L and the probability that CS can obtain r is % It can be seen that the

(m2-a)
10m2!m2(m2-1)(m2-2)’

In the second type, CS may change the values in matrix D and matrix E. In this
case, the value of u® will not be affected since CS does not change the values of
(d11,d41,ds54,d33) in matrix D and (eys, €62, €75) In matrix E. Otherwise, CS
must guess all of these values’ positions and obtain the value of r if CS wants to pass
through the verification in step 5. The probability that the CS guesses the right po-

sitions of all of the seven numbers in both D and E is

. We can also

(Y1, €1, Y2, €2) in matrix B is

probability in the first type is

m?(m 2—1)(m2—z)(m2—3)

1 . (m2?-4)
m2(m2-1)(m2-2)’ that is m2im2(m2-1)(m2-2)’

and the probability CS can obtain r is
(m2-4)
10m2!m2(m2-1)(m2-2)’

In the third type, CS randomly chooses two numbers v’ and f', s.t. v’ # v,
f' # f, when CS computes D and E. Then CS returns two revised matrix C’ and D’
to T. In this case, if CS can pass the verification in step 5, it has to guess four
numbers (dqi;,d41,dss,d33) In D and (e;s, €62, €75) in E, at the same time CS
needs to obtain the right value of r. The probability that the CS finds the right posi-

(m?-a)
m2im2(m2-1)(m2-2)’

%. It can be seen that the probability in the second type is

tions is

and the probability CS can aobtain r is % It can be seen

(m?-a)
10m2!m2(m2-1)(m2-2)’

that the probability in the third type is
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It is easily to see that the probability of these outputs that a dishonest cloud server
can pass the last verification is almost negligible.
Input/output Privacy: Note that a, u and u® are privacy information for the user.
We will not leak any valuable information during executing the protocol. We only
send the matrix B, matrix C, v and f to the cloud server. If the CS or an attacker wants
to recover a, then they need to obtain the values of y; and &; in the same time, and

the successful probability is # Similarly, if the CS or an attacker wants to recover

u, then they need to get the right value of h. However, h is generated randomly by
Rand and computationally blinded to the CS or the attacker. Thus the successful
probability is almost negligible. In addition, if the CS or the attacker wants to obtain
u®, he must obtain the values of d,; ,d4; and e,5 at the same time. Obviously, in

this case the probability is #
That is, the probability for the untrusted CS or attacker recovers some private data
form the scheme is at most #

Verifiability: We assume that the cloud server is controlled by a PPT attacker, which
will obtains all the information that the cloud server receives and computes. Let X be
the event of “CS can pass verification equations dg, - d33 = (dq1 - d41)" and eg, -
e,s = e,5’ and affect the correctness of u®”. When it comes to the first type of
dishonest behaviors described in soundness, the probability of X is Pr[X]=
(m?-a)
10m2!m2(m2-1)(m2-2)

dishonest behaviors described in soundness, the probability of X is Pr[X]=

for the PPT attacker. When it comes to the second type of

(m?-a) (m2?-4) .
TomZIm2(mE—1)(mZ—2) for the PPT attacker. o M- =2 When it comes to
the third type of dishonest behaviors described in soundness, the probability of X is

(m?-a)

PrIX]= oo Do 2) for the PPT attacker.

Let Y be the event of “attacker can forge results and successfully cheat user, and
the correctness of u® can be affected”. Thus the probability of Y is Pr(Y) <

2_
10m2|;2(:nz_?)!(m2_2). That is, the user can detect the incorrectness with probability
3(m2-4)! . e .
at least 1 — o (1) (22 We notice that the checkability is approximately

equal to one when the matrix size m is large enough.

Efficiency: In general, it takes roughly 1.5n MM to compute u® mod p by the
square-and-multiply method, where n is the bit of a. Also, Exp scheme takes O
(log?n) MM using the EBPV generator or O (1) using the table-lookup method, re-
spectively. Our scheme Exp requires 8 MM, 2 MInv and 2 invocation of Rand, and
our schemes only need to rent one untrusted cloud server. In addition, our schemes
don’t need any cryptographic assumptions.
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3.3 Comparison

We now compare our scheme Exp with the related schemes in [15] and [13]. In general, u®
can be computed by user with O (n) multiplications, where n is the bit lengths of exponent
a. Hohenberger and Lysyanskaya [15] firstly proposed secure outsourcing scheme for
variable base-variable exponent modular exponentiation by using two non- collusion un-
trusted cloud servers. In their scheme, the subroutine Rand was invocated many times, and
the user requires O(log?n) or O(1) MM using the EBPV generator or table-lookup method
respectively. The scheme had checkability with only 1/2. Chen et al. [13] proposed a new
secure outsourcing scheme for modular exponentiation by using two non-collusion cloud
servers. Their algorithm was superior in both efficiency and checkability than [15], but
their scheme had checkability with only 2/3. Then, a lot of scholars proposed secure out-
sourcing schemes for modular exponentiations [23, 32, 33].

Table 1. Comparison of other schemes vs our Exp

Scheme [15] [13].Exp Our Exp
MM 9 7 8
Minv 5 3 2
Invoke(Rand) 6 5 2
Matrix blinding No No Yes
support single CS No No Yes
Checkability 1/2 2/3 >1-—1/0(m)

We propose a secure outsourcing scheme for variable base-variable exponent exponen-
tiation by using single untrusted cloud server. The checkability of our Exp is greater than
1 — 1/0(m'*), and the checkability is approximately equal to one when the matrix size m
is large enough. Thus our scheme can improve the performance when compared with other
proposed schemes. In addition, we adopt the method of matrix blinding in our scheme Exp
to achieve privacy-preserving. Table 1 shows that our scheme Exp makes 2calls to Rand
plus 5 modular multiplications (MM) and 2 modular inverses (MInv) in order to compute
u® mod p. Other operations such as modular additions are omitted.

Meanwhile, our scheme can ensure the user’s private information and calculate the
correct result successfully, and the efficiency has an improvement advantage compared
with the previous schemes. According to the above comparison and analysis, we can see
that our scheme Exp indeed improves the performance and security.

4. Secure outsourcing scheme of simultaneous exponentiation

4.1 Outsourcing scheme of Sexp

In this section, we provide a secure outsourcing scheme for simultaneous exponentiation.
Let p, q be two large primes and g|p — 1. The inputs of Sexp are a,b € Z," and u;,u, €
Z,", such that u;9 = 1 mod p and u,? = 1 mod p. The output of Sexp is u, *u,? mod p.
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In this scheme, both of a, b and u,, u, are computationally blinded to CS. Here we will
also adopt the method of logical divisions which mentioned in [13, 15].

The detailed process of outsourcing scheme Sexp is described as below:

B

Input:
a€Zs,beZ; and
W €7, uy €7,
Output:
1y “u,® mod p
Preprocess:
geth = g%, get f = gF;
compute v; = uqy/h, vy =uy/h,
a=y;+e&andb =4y + 1y,
Compute:
compute ¢ = aa/f andd = ab/f ;
generate random numbers r € [1,10],
Y2r €2, Az 2y L K Ly, K
to satisfy ra =y, + £,,vb = A, + g,
rc=1l+kiandrd = I, + k.
Blinding:
put ¥1, €1, ¥2, €2, 41, 1, A2, iz into Matrix B=(b;),, 5
put ly, ky, 15, ko, ¢, d into Matrix C=(c;;),, s

B, C, vy, vy and f

> Compute:
D= (vlzij)mxm
E = (v2"")mum
D, Eand F _ ii :
< F = (fDmxms

Verify:
compute nq, Ny, N3, Ny (in Step 5);
checkny =n,", n, =n,",

n, =ng" and ng = ng'.

@ output “error”, if ng # n," orny # n,"
orn; # ng" orng #ng';

@ obtain u® = ny X ng X ny X Mg,

Fig. 4. Our scheme Sexp
Stepl. Run Rand

T firstly runs Rand twice to obtain two blinding pairs (o, g*) and (B, g).
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Then T expresses themas h = g*mod p and f = gP mod p .
Setp2. Logical division

U Uz = (V10 g (v - NP = v V1w F1g Y - vy g,

where v; =uy/h, v, =uy,/h, a=y; +g and b = A; + .

T computes ¢ and d to get the equations aa = fSc and ab = Bd, and then ran-
domly chosen a small number r (e.g. r € [1,10]), and randomly chosen eight numbers
Vo, €2, Az, Uz, 11, k1, 1y, ko, such that ra =y, + &5, vb =24, + uy, rc =1, + k; and
rd =1, + k,.

Step3. Blinding in matrix

T puts these numbers yq, &1, ¥2, €2, A1, U1, A2, 42 INtO @ matrix By, xm, (here we
suppose my =m, =m ) and ly, ky, I3, ko, ¢, d into @ matrix Cp,, xm, (here we sup-
pose m; = m, = m ) that obtained in step 1 and step 2. The fourteen numbers’ po-
sitions are determined by the user T. The positions of these numbers are T’s privacy
information that should not be known by CS.

Here we assume that
bi1 =v1,bas = A1, b3y = €,by1 = A3 ,C54 = C,bez = & ,b73 =
M1 ,bgs =z, Coz = d ,bys = V2, €36 = L1, Cs5 = k1, Co7 = L, €75 = ks, that

Sk ok k% ok k% *-
Ve % k% % % *-
E I T S S S 1 *
x ok ok x4 % *
* ok ok % ox % *
x g x k% % *
1 E I T S S S 1 *
x % % % *
2 Y2 *x *x x ¢ ki ox  x *
* %k ok k% *
B= C=|* * x * * * [ *
x g * k% % *
* ok ok % kg, ok % *
P *
E I T S S S 1 *
* ok ok ok * *
. ‘uz . * x d x  x  * % *
mxm
E I T S S S ¥ sl om

Then, T sends B, C, v,4, v, and f to CS.
Step4. Computation

After receiving these information, CS computes D = (v;?¥),xm » E =
(V229 xm @Nd F = (F69) mxam. (We can get the three matrixes according to formulas
described above)

Then, CS sends the calculation results D, Eand Fto T.

Step5. Verification

T computes ny = dqq - dsp , Ny = €35 * €73, N3 = dyg * dgz, Ny = €49 * €g5, N5 =
fs4:M6 = fo3, N7 = f36 * f55, Ng = fesg " [75 -
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Then, T verifies the correctness of the calculation results by judging the equations
ny=n;",n, =n,",n; =ng’,ng =ng". If not, T outputs “error” and aborts the
protocol. Otherwise, T computes u;“u,” = ny X ng X ny X ng.

4.2 Security Analysis

Our secure outsourcing scheme of Sexp is with high checkability and efficiency.
Theorem 2: Our scheme Sexp is secure and verifiable which support only single cloud
server.

Proof: The outsourcing scheme Sexp satisfies correctness, soundness, privacy, verifiability
and efficiency, which are proved as follows.

- Correctness: In our scheme, if the cloud server CS honestly implements the scheme,
the outputs that CS produces will be correct and accepted by the user T.

Since v; =u;/h, v, =uy/h, a=y,+¢& and b= +u;, , then n, =
v V1v,51 = v, % and n, = v,Mw,M = p,b.

According to ra =y, + &, we can know n; =v"2v,%2 = v,"*, therefore
ns = n,". Similarly, on the base of rb = 1, + p,, we can know n, = v,*2v,M2 =
v,"P, therefore n, = n,”

According to rc =1; +k;, we can know n, = fliff1 = ¢ therefore
n, = ns". Similarly, on the base of rd = I, + k,, we can know ng = flzfk2 =
7%, therefore ng = ng".

Since u;“u,? = (v - gN (W, - NP = v, V1w, E1 g vy, gt then
u; *u,? = ny X ng X ny, X ng establish as well.

It can be seen that verification equation will establish if the cloud server is honest.

- Soundness: The probability of these outputs returned by a dishonest cloud server can
pass the last step (verification) is almost negligible. The analysis process is similar to
the Theorem 1 in section 3.2. There are three types of dishonest behaviors. In the
first type, the CS may change the values in matrix B and matrix C. If CS wants to
pass verification equations in step 5, then CS needs to guess the right positions of
(V1) €1, V2, €2, A1, 1, Ao, tz) in matrix B, (14, kq, 15, ko, ¢, d) in matrix C and obtain
the value of r at the same time. In the second type, CS may change the values in
matrixes D, E, F and obtain the value of r at the same time. In other words, CS needs
to guess the right positions of (d;4, ds2, d4e, dg2) in Matrix D, (e,s, €73, €41, €gs) N
matrix E, (fs4, fo3, f36, fss» fes, f75) in matrix F and obtain the right value of r. The
probabilities that the cloud server dishonestly act can pass the verifications are

(m%-8)I(m?-6)! (m2-4)l,, (m2-6)! (m?-4)l,, (m?-6)! ]
oz Comzr ). Tromar aNd (570" e, respectively.

- Privacy: The proof of inputs and outputs is similar to the Theorem 1 in section 3.2.
The probability of the CS or attacker try to get some private data during executing
the outsourcing scheme is at most #

- Verifiability: We can analyze the verifiability of Sexp by using the same method as
described in the Theorem 1 in section 3.2. Let X be the event of “CS can pass the
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verification equations and affect the correctness of u; “u,®”. There are three types of
dishonest behaviors. When it comes to the first type of dishonest behaviors de-
scribed in soundness, the probability of X is Pr[X]= (ml_og()# for the PPT at-
tacker. When it comes to the second type of dishonest behaviors described in
soundness, the probability of X is Pr[X]= ((m 4')')2 (m 6) for the PPT attacker.
When it comes to the third type of dishonest behawors descrlbed in soundness, the
probability of X is Pr[X]= ((m 4')')2 (m 6) for the PPT attacker. The probability
(m?-8)I(m?-6)! (m?-4).,
10(m?2!1)2 ! m2! )

of three dishonest behaviors that CS may shows are
2_6)! 1
(m-0)t 5 (@B (o)

o2 o2 , respectively.
Let Y be the event of “attacker can forge results and successfully cheat user, and
(m?-8)!(m?-6)!
10(m?21)2

the correctness of u;%u,” can be affected”. The Pr(Y) <

((m2—4)!)2 (m2-6)!

— oz - The user can detect the incorrectness with probability at

(m?2-8)((m2-6)!  (m?-4)l,, (m?-6)
10(m?2!1)2 ( m2! ) 5m2!

- Efficiency: The proof of efficiency is similar to the Theorem 1 in section 3.2. Our
scheme Exp requires 17 MM, 4 Minv and 2 invocation of Rand, and our schemes
only need to rent one untrusted cloud server. In addition, our schemes don’t need any
cryptographic assumptions.

least 1 —

4.3 Comparison

Compared with [15] and [13], the weakness of our scheme Sexp is increased MM, but our
scheme only requires 4 Minv (we omit other operations such as modular additions) and 2
invocations of Rand. The comparison is listed in Table 2.

Table 2. Comparison of other schemes vs our Sexp

Scheme [15] [13].Sexp Our Sexp
MM 9 10 17
Minv 5 4 4
Invoke(Rand) 6 5 2
Matrix blinding No No Yes
support single CS No No Yes
Checkability 1/2 1/2 >1-1/0(m?®)

Our scheme is secure and efficient with a higher checkability by using only one un-
trusted cloud server. The two schemes proposed in [15] and [13] require two non-collusion
cloud servers. In a single-cloud server model, the checkability is greater than 1-1/0(m?®)
and it is approximately equal one when the matrix size m is a big number in our scheme
Sexp. We reduce the amount of cloud server in our scheme, and the less amount of cloud
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server the lower probability of collusion. In addition, we adopt the method of matrix
blinding in our scheme Sexp to achieve privacy-preserving.

5. Conclusion

In this paper, we propose two outsource-secure schemes of modular exponentiation by
using single untrusted cloud server. Compared with related schemes, our schemes are more
efficient in efficiency and checkability. The model of our schemes just deploys in one
untrusted cloud server and reduces the users’ local computation cost during the imple-
mentation process of computation. Moreover, our schemes are secure without any cryp-
tographic assumptions, and we also analyze and prove the efficiency and security of our
schemes. The analysis shows that our schemes are more efficient and practical. Secure
outsourcing of modular exponentiations is widely used the field of cryptography and we
will do more research on this field in future.
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