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A Detection Model using Labeling based on Inference and Unsupervised
Learning Method
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ABSTRACT

The Detection Model is the model to find the result of a certain purpose using artificial intelligent, data mining, infelligent algorithms
In Cyber Security, it usually uses to detect infrusion, malwares, cyber incident, and attacks efc. There are an amount of unlabeled data
that are collected in a real environment such as security data.  Since the most of data are not defined the class Iabels, it is difficult
to know type of data. Therefore, the label determination process is required to detect and analysis with accuracy. In this paper, we
proposed a KDFL(K-means and D-S Fusion based Labeling) method using D-S inference and k-means(unsupervised) algorithms fo decide
label of data records by fusion, and a detection model architecture using a proposed labeling method. A proposed method has
shown better performance on detection rate, accuracy, Fl-measure index than other methods. In addition, since it has shown the
improved results in error rate, we have verified good performance of our proposed method.

= keyword : Labeling, Detfection Model based on classification, Data Mining, Inference, Supervised/Unsupervised Learning, Security
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(Figure 1) An attack detection and analysis model
using KDFL
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(Figure 2) A flowchart of proposed labeling
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AgS 93 AE-E dolH Al anomaly detection
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AHSSEATE o] dlolH Al A3 siE do|EHE MIT
Lincoln LabollA] o]’d&A& As}7] 918) v] g+ LAN
o g2RY £ ¥4 9 4 diojEolth B2 DS A
T AEE vloly AeE g AMEEI e el
B Aotk ¢F 490719 H I =T A6, 4179 &
A(feature) &2 FAE Itk tIFE 10% HlolE A&
g&ate] AFE sy, B AFNAE 10% slelEHA
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Hlolele] Sef2 FaE= 34 39674370, 44 92,2787 <]

Positive), TN(True Negative), FP(False Positive), FN(False
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* TN: Normal data correctly classified as normal.

* TP: Anomalous data correctly classified as anomalous.
* FP: Normal data classified as anomalous.

* FN: Anomalous data classified as normal.

TP TP
P= (TP+ FP) R”= (TP+ FN) @
_ 2XPXR
Fl—measure= PR 8)

sl Bz A A" AA| A A QL:_ EL;(]%(DR.
Detection Rate), 23|48 (FAR:False Accept Rate) o) g
&, A “JHg(FRR.False Reject Rate)=288&-S =743}
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151
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A naive bayes 771 AA 5
Al A1-8-gk kdd tlolE Ale] Y& Ze
%3}04 naive bayes L2 #5F
A= ofef o 7ok 31’\/9\°i 3940217H HXE
2 100,000/ 9] HIZEE ARS-SFAT

G Dol et E A8 4 3E B kdd HelH Al
EHoH naive bayes ¥F7]= A& L= 0979, fl-measure A
£ 09871, BAEL 098052 AAH Q) A FollH $-

ﬁmﬁmb&ﬂoﬁ
_191_‘,:‘:“
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@A E U 285 Mg 2FE A7 b A
S 2 % gk webd g4 A2 M S H3
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4.4.1 F& : D-S #olE2 4% Zn

(Z 1) |2 kdd cup'99 HIo|E{Allof| Cist naive bayes
classifier M=
(Table 1) The naive bavyes classifier performance
using original kdd cup' 99 data set

AE A label + naive bayes

SHAA R value

P 0.9785
R 0.9958
Fl-measure 0.9871
Accuracy 0.9794
DR 0.9805
FRR 0.0215
FAR 0.0168

(# 2) D-S 0|2 el &7 7|8t EiX| M5 AFdnt
(Table 2) A result of detection performance based
on classification of D-S labeling

D-S labeling + naive bayes
ZAHAA R value
P 0.9391
R 0.8006
F1-measure 0.8644
Accuracy 0.7636
DR 0.9387
FRR 0.0608
FAR 0.9482

7gke] &7 71N ©A] A *‘ffé AHE b}EhHl Ak

A% AxE 2 9X&DR)> 09387 =4 Ul
om o w2} FRR, = Y9S- 006082 A VhERSE
ok Bi R FZo] obd Aol tigk gAlE 4ds] v &

£ 094825 E7 vghrh AA A FIEE 07636
o7 v ek @Eor 9A] AAdd HEa7]E
olftte A & USTh B A7 dolH Ale] A$
34 FU 27 vS gol £xHo] Jew, DS 7

Sk wgl £8 delHe) g 5 o ol
S ARE AW AL dole] Yt ol FEL 3
Svt gl Atk A ¥ & Qddth
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(I 3) k-means 202! WHo| &7 7|dt BIX| M5 AH
Znt
(Table 3) A result of detection performance based
on classification of k-means labeling

k-means labeling + naive bayes
ZAAE value
P 0.7063
R 1.0000
Fl-measure 0.8279
Accuracy 0.7644
DR 0.7060
FRR 0.2937
FAR 0.0001
4.4.2 H|mAt 85 ¢ k-means 2022 A&}

(£ 4) metsh= giHo| EF
(Table 4) A result of detection performance based
on classification of proposed method

= J|u} ERX| Als AlsiZen}

KDFL + naive bayes
ZAAR value

P 0.9779
R 0.9007
F1-measure 0.9378
Accuracy 0.9040
DR 0.9007
FRR 0.0993
FAR 0.0826

(% b) L12|5Y 45 g 21 vl

(Table 5) A comparison of label algorithms

performance

H WAL W Q] kemeans G B|FOE o85S AAS

AAE stF5to] naive bayes & 7INEeR HAE D ke zeirs KDFL
. - Labeling Labeling
& Axe 0}941 S} 2tk niR7IA 2 AA wleld Al
3 doles 2Ast, ?%PQ@\EE 39402171, HIZE Al _meilsure 0.86442 0.8279 0.9378
== 100, 0_007H“] As=s Felsiel B4 71 @A 4 Accuracy 07636 07644 0.9040
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