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A Study on the Clustering method for Analysis of Zeus Botnet Attack Types
in the Cloud Environment
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ABSTRACT

Recently, developments in the various fields of cloud computing technology has been utilized. Whereas the demand for cloud
computing services is increasing, security threats are also increasing in the cloud computing environments. Especially, in case when
the hosts interconnected in the cloud environments are infected and propagated through the attacks by malware. It can have an
effect on the resource of other hosts and other security threats such as personal information can be spreaded and data deletion.
Therefore, the study of malware analysis to respond these security threats has been proceeded actively. This paper proposes a type
of affack clustering method of Zeus botnet using the k-means clustering algorithm for malware analysis that occurs in the cloud
environments. By clustering the malicious activity by a type of the Zeus botnet occurred in the cloud environments. it is possible to
determine whether it is a malware or not. In the future, it sets a goal of responding to an aftack of the new type of Zeus botnet
that may occur in the cloud environments.
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= GET %422 933ty Bule 23 3k¥ configbin
@%%‘4’ A1l 200 OK2te 5 HAIAE g3k

>

tlo S UE

GET /zeus/config.bin HTTP/1.1

[TCP segment of a reassembled PDU]
49432 -+ 80 [ACK] Seq=276 Ack=1461 Win=65536 Len=@
[TCP segment of a reassembled PDU]
49432 -+ 88 [ACK] Seq=276 Ack=2921 Win=65536 Len=0
[TCP segment of a reassembled PDU]
49432 -+ 80 [ACK] Seq=276 Ack=5841 Win=65536 Len=@
[TCP segment of a reassembled PDU]
49432 -+ 88 [ACK] Seq=276 Ack=8761 Win=65536 Len=0
[TCP segment of a reassembled PDU]
49432 -+ 80 [ACK] Seq=276 Ack=17521 Win=65536 Len=0

(22l 2) Config.bin mlo| @&z} SE+ Tzl
(Figure 2) Request and response of config.bin
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88 - 49437 [ACK] Seq=1 Ack-68
HTTP/1.1 208 0K (text/html)
49437 » 88 [ACK] Seq=683 Ack=

POST /zeus/gate.php HTTP/1.1

HTTP/1.1 208 OK
(3% 3) gate.php Tfe| @Fn S
(Figure 3) Request and response of gate.php

(text/html)

gate.php A& 418§, 200 OK

(E 1) MRA Rulo| 24 gy =2

(Table 1) Type of Zeus botnet attack scripts

config.bin

200 OK

gate.php

200 OK

gate.php

200 OK

(O3 4) Rt xo| 7| 4 1ty
(Figure 4) Initial communication pattern
2.1.2 Mex Ul 34 K
A2 FYE (F DI 2o] g ¥
2ol e AUoIEST Re) o F %
Qe R 8 AE )5 5 £ 4 900

No Type Description
1 user_flashplayer_get gets the Flash player data form a user’s system
. steals passwords from FlashFXP, total commander,ws_ftp fileZilla, FAR2, winscp,
2 user_ftpclients_get ftp_corrﬁmnder, coreFTP and smartftp ffP
3 user_homepage_set set the browser’s home page to desired URL
4 user_url_unblock restore access to an attacker-desired URL
5 user_url_block disable access to an attacker-desired URL
6 user_certs_remove removes certificate
7 user_certs_get steal digital certificates
8 user_cookies_remove delete browser cookies
9 user_cookies_get upload cookies
10 user_execute download and execute a file
11 user_logoff log off user
12 bot_bc_remove Removes a back door connection
13 bot be add initiatg badf door by back-connecting to a server and allow arbitrary command
- = execution via the command shell
download and update bot config (sets in registry as well),
14 bot_update download and efecute new botgin(staller By :
15 bot_uninstall remove bot altogether
16 0s_reboot reboot the computers
17 0s_shutdown shut down the computer

sl php Jdoln] @A w2t o]Fo] Wk F

et QlE{Hl HEstE| (18219)
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3.1 Higk 71Y AlL2|2

Step 4.
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(Figure 5) Proposal scenario

Step 2.

FEE 3 R BuldA A" BE SeeE
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A& 7FsA T2 A$-2 Bule] EYS HAA

=3

Step 3.

Byl AEE 7d(Control panel)ol X ~AHE A
E(Script command)& ©]-&% 34 WHS WA =W
S B39 AEE JAEEAE 3
EYE BAYANIIA HIL olg g EHIES 535

tlo]8 Al(Data set)S A skt

A2 Bl 34 F32 22837 o] o8 ¥4 &
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(Table 2) Three kinds of Zeus Attack

No. Type Description
1 | os_shutdown Shutdown
computer

Set homepage [url] for
Internet Explorer
Upload cookies

2 | user_homepage_set

3 | user_cookies_get
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config.bin

200 0K

gatephp Initial o
communication

Equivalent data length

After the Initial

gate.php communication
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(Figure 6) The length of the equivalent response
packet data of gate.php file after
initial communication
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(Figure 8) Proposal flowchart
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(Table 3) Experiment environments

No. Function Description
1 openstack kilo
2 botnet environment VMware
zeus builder
3 malware 2089
4 packet capture wireshark
5 algorithm Python 2.7
6 clustering R
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(Table 4) Dataset for k-means clustering

Attack Type 1 2 3 4 5 6 7 8 9 10
length | 400 | 400 | 400 | 400 | 400 | 400 | 400 | 400 | 400 | 400
shutdown "
php n 4 4 4 4 n 4 4 4 4
. length | 431 | 4B | 431 | 431 | 4% | 43 | 42 | 41 | 81 | 3
OMEPAEE T php 4 4 4 4 4 4 4 4 4 4
N length 405 | 405 | 405 | 405 | 405 | 405 | 405 | 405 | 405
cookie * php 5 5 5 5 5 5 5 5 5 5

2}4] 429~431bytes, user_cookies_get 3-2]
o] delE 7K (& 10)% 2tk

webx FAREEA wet o S 7 HolE ol
£ 7Hth

%2 405bytes

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

696 POST /zeus/gate.php HTTP/1.1
HTTP/l.l 200 0K (text/html)
696 POST /zeus/gate.php HTTP/1.1
p23JrrP/1.1 200 0K (text/html)

676 POST /zeus/gate.php HTTP/1.1
TTP/1.1 200 OK (text/html)

(3% 10) Ml 7FX| ZZof| Chet SE TH2l Ho|E{<| Zo| H]w

(Figure 10) length comparison of the response
packet data according to the each three
attack type
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(Figure 11) Result of clustering
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(Table 6) Comparison with existing study

- H.Binsalleeh et al. Ours
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Method | Payload decryption arlysis
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