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ABSTRACT

Wireless Body Area Networks is an environment that provides an appropriate service remotely by collecting user’s
biometric information. With the growing importance of sensor, WBAN also attracts extensive attention. Since WBAN
is representatively used in the medical field, it can be directly related to the patient’s life. Hence security is very
important in WBAN. Mutual authentication between the client and the application provider is essential. And efficiency
is also important because a used device is limited to computation cost. In this reason, ID-based anonymous
authentication scheme in WBAN has been intensively studied. We show that the recent research result of Wu et al.
which is about the 1D-based anonymous authentication scheme is vulnerable to impersonation attack. And we propose
a new ID-based anonymous authentication scheme that is secure against the attacks discovered in the existing schemes.
Compared to the existing schemes, the computation cost of our scheme is improved by 30.6% and 7.3%.

FIUE : 5 AR ol UEA, oA, e AF, 91

Key word : Wireless Body Area Networks, Anonymity, Mutual Authentication, Impersonation Attack

ol

2

Received 10 November 2016, Revised 10 November 2016, Accepted 26 November 2016
* Corresponding Author Dong Hoon Lee(E-mail:donghlee@korea.ac.kr, Tel:+82-2-3290-4997)
Graduate School of Information Security, Korea University, Seoul 02841, Korea

http://doi.org/10.6109/jkiice.2017.21.2.322 print ISSN: 2234-4772 online ISSN: 2288-4165

@This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License(http://creativecommons.org/li-censes/
by-nc/3.0/) which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.
Copyright © The Korea Institute of Information and Communication Engineering.



I.M E

WBAN(Wireless Body Area Networks)2 AREZ}-9]
AA o] A2 AAE Foll = A RS ARjS
AlSARAA AstaL, Au|2 AlSA = ARGALIA] A
Azt ® APZE ABIAE AlFdhe BEE Uith
1996 Zimmermano| #-2< 2 WBAN 3732 A5t
o] &[1], A e Fasdol HAF F2EHA WBANC]
gt A7F A 7EA] 2rdshA JgE A QioH2]. 19
12 WBAN-Z =413} 7 o] Tt

o L
P
M

Body Area Network Controller Node

Internet

Application Provider

Fig. 1 Wireless Body Area Networks
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WBAN
Client AP
select random 7¢ € Zg ’
g =e(P,P) O—C.P:K(7+h0 °
Rc=g'°c
Kc=1c-P

Ve =1¢* (Qum + h(IDgp) - P)
hq = hi(ID¢, We, R, Ve)

oc =71c+ac-hy,modq

Authg = Eg (D¢, Te, ¢, Ke, W)

M, = {V, Authe, T}

check T¢

Re = e(Sap, Ve)

(ID, Te, 0¢, K, We) = Dy (Authc)

ha = hy(ID¢, We, Rl’,‘rVL‘)

hy, = hy(IDc, We)

checkog P = K¢ + hy - (We + Quu - hp)
select random 1p € Zg

Rap = g"4°

Lap = (Rp)"4#

Authyp = h3(Te | Re | Rap | Lap || Tap Il 0¢)
skap = ha(Te | Re Il Rap | Lap Il T4p)

M, = {Tap, Authyp, Rgp}
check Tsp
Le = (Rap)"e
check Authap = hs(T¢ Il Re Il Rap Il L Il Tap Il 6¢)
Skap = ha(Tc | Rg | Rap Il Lap Il Tap)

Fig. 3 Wu et al. authentication protocol
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Attacker AP

select random 1¢, o¢ € Zg

g=e(P,P)
Re=g'c
We=rc-P

Ve =1 (Qum + h(IDgp) - P)

hq = hy(IDc, We, Re, Ve)

By = s (1D We)

Ko =~hg-Wc—hghy-Quy +oc-P
Authg = Eg (ID¢, T¢, o¢, K¢, W)

My = {Vc, Authe, T}

check T¢
R = e(Sap, Vc)

—e|———
SNM+h(1DAp)

=e (m <Py (s + h(IDap)) ~P))
=e(P,1c-P)
(UDe, T, 0, Ke, We) = Dy (Authe)
hg = hi(IDg, We, Re, Ve), hyy = hp(IDg, We)
check o¢ - P = K¢ + hy - (We + Qs - hp)
= Zhg Wg—ha-hy - Quy + 0+ P+ hly - We +
ha - Qum - iy
=oc-P
select random 74p € Zg

P,1c - (Qum + h(IDap) - P))

Rap = g™

Lap = (Rp)™P
Authgp = h3(Te | Re Il Rap Il Lap | Tap Il 0¢)
skap = ha(Tc | RG | Rap Il Lap Il Tap)

My = {Typ, Authup, Rap}
check Typ
Le = (Rap)™®
check Authyp = h3(T¢ Il Rg | Rgp Il Lg | Typ Il o¢)
skap = ha(Tc | Re | Rap Il Lap Il Tap)

Fig. 4 Wu et al. scheme impersonation attack
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{te- X, Y, Auth o} 5 53,

2) AP= {t, X, Y, Auth}& A8 WA ¢.7)
FagHA itk to7F FasHA] gk &
e, gEalhE K = z(e(Y’P“‘”) )% At

e(SApX)

Auth & B3331aL (Do tollz o Pyy)S dith
Qc= h1([DC)% Al4kstar e(PA:w X): e(f * Py P)
(QupX) * e(Qor + Py)7t WHE3}
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o, WS oo e yeZ, S AEHA
Auth p=hy(ID N IDpl tol typll @ o Pyy)oF AR
71 sk=hy(IDc | IDpll toll typlly « X)E ARG
thit,s A A7) oiAetez AP {t,, Auth,p

y » P}E ColA HE3ic.
3) CE {typ Authpy » P}E A WA t 7}

fagA gdth 7k fREE Auth,p=
hy(ID N IDypll toll typll 2o Py )& WHESH=A] B

st wrEHThE A4

tolltplly « X) 5 ARk

sk=h,(ID, |l D,

WBAN
Client

select random x € Z;
Qap = hy(IDyp)

X=xP

Y'=x-(Qap+Sc)

k= hy(e(Sc, Pum)™)

Authg = Ex(ID¢ Il t¢ Il x - Pypy)

{tc, XY, Authc}

check t¢
e(Y, P,
(i)
e(Sap, X)
— (E(X'QAP+X'SCr5NM'P))
2\ e(snm-Qapx-P)
= hz(e(x'sc.SNM N P))
(ID¢ Il tg Il x - Pypg) = Dyr (Authe)
Q¢ = hy(ID)
check e(Pyy, X) = e(x * Pyy, P)
check e(Y, P) = e(Qap, X) - €(Qc, X - Pypr)
select random y € Zg
Authgp = h3(IDc | 1Dap l tc Il Egp Il y - P Il X+ Pypy)
sk =hy(IDc | IDgp Nl tc N tap Iy - X)

{tap, Authyp,y - P}

check t4p
check Authap = h3(ID¢ Il IDap Il tc Il tap Il X - Pypy)
sk = hy(IDg | IDgp Il t Il tap I x -y - P)

Fig. 5 Proposed authentication protocol
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Fig. 6 Computation cost comparison
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