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ABSTRACT

With the popularization of smart phones and the development of the Internet, many people use smart phones to
conduct identity verification procedures. smart phones are easier and faster to authenticate than personal desktop
computers. However, as Internet hacking technology and malicious code distribution technology rapidly evolve and
attack types become more diverse, authentication methods suitable for mobile environment are required. As
authentication methods, there are methods such as possessive-based authentication, knowledge-based authentication,
biometric-based authentication, pattern-based authentication, and multi-element authentication. In this paper, we
propose a user authentication mechanism that uses collected information as authentication factor using smart phone.
Using the proposed authentication mechanism, it is possible to use the smart phone information and environment
information of the user as a hidden authentication factor, so that the authentication process can be performed without
being exposed to others. We implemented the user authentication system using the proposed authentication mechanism
and evaluated the effectiveness based on applicability, convenience, and security.
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