The Journal of The Institute of Internet, Broadcasting and Communication (IIBC)
Vol. 17, No. 1, pp.13—18, Feb. 28, 2017. pISSN 2289-0238, elSSN 2289-0246

https://doi.org/10.7236/J1IBC.2017.17.1.13
JIIBC 2017-1-2

Hltle FEEE 1% o9 Hoide] 4ET LEnle}

Complemented Maximum-Length Cellular Automata Applied on Video
Encryption
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Abstract With the advancement of internet technology, the importance of data protection is gaining more attention.
As a possible data protection solution,
maximum-length cellular automata (C-MLCA). The first step for encryption is to use 90/150 CA rule to generate a
transition matrix T of a C-MLCA state followed by a 2D C-MLCA basis image. Then, we divide the video into
multiple frames. Once, we perform exclusive-OR operation with the split frames and the 2D basis image, the final

we propose a novel video encryption method using complemented

encrypted video can be obtained. By altering values of pixel, the fundamental information in visualizing image
data, the proposed method provides improved security. Moreover, we carry out some computational experiments to

further evaluate our method where the results confirm its feasibility.
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in storage of data” . Our novel video encryption

| . INTRODUCTION

approach is one possible way to ensure the video files’

With the rapid development of Internet, the usage of
video files has become more frequent. It is important
to protect the privacy of the authorized users in

communication and to guarantee the legal data access

security.
For video encryption, there have been a lot of
research and methods. Encryption scheme based on

secret Keys is intensively used in modern security
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systems to ensure data integrity. Pareek proposed an
encryption scheme using the chaotic logistic map W and
Tong used XOR operation and new chaotic function to

5
generate a random number Sequencel !

To improve
encryption security, some researchers try to use
complex key structures such as double random phase

chaotic sequence Kkeys; however, the

[6-9]

keys and
encryption is usually not robust . Moreover, it is
likely to impose a heavy burden on the practical
encryption system when a large amount of hologram
data processing is required. Of course, there exist other
encryption methods used. GC Langelaar proposed the
DCT method applied to encodjngUOJ.

encryption and decryption processes are still slow and

Nonetheless,

complicated.

Some researchers proposed Zig-Zag permutation ]
applied to video encryption; however, this algorithm
cannot withstand the known-plaintext attack. Zeng and
Lei ™ also proposed the selective encryption DWT
which only encrypt a subset of the data. The method
can reduce the amount of data to encrypt while
preserving a sufficient level of security.

Cellular automata (CA) have been of theoretical
interest since the pioneering work of Von Neumann in
1940s. CA are dynamical systems in which space and
time are discrete. Pseudorandom number generation by
CA has been an active field, including Monte Carlo
techniques,
optimization methods. With the advent of massively

parallel scientific computation, the parallel generation of

Brownian dynamics, and stochastic

pseudorandom numbers appeared, as measured by
appropriate statistical tests. Moreover, when very long
sequences of random numbers are needed, CA provides
a good solution to this problem as it allows to rapidly
produce high—-quality random-number streams.

We propose a novel video encryption method using
complemented maximum-length cellular automata
(C-MLCA). In this scheme, we first generate 2D
C-MLCA basis image by 90/150 CA rules. Then we
divide the video into multiple frames. The following
step is to select all frames and to do the XOR

operations with 2D basis image. In the decryption
process, all the encrypted images do same XOR
operation with 2D basis image. Then we obtain the
decrypted frames. Owing to the large dimension of the
CA key space, the proposed scheme can provide high

security.

[1. ENCRYPTION APPROACH BASED ON
COMPLEMENTED  MAXIMUMHLENGTH
CELLULAR AUTOMATA

Decrygricn

| Divided into "o Original Frames

Original Video
file frames

State Transition | |
Matrix T Create
Wifram Rule

a3 1.
Fig. 1.

C-MLC
Encryption Frames.
Basis
- .| Image
Complemented
Wector F

IS3l WHo| SEX
he flow chart of encryption algorithm

State Transition
Graph Create

The encryption process of proposed scheme is
shown in Fig.l. which consists of five steps of
operations:

Step 1. By using transition matrix T of 90/150 CA
rule, the C-MLCA encryption image is generated. This
basic image is our encryption key.

Step 2. The video file to be encrypted is
decomposed into individual frames. In this way, we can
make the corresponding operation for each frame.

Step 3. Do the XOR operation with the basic image
and frames. The obtained image after the operation is
the result of finalized encryption.

Step 4. The operation here is decryption. Do an
XOR operation on the encrypted image.

Step 5. Recombine all the decryption frames. We
can get the original file.

CA are dynamical systems U540 which space and
time are discrete. And the CA evolution is expressible

in the form:
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@i(t+1) :F[aiﬂ(t)vai(t)vatﬂ(t)] (1)

If f(x) represents the state of the CA at the ¢

instant of time, the next state is by transition equation:
fro (@) = Tx f (x) 2)
The global state appearing after the m!™ iteration is
from(@)=T"x f,(x) 3

To derive its next state, a CA employs on XOR
logic.

T is called the state-transition matrix, a state s0 is
called a cycle state if there exists an inter p such that

S, = T"x S, )

The smallest integer p that satisfies Eq.4 is called
cycle length of the CA. If length of an n-cell CA is
2"—1,t will be called Maximum Length Cellular
Automata "™ Here is the example of the concept that
we introduced:

11 00
1110
01 01
0011

ofolofolololo
o¥ofolofotoso

Characteristic polynomial of T is z*+2z*+1 and
the lowest value k for this polynomial dividing z* +1
is 20 —1.

The complemented CA evolution is expressible in

the form:

ml(tﬂ):f[zz:—l(t)wz:(t)vziﬂ(t)] ® Fx) ®)

We consider a three-site neighborhood, dual-state,
one dimension CA. f is a Boolean function where it
defines the rule, F is complemented vector and &
devotes exclusive-OR logic.

Here the CA rules about i'" cell state at time t+1
where @ denotes XOR operation:

Rule 90:
i(t+1) — (If—l(t) @(Iiﬂ(t) (6)
Rule 150:
q(t+1)=q_,(t) ®q(t) Dy, (1) @]

And here is the detail about rule 90/150:
Neighborhood state:
111 110 101 100 011 010 001 000
nextstatiee 0 1 0 1 1 0 1 0
(Rule 90)
nextstatiee 10 O 1 0 1 1 0
(Rule 150)

[ll. SIMULATION RESULTS AND
DISSCUSION

In this encryption scheme, a raw video file is used
(30 frames/s). We divided the video into separate
frames. We use the famous image Lena as an example

and the frames are presented in Fig.2.

a3 2. A = (a), T H =2 (b), M H| =
Y (c)

Fig. 2. The first frame (a), second frame (b) and
third frame(c)
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In our scheme, we encrypted the frames based on
C-MLCA. First of all, we need the key of encryption
and generated basis images. The linear MLCA and
C-MLCA basis images are as following:

(a) (b)

a2 3. 2D 7|N EA
Fig. 3. 2D basis images

Fig.3 (a) and (b) show the MLCA basis image and
the C-MLCA basis
respectively. By using the MLCA basis image, we can

image with 256x256pixels,

obtain the encrypted images as following:

J2 4. MLCAE 0|28 A4535| g
Fig. 4. Encrypted images by using MLCA.

However, from the results of Fig.4, we can see that
the profile of image can still be recognized from the
encrypted image. While every pixel in Fig4 has been
encrypted, the pixel that was the same in the original
image are the same in the MLCA-encrypted version.
Obviously, this
applications. So we provide a better way to encrypt it
for protecting the data.

is not very safe for practical

33 5. C-MLCAE 0|85t Y535t i
Fig. 5. Encryption images by using C-MLCA.

To address the problem, we introduce the C-
MLCA. Fig.5 shows the encrypted image based on the
proposed method, the qualities of the encrypted images
have obviously improved. By doing so, we can achieve
the purpose of encryption.

The benefit of C-MLCA Mode is that identical
plaintext will not yield identical ciphertext. This is
dramatically illustrated by comparing sample images
encrypted using MLCA mode which appear in Fig.4
with the images encrypted in C-MLCA mode which
appear in Fig. 5. Then, we can achieve the purpose of
encryption. When you lock a door, you must know how
to open it. Fig.6 shows the decrypted images of the
proposed scheme. As the decryption is implemented
using XOR operation, the pixels of original and

decrypted frames are the same.

a2l 6. 2531FE I
Fig. 6. Decrypted images

IV. ESTIMATE PARAMETERS

To evaluate the decryption quality of the proposed
scheme, we introduce two parameters to provide
completed of information of the pixels distribution
respect to the original image. The bit correct ratio
(BCR) and peak signal to noise ratio (PSNR) are
introduced. The BCR and PSNR in a high value
correspond to a great similarly between the decrypted
image and the original image. Meanwhile, the BCR and
PSNR in a low value indicate the dissimilarly between
the decrypted image and the original image.

2552
PSNR = 10logyp | ——

MSE ®)
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Table 1. Estimate Parameters

Parameter MLCA C-MLCA
PSNR(dB) 12.356 11.357
BCR(%) 0.1593 0.0143

As can be seen from the data in the table 1, the
experimental results are satisfactory. The typical BCR
value of the proposed C-MLCA scheme obtained as
0.0143% and PSNR value is recorded as 11.357dB. The
BCR and PSNR wvalues of the conventional
MLCA-based method are recorded as 0.1593% and
12.356dB, respectively. Analysis the results, the BCR
and PSNR of the proposed scheme has improved
compared with the conventional MLCA-based method.

A C-MLCA encryption system provides a high
degree of security because of the 2D key space, CA
gateway values, the rule, cell numbers, boundary
conditions, etc.

H 2. ¢sst A2t
Table 2. Encryption time values

Time required per

Video length o

Encryption time

158 20s 0.0444s

Table 2 shows the time values for the encryption. It
takes a short amount of time to implement the process.
Moreover, the key space is very wide. So we can

achieve a relatively high security.

V. CONCLUSION

In this paper, a novel video encryption method using
C-MLCA is proposed. The first step for encryption is

to use 90/150 CA rule to generate a transition matrix
T of a C-MLCA state followed by a 2D C-MLCA
basis image. Then, we divide the video into multiple
frames. Once, we perform exclusive-OR operation with
the split frames and the 2D basis image, the final
encrypted video can be obtained. By altering values of
pixel, the fundamental information in visualizing image
data, the proposed method provides improved security.
carry  out
experiments to further evaluate our method where the

Moreover, we some computational
results confirm its feasibility.

The feasibility of the method has been verified as
the images provide high quality and are free of data
loss. The experiments show that this encryption
method provides greatly improved encryption speed

and security.
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