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Study for Android Smartphone’s Gallery Thumbnail Forensic Analysis
Daeho Yun' - Sang Jin Lee™

ABSTRACT

Thumbnail, the small sized graphic file such as JPEG or GIF, serves to help the users to be recognized as a rapidly helps to make
it easier recognize while browsing the large sized graphic file. Gallery application, which is installed in a later version of the
44.x(Kitkat) Android smartphone records the generated time of graphic file in thumbnail metadata. Thumbnail can be used to draw up
the timeline of user action about user's action such as creation, modification, deletion with original graphic file analysis. Also, take
advantage of the features thumbnails are stored sequentially in a single thumbcache file, even if the thumbcache is deleted, we can
restore the thumbnails. This paper illustrates the feature of thumbnail created by Android OS basic gallery app and methods for
utilization in digital forensics.
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Table 1. Path and Content of Thumbcache
Model Andrp 1 Path Content
Version
SM-G930 (Galaxy S7) 60.1 " imgcache
* micro
+ mini
SAMSUNG SM-N920 (Galaxy Note5) 601 /sdcard/emulated/Android/data/ - nano
. 50.1 com.sec.android.gallery3d/cache/ -
SHV-E330 (Galaxy S4) * imgcache
442 - imgcacheMicro
SM-N900 (Galaxy Note3) 442 - imgcacheMini
- imgcache
LG-F460 (LG G3) 6.0.1 - imgcache_screen
LG /sdcard/emulated/Android/data/ _smallimgcache
LG-F320 (LG G2) 501 com.android.gallery3d/cache/
442 - imgcache
LG-F240 (LG GPro) 442
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Table 2. Thumbnail Resolution

9

Identifier
Model
0x31 0x32 0x33
SM-N920
2 (Galaxy Note5) 960x540 | 474x267 175%x98
M SHV-E330
S (Galaxy S4) 640360 480%270 72X72
U
N SM-N900
G | (Galaxy Notey) | 0400360 | 3200240 ) 120120
LG-F460
LG G3) 640x454 | 219x219 | 1920x1080
L LG-F320
G LG G2) 640x360 | 144x144 | 1920x1080
LG-F240
(LG GPro) 640x360 | 200200 | 1920x1080

960 X 540

Original image
[T wava b RNty

474 X 267

175 X 98

Fig. 1. Extracted thumbnail by block size (4KB)
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Table 3. Structure of .0 Thumbcache
Name Offset Size Description
Header 0x0~0x3 4byte 0x10 8 24 BD
Index 0x4~0xB 8byte Index of thumbnail
CRC 0xC~0xF 4byte CRC of thumbnail
Thumbnail Start offset 0x10~0x13 4byte Start offset
description Thumbnail size 0x14~0x17 4byte Size of thumbnail
Thumbnail metadata 0x18~ variable Thumbnail count, resolution identifier and
created time of original graphic file.
Thumbnail Thumbnail header 4byte 0xFF D8 FF EO
content Thumbnail footer 2byte 0xFF D9
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00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

00 00 2F 00 &C 00 &F 00 &3 00 &1 00 &C 00 2F 00
69 00 6D 00 &1 00 &7 00 &5 00 2F 00 69 00 74 00 i
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2B 00 2F 00'73 00 74 00 &F 00 72 00 61 00 &7 00|
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2E 00 64 00 70 00 &7 00]23 00 31 00 34 00 36 00 |..3.p.
38 00 32 00 30 00 32 00 33 00 35 00 38 00 38 00 ¢
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01 00 00 01 00 01 00 OO0 FF DB 00 43 00 03 02 02

Fig. 2. Thumbnail of LG Smartphone

Table 4. Thumbnail Metadata

Model Version Metadata
] SM-GI30
Z (Galaxy 7) 6.0.1 /local/image/item/count
SM-N920 o +Unix Time(Dec)+identifier
I\S{I (Galaxy Noteb)
i,T SHV-E330 5.0.1
N (Galaxy S4) 442 /local/image/item/count
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442
(Galaxy Note3)
LG-F460 6,00
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Table 5. Structure of .idx

Name Offset Size Description
Header 0x0~0x3 4byte 0x30 30 27 B3
Max .idx amount 0x4~0x7 4byte Maximum index amount
Max thumcache size 0x8~0xB 4byte Maximum size of thumbcache
Meta—data Active thumbCache 0xC~0xF 4byte Referencing thumbcache
Thumbnail count 0x10~0x13 4byte Thumbnail amount
Thumbcache size 0x14~0x17 4byte Thumbcache’s current size
CRC 0x1C~0x1F 4byte CRC of thumbcache .idx
Index thumbnail index 8byte Index of thumbnail
Thumbnail offset 4byte Logical offset of thumbnail
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Table 6. Condition of Experiment

No. User action
1-1 | take 10 pictures
\#1‘ 1-2 | take 1 picture and preview the picture
Create
1-3 | download 3 graphic files from internet
2-1 | execute gallery app
2-2 | enter ‘Camera’ folder
2-3 | reduce previewed thumbnails
2-4 | preview 200 graphic files
2-5 | open 1 graphic file
#2. N .
Exectte 2-6 | open 5 graphic files
2-7 | edit 1 graphic file and save
2-8 | use slideshow function
2-9 | open graphic file from sdcard
2-10 | copy graphic file to another folder
2-11 | move graphic file to another folder
3-1 | delete 1 graphic file in gallery app
delete 1 folder including graphic files in
#3. 32 .
gallery app:
Delete — - -
3-3 | delete 1 graphic file using file explorer app
3-4 | delete previewed graphic file using camera app
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Table 7. Result of Experiment
( O : generated, x : not generated )
SAMSUNG LG
No. Gallaxy Note 5 (SM-N920) Gallaxy S4 (SHV-330) LG G3 (LG F400)
6.0.1 442 442
" 1-1 X @) x
Crez.tte 172 © © ©
1-3 X X X
2-1 O(1 thumbnail per folder) O(1 thumbnail per folder) O(1 thumbnail per folder)
2-2 0(0x32 Size) O(0x32 Size) O(0x32 Size)
2-3 0(0x33 Size) O(0x33 Size) x
2-4 ) 0 o]
2-5 created 3 thumbnails created 7 thumbnails created 1 thumbnail
Exiiute 2-6 plus 4 thumbnails plus 2 thumbnails plus 4 thumbnails
2-7 O(result graphic file) O(result graphic file) O(result graphic file)
2-8 x x x
2-9 @) O (@]
2-10 ) 0 0
2-11 o) 0 0
3-1 no change no change no change
#3. 3-2 no change no change no change
Delete 3-3 no change no change no change
3-4 no change no change no change
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Fig. 3. Initial Screen of Gallery App
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Table 8. Result of Thumbnail Carving

Vier Origin thumbnail Extracted thumbnail
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Name ° - Counter : 1027
> Lot
e 0x32 * Resolution - 180 x 320
[ 100_0x32jpg
1017_0x32jpg « File Size : 20.41 KB(20901 Byte)
[& 1018.0x32jpg
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Yoo o - Physical Offset(Raw Image Only)
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Fig. 7. Thumbnail Carver
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12 10 3217 32 180=320 14.88 KB(1201505iUnknown 537E+08 1611967 0
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