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ABSTRACT

The influence of the data deletion method which is one of anti-forensic techniques is substantial in terms of forensic analysis

compared to its simplicity of the act. In academic world, recovery techniques on deleted files have been continuously studied in
response to the data deletion method and representatively, the file system-based file recovery technique and file format based recovery
technique exist. If there’s metadata of deleted file in file system, the file can be easily recovered by using it, but if there’s no
metadata, the file is recovered by using the signature-based carving technique or the file format based recovery technique has to be
applied. At this time, in the file format based recovery technique, the file structure analysis and possible recovery technique should be

provided. This paper proposes the page recovery technique on deleted PDF file based on the structural characteristics of PDF file.

This technique uses the tag value of page object which constitutes one page of PDF file. Object is extracted by utilizing each tag

value as a

kind of signature and by analyzing extracted object, the metadata of PDF file is recombined and then it's reconfigured page

by page. Recovering by page means that even if deleted PDF file is damaged, even some pages consisting of PDF file can be
recovered. Generally, if the file system based file is not recoverable, deleted file is recovered by applying the signature based carving
technique. The technique which we proposed in this paper can recover PDF files that are damaged. In the digital forensic perspective,

it can be utilized to recover more data than previously.
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