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Process of Collection for a Removable Storage Device Image
Using a Software
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ABSTRACT

As the prevalence of removable device, critical intelligences are often stored in the removable device. For that reason, in seizure

and search, the removable device became a important evidence of while it could be has a salient key for prove a crime. When we

acquired a removable device for proof, we image it by a imaging device or software with a write protection. However, these are

high-priced exclusive equipments and sometimes it could be out of order. In addition, we found that some secure USB and inbuilt

vaccine USB are failed to connect to the imaging device. Therefore, in this paper, we provide a suitable digital evidence collection

procedure for real.
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4

11:1

EglolE ol &

ok

~+

(=) .
T

[=ny
=
o

Fo

ole4 AZwAZE de]l Bag mt T3 ArIt ofsA AgAldl BaE= Ae7h gokAal dnh webA Al Ma T

oA ol54 A% wAl EAL ThsAe] AAL or g5

!

B AGHAS AR Y5 4 =] 7wt onH
g Ak o7l Anle] A w7kl ek ofuzh @Al A
E3) 918 A3k wok USB %2 WAl USBe| 49 st=9o]

Solh wepd B ErelA

mlo >

1,

7|¥E : O|SAIMEIA, Ol0j&, HtUSB, AJ|WX| &R, 0|0/

1.M B

ol

offt
>

| A dE 3R 297 ol Agas
#0554 AguA F USBE 2907 ol Aol
AZHAAE §3F vl o] Azt

132 gt AT 98Re deE d A
% USBE Ausln s 0
4 AR AT F QA Ak

> (o’
P 2 =
g o XN o “T
ol ox
mlo
ol'

il

gr
o

o]

>

§% oo rlo Hr T

o
N

_,4
o _EL

Oh’I OFO

t 3 9 neostn Aunsosd Aun et 44
o) 3] ey
T g nEdigtn AR sostd ae
Manuscript Received : June 15, 2016
First Revision : August 2, 2016
Second Revision : August 30, 2016
Third Revision : October 24, 2016
Accepted : October 25, 2016
# Corresponding Author : Sang Jin Lee(sangjin@korea.ac.kr)

=
0z

M

RN ol T A% WA=

X
=
T
%
N
I
)
X
N
Y
i
il
offl
s
2
4
=
>
1 u

ol 54 AguAl oA 47 AR

++ T
Lol & 7

N

mw] Falok & digel sl o

Jloi H oju A —1‘

> [”n]
=
)
ol
ot
&9
i)
o
e
mﬁé > 2
[T ]

AAe] olsA AAel st vA" 7 FHAAE At

RorE
o,
it offt
>
N
o3
2
2
o,
@ ot
=)
o
(o
fu
rO
)
£
S
>
hat
!
e

o >z
(o3
_E?EE
oo
_|>;}'EO§=_I
H:(OFI-H
ﬂJlNW._}L
o% >
RS
L2
2o
Ho o
gh
& i
2 @
o f
=

o

)
ol
o

| A A el A Kl 7]

i oo 2
N

o= o = =
)
gl ‘o
3
%o
aln off
o >

o
ol
o
o2
o
i{
£ Y
B ofr I

o
b o o

=

=)

>

L]

Lo

o

e

N

N

olf

ol

ol

N

LN

St

=2,

E

ok

kA —i‘iﬂ
|

o, of\ flo =
o

o,
R

_O|L

2

o

o

i)

rlo

a0
o

ofo

t

fetl

>~

>

oo

_O|L

rlr

>
ofo

o
k1
o,
o
112
2
=
rf
e
ox
e
me
faka)
DU
>~
>
)
o
Y0 X
feorfr

=
o
oo

=
AR AR oA AR AE

olN
o
it}
fe
ot
i
o
2



18 HENMESe=2X/EFH 2 S4 AL HMeT M1=(2017. 1)

S A A" SAAGAA webA 27EAEA S
st=do] Zluk o) FH|E ARgste] olmAdE YA
sha gl SA=I olw A o] sjHghE vaste] HA
€ oojuA shedel diF FAALS FARG A 2
B Selgh Ax AR wek T WA Js WY
sbal 9= 5 USB & €% AEE2 271AA &
st=do] 7kl o]y FrlE T AAHA @ A
5 Fdstsich £ st=slo] ZIwk ojwlg Ao A
a7tela, @AM 2A7EAGA L mAe] U A w)
A = g

27145 T3l skl WEE AsE AL UAE
AAA g Fag A T osffolth. F =EolAE
718 RZESOE o] &dto] st=dof7]utke] AHy 227
BAZA ghol £ ol&sto] kdatA oM

HAd A= Holgel ¢, Mxrt fvh webd g
g 378 71T B9 48] WAl s s 79
dfok &, o] FAJAL F J= FTIH 4 FrE ol
&oto] FAGE grelor drt o] uf, ]139le)] Ar el
S5 ol&ste] ARHI AmE FHdfof k. BF 7ol
sepele] weaw DUEYA J&2 FASH 2)dolH &
Al Aol LS dEA BES FAALES SFEEoF
gtar 3E5E gAE S disl AF7]HEelA dHolH
ke Haste] HAd S FAAS A2 =
W Aol diel A EE FARdA Y gAd S
of Wal A7l A wlolH e s+ ghe naste] HAE
=79 FAAE Asdd

HA AlFol FAEa Qe Hel USBE B4, =d A
ERRlel ALE-& FA5t7] HAste] ALgA Q1T 7S HES
AAARE F=2d = Je IP F42 4 7|58 49
PCAATE A&l s St 7% 58 ATy, A&t
HoE 93te] FHFo] 38w ARgAM AMEE 5= e B
oty Fu FHto] rhed AWk o oA AL

g 4 QT3]

Bt USBY| ok e Aal 7h&sts i la w7t
Mz olo tiE MY gz DAMEA /A5 V) 2)
AARd el /55 3IAFE AR5 Ao HAl wA7)F
)T A AGEelHe BEE 9 A 75 & A

AIBEAL el QITH4] o]y ®et USBE SAH=R
AR S A wetddo] Hd 4 Qlobd Ak R
golel g el 4 gltk o] & ald3sly] skl Truecrypt
59 AZE{E 7Nteg oFAAYMAE ds st
FDE (Full Disk Encryption)< #143t7] 918 AT 5171 Al
&a) HAyH L ok B3 USBAA Algse AESHE

BAgto] Abga % AxE 8 £ de A7

[6]. 2 Wil Hol USBe digh ok E402 mrgd
o dolde A2 E FE[TISAY AZEY 0] A
AL FAGS A edF duEs FHssie

A8l & vFRd A77F IFH I Sk

3.1

FRRREN7EHINA At )
AXE #AFE EAA3 BHE ol

A2k

> o [0 oo oX
a
[
[
Ll

X

o,
=

M o o ok
o &

XS
)
Pore 2> o>

hac
rr
i)
>
N
)

TTA E& 7tolE2}el
Er7rol =g

=
=
A

ro

4 1

o154 AguhAl HaAME T g
wos)g AguAlel Heke] of
seAE gAsel 94 o

A= AR E Aol

)

T 2
30

t n)

ol

SOl

EHN i

o
S 2 [ [ ¥ o i

AT )
ol
X

2
a
oo T
& omN ¥0 o
b
N
)
o
It
L)
o r
:

o
o 4
>
)

:(21_12

<3
_
=
o
2

32 oy
£
N
N

o

>
2
>
ol
=l
%0,
[
4
fina)
e
Y
rir
=
1]
—

o & Rl
my
)
=

ofl
=

b=}
ro,
o,
S
o,
[
iy
ro,
_O\_('l
=

>~

-

o, r_>.i
o -

=2

ol ol E
)

<
|
[
1o
Iy
o
RO )
2
N
2,
o
offf oxt Mot wE o rlu mu mp £

)

T o g
Y

4d
2
rlr
offt
e
oX,
N
C o ot
= iy
Bl oox
2 mlo
[
o
oy
s
NI
w
g do
o
2
o
e

i
[
N
=2
< o
(o
o
2 o
o M N
T
S
ﬂ(_o, mlO
5 O
e o
tlo o= >
| o ot ‘nja‘,
g
R Y
o(:—n—‘_{o ro—’
o,

ok
f
=
>
)
oX
SE



G

Fig. 1. TTA - Digital Evidence Acquisition Process
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Table 1. Images of Specific USB Generated Hash Value Changes

MD5
Test 1 Test 2 Test 3

SeeuDpive | E3DCCES3D0500 | BSAG2AB121T52dL | ede15834328582
Y | bd7c6ef1h90£3d3 | 406dad3ddeddebae | 79ccfic3chedcl 1
Suferzone | 765RDEOATOAIED | T65abeddTOALED | T65acbeddTOA1ed
ACTLONC | R6f18faf3433aba | ch86f18faf3433aba | ebSBF18faf3433aba
Turbo | 660fa73a034c06b | BRAISELABE55EAA0 | cc67120123685a27
Vaccine | d90edS7ad92aedbt | bddcce57963¢121 | fedd0ct9710504ch
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Table 2. Secure USB, Test environment

0S8 - Windows XP Professional Service Pack 2
- Windows 7 Home Premium

- Forensic Falcon

Tableau TD3

- Tableau Forensic USB Bridge (Model T8-R2)
- SecuDrive 4GB

SaferZone 8GB

- TurboVaccine 8GB
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Fig. 3. Experiment Procedure
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Table 3. Result of removable device with Hardware Device experiment

Device HW Hash (MD5)
FALCON add278a233985a8h440e55293f6acaSh (CD-ROM)
SecuDrive TD3 No Supported
WriteBlocker No Supported
FALCON a2c0fac213c16¢329ed9c867belda332 (CD-ROM)
SaferZone TD3 No Supported
WriteBlocker No Supported
FALCON No Supported
TurboVaccine TD3 No Supported
WriteBlocker No Supported

Jo] B8t e “7]““] AR M= Al AE BT
“USB Device, Not Supported”2h= F7-9F 7 <12 &
= A& A3t Table 32 3f=dlo] 7]k oju]A] Z)
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Table 4. Secure, Vaccine USB Hash Value test result
0S Device WriteProtect | Certification Hash (MD5)
ede5158e84328582794ccf8c3chc9cll
SecuDrive 0x01 On
ede5158e84328582794ccf8c3chc9cll
) 765adbe9d7041e0eb86f18faf3433abha
Windows 7 SaferZone 0x01 On
765adbe9d7041e0eb86f18faf3433abha
) fb1da213582537baab06b58025b4be67
TurboVaccine 0x01 - ——
fb1da213582537baab06b58025b4be67
) edeb158e84328582794ccf8c3cbc9cll
SecuDrive 0x01 On
edeb158e84328582794ccf8c3chbc9cll
) 765adbe9d7041e0eb86f18faf3433aba
Windows XP SaferZone 0x01 On
765adbe9d7041e0eb86f18faf3433aba
) fb1da213582537baab06b58025b4be67
TurboVaccine 0x01 - ——
fb1da213582537baab06b58025b4be67
) d8b28db4h0ab2fc6ccYeb0ab7c833a2e
SecuDrive 0x00 On
62e0bcd82bch6ed03019dd352b33663e
) 765adbe9d7041e0eb86f18faf3433abha
Windows 7 SaferZone 0x00 On
765adbe9d7041e0eb86f18faf3433abha
) ac698832f51bae910acab60057530e778
TurboVaccine 0x00 -
£38fa0494e05dd601d995d6578eel15b
) 96dbad39733¢76¢53737c455ee290de8
SecuDrive 0x00 On
763b8990188a45b505f86fae0438feda
) 765adbe9d7041e0eb86f18faf3433aba
Windows XP SaferZone 0x00 On
765adbe9d7041e0eb86f18faf3433aba
) 63012£f745f9b3a5bf89f69dbc2cHe2d
TurboVaccine 0x00 -
adf3152bb9a401a77c57260ecd947938
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