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Screen Capture Authentication System for Web Postings to

Used as Digital Evidence
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ABSTRACT

In modern society, everyone can easily access the Internet and freely express their opinions or ideas on Web bulletin boards or

SNS. At the same time, they are often used as a place of slandering and the spreading of false information about celebrities such as

entertainers and politicians. Typically people use the screen capture method to submit web posts as evidence in lawsuits. But it is

difficult to get these accepted as evidence in court because screen captured images are easily forged and tempered. Therefore, as

described above, using “Proxy Browser”,

tempering to use as digital evidence in court.

we propose a screen capture authentication system for web posts that protects forging and
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Fig. 2. System Configuration and Flow
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Alad 20 38
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Fig. 3. Proxy Browser of Chrome Extension
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