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ABSTRACT

Recently, the use of mobile devices has increased in order to provide a variety of services, and thus there has
been a surge in the number of application malicious attacks on the Android platform. To resolve the problem,
the domestic financial sector has been introducing the app anti-tamper solution based on cryptographic algorithms.
However, since the capacity of apps installed in smartphones continues to increase and environments with limited
resources as wearables and IoTs spread, there are limitations to the processing speed of the anti-tamper solutions.
In this paper, we propose a novel anti-tamper solution by using lightweight hash function LEA and LSH. We
also present the test results of a simulation program that implements this method and compare the performance

with anti-tamper solutions based on the previous cryptographic algorithms.
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Table 1. cryptography algorithm in DxShield
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Fig. 1. DxShield full flow chart
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Table 2. Smartphone implementation environment

CPU/ Samsung Exynos 4210 1.2GHz
Opration System Dual-Core/ Android 4.0.4
RAM 1GB
Language C, Java(JNI)
Compiler GCC 4.8.2
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Table 3. Server implementation environment

E 4. FEo|dEddA e LA %)

Table 4. The time required by the client(unit: second)

AuthenticAMD Common KVM
processor /[
Linux devOl 2.6.32-50-generic
#112-Ubuntu SMP UTC 2013
x86_64 GNU/Linux

CPU/
Opration System

RAM 8GB
Language C, Java(JNI)
Compiler Visual Studio 2008
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Fig. 2. Implementing screen of DxShield
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Solution En/Decryption function
Algorithm operation operation time
time Encryption | Decryption
128 35.89(1) 2.81(1) 2.69(1)
LEA 192 36.86 3.16 2.97
256 35.39 3.20 3.11
128 | 44.54(124) | 6.82(2.42) | 6.76(2.5)
AES 192 45.55 7.73 7.54
256 46.83 8.60 8.61
128 | 58.74(1.63) | 13.85(4.92) | 13.80(5.11)
ARIA | 192 62.53 15.02 14.94
256 68.71 17.68 17.66
SEED | 128 | 45.08(1.25) | 6.64(2.36) 6.52(2.41)
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Table 5. The time required by the client(unit: second)
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Al Solutiortli II(sé}:eration Encorgsrt;c:irz) nFltl;flteion
128 28.25(1) 27.97(1)
LEA | 192 28.43 28.11
256 28.48 28.15
128 28.31(1.00) 28.14(1.00)
AES | 192 28.85 28.63
256 29.09 28.81
128 30.62(1.08) 29.88(1.06)
ARIA | 192 32.78 31.96
256 32.95 32.07
SEED | 128 31.35(1.10) 30.82(1.10)
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Table 6. cryptography algorithm in APP Protect

Division Contents
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@ Request

— initial data ~>] @ Generate key pair
and initial data

@ Generate @® Response -
key pair 1 initial data
® Generate LSH apply range
DynamicHash VY~~~ 777,/ A____ p pyg

® Decrypt verification
— data and verify
Dynamic Hash

@Send encrypted

© Generate and encrypt A U iication data

verification data

@ Decryption and @Send encrypted
Check verification  [<~  verification result
result

@ Encryption
verification result

2| 3. APP Protect A4 B
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Table 7. Smartphone implementation environment

CPU/ Samsung GALAXY Note3
Opration Samsung Exynos 5 Octa 5420 2.3GHz
System / Android Kitkat 4.4.2

RAM 3GB
Language C(ARM NEON), Java(JNI)
Compiler GCC 4.8.2
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Table 8. Smartwatch implementation environment

CPU/ Sony Smartwatch3
Opration ARM Cortex-A7 MPCore 1.2GHz/
System Android Lolipop 5.1.1

RAM 512MB
Language C(ARM NEON), Java(JNI)
Compiler GCC 4.8.2
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Table 9. Server implementation environment

OC;It‘Z)n Intel i5-3470 3.20GHz
P / Windows 7 Ultimate K
System
RAM 8GB

Language C(SSSE3), Java(JNI)

Compiler Visual Studio 2013
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Table 10. code source

Source Source
Code
LSO | e Fas Imptementation
56/384/512 eference Code, Fas plementatio
Code
SHA-224/2
56/384/512 OpenSSL-1.0.2
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Table 11. The time required by the client(unit: second)

Solution operation| Hash function
time operation time

Algorithm
Smartph | Smartwa | Smartph | Smartwa

one tch one tch
224 0.81 1.94 0.79 1.87

b5 | 080 | 198 | 078 | 191
SHA (2.66) | 2.17) | (2.68) | (2.48)

384 1.26 3.28 1.25 3.19
512 1.27 3.37 1.26 3.28
224 | 0.70 2.13 0.69 2.08

0.71 218 | 070 | 2.09
236) | 239 | @41 | @7

384 1.29 391 1.27 3.81
512 1.26 3.94 1.24 3.85

LSH 256
common

04| - - - -
0.3 0.91 0.29 0.77
256
[LSH W | oo | m )
simd_opt
384 | - - - -

512 | 0.37 1.17 0.36 0.99
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Table 12. The time required by the server(unit: second)

Smart Smart |Hash function
Algorithm phone watch operation
solution solution time
224 1.25 2.32 0.17
256 1.28 2.32 0.17
SHA 2.37) (2.03) 3.4)
384 1.81 3.71 0.25
512 1.88 3.80 0.25
224 0.99 243 0.12
1.00 2.48 0.12
LSH | 2561 (g5 @.17) .4)
common
384 1.64 4.25 0.16
512 1.58 429 0.16
224 - - -
LSH 256 | 0.54(1) 1.14(1) 0.05(1)
simd_opt | 384 - - -
512 0.61 1.42 0.06
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