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Methodology of Cyber Security Assessment in the Smart Grid
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Abstract — The introduction of smart grid, which is an innovative application of digital processing
and communications to the power grid, might lead to more and more cyber threats originated from IT
systems. In other words, The Energy Management System (EMS) and other communication networks
interact with the power system on a real time basis, so it is important to understand the interaction
between two layers to protect the power system from potential cyber threats. This paper aims to
identify and clarify the cyber security risks and their interaction with the power system in Smart Grid.
In this study, the optimal power flow (OPF) and Power Flow Tracing are used to assess the interaction
between the EMS and the power system. Through OPF and Power Flow Tracing based analysis, the
physical and economic impacts from potential cyber threats are assessed, and thereby the quantitative
risks are measured in a monetary unit.
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1. Introduction

The power industry in South Korea has recently
undergone various internal and external changes. With
the goal of meeting its 2020 emission reduction target
and realizing a green growth economy, South Korea has
envisioned building a Smart Grid, which is a new power
system to address climate change and increase energy
usage efficiency. However, a power system requires
strongly real-time characteristic as well as a high level of
availability (low fault frequency and rapid recovery). Such
characteristics make cyber threats in power systems more
complex and fatal than in existing information technology
(IT) systems.

Although much attention has been focused on cyber
security issues regarding smart grids, the scope of previous
research on cyber security issues does not extend beyond
existing communication networks. Previous studies on
smart grid security have concentrated on the area of com-
munication as policy studies to apply existing information
technology (IT) system security policies to the smart grid
field [1-3].

In this paper, issues of smart grid security where
physical characteristics of power systems were taken
into consideration are defined clearly, and a strategic
methodology was established that can produce a cyber-risk
index in the smart grid using optimal power flow (OPF)
and power flow tracing.

In addition, the study summarized and quantified security
vulnerabilities in smart grid operations systematically
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through case studies, thereby proving that more efficient
security measures can be established.

2. Risk Quantification in the Smart Grid

According to SANS institute ' definition, a security
vulnerability is a concept by which an external threat is
introduced to internal systems.

Vulnerability is defined as a security hole, and the
presence of vulnerability determines risk level in systems.
Furthermore, threats refer to cyber-attacks, and assets are
defined as the level of damage when threats occur due to
vulnerabilities. The concept of vulnerabilities is schemati-
cally depicted in Fig. 1.

As shown in Fig. 1, vulnerability is a security hole,
which can be regarded as a parameter between threat and

Vulnerabilities
Firewall = Security Hole
=N
/ \
\ /
o |

Firewall

Fig. 1. Definition of Vulnerabilities

' The SANS Institute (Officially the Escal Institute of Advances

Technologies) is a private U.S. for-profit company founded in 1989
that specializes in information security and cybersecurity training.
(http://www.sans.org/)
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asset, and a recurring risk is defined as a combination of
threat, vulnerability, to an asset [4].

Based on the above definition, risk can be formalized as
shown in (1) where T, V, A, and R are threat, vulnerability,
asset, and risk, respectively.

R=TxVxA4 (1

In this study, a methodology for quantifying each factor
was presented based on (1). First, T and V were classified
as information system factors while A was quantified based
on the power systems. Finally, to organically interlink the
cyber threat from the point of view of reliability in power
systems, optimal power flow and power flow tracing,
which are core technologies in power system operation,
were employed.

2.1 Methodology of quantification in information
systems

Advanced researches have proposed and analyzed
various quantification methods for information system
factors. In this study, similar to many advanced researches,
attack graphs are used to quantify cyber threats and
vulnerabilities in the Smart Grid and potential probability
per threat type was applied to measure the risk [5-8].

In this study, a part of the analytic hierarchy process
(AHP), which is a quantification assessment method that
considers multiple attributes, was applied based on data in
previous studies [9, 10].

2.1.1 Quantification of Vulnerability (V)

To quantify vulnerability, 15 types of cyber threats were
chosen and a correlation between components in power
systems and individual threats was defined as shown in
Table 1 [2].

A power system is normally controlled by the EMS;

Table 1. EMS Components and Threats

therefore, components of the EMS were considered.

The shaded part in Table 1 refers to real risks that exist
between EMS components and threats, while the non-
shaded part refers to no correlation between components
and threats.

To quantify vulnerability, the following four assumptions
were established.

1. Correlation existed between components and threat = 1
2. No correlation existed between components and threat
=0
3. Threat occurrence probability = 50%
Vulnerability = % x 0.5

where,

E; = Correlation of kth component in the EMS
T = Total correlation

Based on Table 1 and four assumptions, a quantitative
value of vulnerability can be established as follows:

Table 2. Calculation of vulnerability quantification

EMS SCADA TCP/IP Serial RTU
Vulnerability 0.13 0.13 0.06 0.04 0.15

In Table 2, the higher the vulnerability value, the easier
the exposure to cyber threats.

2.1.2 Quantification of Threats

The quantitative values of threats are based on Table 1 in
which vulnerability was analyzed and threat quantification

Table 3. Normalized potential threats as per EMS
component (horizontal axis)

Com. Infra .
EMS | SCADA 1o 1P T Serfal | L U | Normali-
(1) | zation

Threats ) “) 3) 2)
Eavesdropping 0.33 0.27 0.20 | 0.13 ]0.07 1

Components

Components Com. Infra :

Threats EMS | SCADA [ mme | RTU Traffic Analysis [ 0.00 | 0.00 | 060 | 0.40 [0.00 1
Eavesdropping 1 1 1 1 1 EM/RF Int‘erceptlon 0.00 0.00 0.00 | 0.00 | 1.00 1
Traffic Analysis 0 0 1 1 0 Indll)screnoni 5 1056 | 044 0.00 | 0.00 | 0.00 1

B ersonne:

EM/RF Intercept

- discretion:;’ rclfgr;?:mel (1] (1] g g (1] Media Scavenging | 0.56 | 044 | 0.00 | 0.00 |0.00| 1
- o - Trojan Horse 0.50 0.40 0.00 | 0.00 |0.10 1

Media Scavenging 1 1 0 0 0 Trandoor
Trojan Horse 1 1 0 0 1 (Bacﬁdoor) 0.50 0.40 0.00 | 0.00 |0.10 1
Trapdoor (Backdoor) 1 1 0 0 1 Service Spoofing | 0.50 | 040 | 0.00 | 0.00 | 0.10| 1
Service Spoofing 1 1 0 0 1 Masquerade | 0.00 | 0.00 | 0.00 | 0.00 | 1.00] 1
= Ma?q“ecrade 1 0 0 0 0 1 Bypassing Controls | 0.00 | 0.00 | 0.00 | 0.00 | 1.00| 1

ypassing Controls 0 0 0 0 1 Authorization
Authorization Violations 1 1 0 0 1 Violations 0.50 | 0.40 0.00 | 0.00 | 0.10 1
Physical Intrusion 1 1 1 1 1 Physical Intrusion | 0.33 | 0.27 0.20 | 0.13 | 0.07 1
Replay 0 0 0 0 1 Replay 0.00 | 0.00 0.00 | 0.00 | 1.00 1
Theft & Illegitimate Use 0 0 0 0 1 Theft & Illegitimate

Denial of Service 1 1 1 0 0 Use 0.00 0.00 0.00- ) 0.00 1 1.00 !
Total(36) 9 9 4 3 11 Denial of Service | 042 | 033 | 025 | 0.00 [0.00 1
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has EMS components (horizontal axis) and threats (vertical
axis). A relative rank of threat is assigned according to
potential damage size and the sizes of threat are normalized
with 1. Normalization means that an individual EMS
component I assigned its own threat level.

The following pre-conditions were made to quantify
threats on the basis of the horizontal axis.

1. Non-shaded part based on Table 1 =0

2. Relative rank according to EMS components (EMS=5,
SCADA=4, TCP/IP=3, Serial=2, RTU=1)

3. The size of a threat = 1 (Normalization)

Applying the above three pre-conditions, the following
Table 3 can be obtained.

The following pre-conditions were established with
respect to the vertical axis in a similar manner as that for
the horizontal axis.

1. Non-shaded part based on Table 1 =0

2. Classification of threats based on three elements
(Confidentiality, Integrity, and Availability (CIA)) of
information security and mixed elements

3. Application of security threat level to control systems
(Availability (4) > Integrity (3) > Mixed (2) >
Confidentiality (1))

4. The size of a threat = 1 (Normalization)

Table 4. Normalized risk as per threat type (vertical axis)

Table 4 shows the normalized results of risk per threat
type (vertical axis).

To finally quantify threats, products between matrix
components in Table 3 and Table 4 were calculated.
Calculation of products between matrix components means
that when a single arbitrary cyber threat occurs, its risk is
shared over threat types and system components. Table 5
shows the product results between matrix components.

2.2 Methodology of Quantification in Power Systems

2.2.1 Quantification of Assets

In this section, the smart grid asset is defined as the
value of communication equipment, such as EMS, SCADA,
communication infrastructure (TCP/IP, Serial), and RTU
that control the power system.

Therefore, the lost load value of communication
equipment and supply disruption cost from exposure to
threats were taken into consideration to quantify the values
of assets.

A= Y (LEEP) +0CKP) ~ 0CKP) ()
k=1

P : Power[MW]

k : kth Subcomponent of EMS

A, : Value of n components in EMS [KRW]

LV : Value of communicaiton equipment [KRW]

Components Com. Infra | RTU .
EMS | SCADA ‘ OC: Outage cost [KRW]
Threats TCP/IP | Serial
Eavesdlroppmg 004 | 004 | 008 | 013|004 Eq. (2). states that the value of outage cost is
T(f)f overwhelmingly larger than the value of communication
rainc . .
Analysis (1) 0.00 | 0.00 0.08 | 0.13 1 0.00 equipment; hence, the total cost can be approximated to the
C";ﬁfy"'m Imei?ﬁ(fn(l) 000 | 000 | 000 | 000|004
Indiscrotions Table 5. Results of threat quantification
by Personnel(1) 0.04 0.04 0.00 0.00 | 0.00
: Components Com. Infra
SmVI\gggilzg(l) 0.04 | 004 | 000 |0.00 |0.00 Threats EMS | SCADA I ip Tserial | 0 0 | Ot
- - Eavesdroppin, 0.01 0.01 0.02 0.02 | 0.00 0.06
Mixed | TrojanHorse(2) | 0.08 | 0.08 | 0.00 | 0.00 |0.08 TrafﬁcAn?;ysi 500 T 000 T o0s Toos Tooo T 010
Confiden Trapd d . . . . .
(tiality (Bacféjogr(;r(z) 0.08 | 008 | 0.00 | 0.00 |0.08 EM/RF Interception | 0.00 | 0.00 | 0.00 | 0.00 |0.04| 0.04
+ - Indiscretions by
Intearity) Spizrﬁvrge(z) 008 | o008 | 000 | 000 loos Personmol 0.02| 0.02 | 000 | 0.00 |0.00| 0.04
Masquerade(3) | 0.00 0.00 000 | 000 012 Media‘Scavenging 0.02 ] 0.02 0.00 | 0.00 |0.00| 0.04
Bvpassin Trojan Horse 0.04 0.03 0.00 0.00 | 0.00 0.08
Coyrﬂmls(f) 0.00 | 0.00 | 0.00 | 0.00 |0.12 Trapdoor (Backdoor) | 0.04 | 0.03 | 0.00 | 0.00 [0.01] 0.08
At Service Spoofing | 0.04 | 0.03 0.00 | 0.00 |0.01 0.08
@Tﬁ?ﬁéﬁ;ﬁ‘;‘)‘ 0121 0121 025 1038 10.12 Masquerade | 0.00 | 000 | 0.00 | 0.00 [0.12] 0.12
i i B ing Control 0.00 0.00 0.00 0.00 | 0.12 0.12
. . 0.06 0.05 0.00 0.00 | 0.01 0.12
Replay(3) 012 | 0.12 | 0.00 |0.00]0.12 Violations
Theft & Physical Intrusion | 0.04 | 0.03 0.05 | 0.05 |0.01 0.18
Illegitimate 0.12 0.12 0.00 0.00 | 0.12 Replay 0.00 0.00 0.00 0.00 |0.12 0.12
JRpr DUS‘.J’(T) - Theft &Iljlligmmate 0.00| 000 | 000 | 000 |0.12| 0.12
varabti eniat o 016 | 0.16 | 033 | 0.00 |0.00 . .
ty Service(4) Denial of Service | 0.07 0.05 0.08 | 0.00 | 0.00 0.19
Normalization 1 1 1 1 1 Total 0.34 0.28 0.20 | 0.12 | 0.54
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outage cost.
2.2.2 Methodology of Quantification in Power Systems

2.2.2.1 Optimal Power Flow (OPF) Formulation

In general, the OPF concept refers to the economic
dispatch plan under technical, physical, and environmental
constraints [11]. That is, economic dispatch plan and
power flow calculation are conducted simultaneously. The
formulation of OPF used in this study is summarized as
follows:

Objective Function

Minimize F = Z Z fim (3)

i€l meM;
Vm € M;
fim = Ay +ﬁim " PGy, +]/im'PGi2m

Constraints
Z PG, +pri]. =PL;, Vi € 1 (4)
meM; jel
Z QGim+ZQFij:QLi' Vi €1 (5)
meM; jel
PF;; = ViV}{—Gz cos(8; — 5]-) + By sin(8; — 5]’)}
+()2G,, VI ©
QF;; = —ViV{G,sin(§; — &;) + B, cos(8; — 6;)}
+(V)?(Bi = Beap /2), VI Q)
PF; < TP, VI (8)
QF; <TQ, VI 9

PGM™M™ < PGy, < PGM** vm € M; (10)
QGI™ < QG < QGM™, Vm € M; (11)

ymin <V S VM i€l (12)
where,
1 : Set of bus
M; : Set of generators in Bus i
i,j :BusNo.
l : Trasmission line No.
m : Generator No.

PL; : Active power injection in Bus i
QL,; :Reactive power injection in Bus i
G, :Conductance in Line |

B,  :Susceptance in Line |

B,,, :Parallel capacitance in Line 1

TP, : Capacity of active power transmission line in
Linel

TQ, : Capacity of reactive power transmission line in
Linel

PG,,, : Active power from Bus i to Generator m
0G,,, : Reactive power from Bus i to Generator m
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PF;; : Active power flowing from Bus i to Bus j
QF;; : Rective power flowing from Bus i to Bus j
S&; : Phase angle of Bus i
V;  : Voltage size of Bus i
fim : Generation cost function of Generator m in Bus i

Eq. (3), which is an objective function, refers to the
minimization of power generation cost. In addition, (4) and
(5) are active and reactive power balance constraints,
respectively. Egs. (6) and (7) are active and reactive power
flow constraints, respectively. Egs. (8) and (9) refer to
active and reactive constraints, respectively, with respect to
power transmission lines. Egs. (10) and (11) refer to active
and reactive constraints, respectively, with respect to power
generation. Finally, (12) is a constraint with respect to
voltage size.

2.2.2.2 Power flow tracing

Power flow tracing is a technique for identifying a
correlation between an individual generator and load based
on power flow connected between gross generation and
load parts. That is, damage owing to service interruption
caused by disturbance can be estimated by identifying
amounts of power supply to specific loads by individual
generators.

There are many ways to perform power flow tracing. A
power flow tracing method devised in [12] was used in this
study; this power flow tracing method is based on
Kirchhoff's current law (KCL) and graph theory and is
suitable to resolve issues related to system topology and
has an advantage of fast calculation.

3. Case Study

The simulation power system in this study is a 13-bus
system: gross six generation and seven load buses. The
loads have different attributes (residential, commercial, and
industrial regions) and the same 345 kV line capacity is
applied. The above assumptions are schematized in Fig. 2.

Bus.1
Bus.8 Bus.2 T B
Line-1 B
Une-15
.Jﬁe N e
ﬂilﬁusi ..... )

o _
= Bus3

v Line-13) Bus.7 Bus.12
Line-7 Lina 12

Bus.10 — '"|§r | @
Bus.13

Fig. 2. 13-Bus power system
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Fig. 3. Operation system of the EMS

Table 6. Generator and load data

Capacity Load Capacity

Generator [MW] region Load [MW]
G8 1300 c ial Bus 1 3500
G9 1300 ommercia Bus 2 700

region

G10 1400 Bus 5 1000
Gl1 2500 Residential Bus 3 500
G12 2500 region Bus 4 600
. . Bus 6 700

G13 1500 Industrial region Bus7 1300

Table 7. Outage cost according to load region

Load region Outage cost [KRW/kWh]

Residential 2,800

Commercial 37,365
Industrial 127,420

According to Fig. 2, the Smart Grid was constructed
based on the EMS operation system, which is shown in
Fig. 3.

Information in each bus in Fig. 3 is transferred to a
remote terminal unit (RTU) and controlled by supervisory
control and data acquisition (SCADA) according to
regional characteristics. Furthermore, the overall power
system operation is managed by the EMS and all lines are
constructed with communication lines as TCP/IP serial.

Table 6 shows the assumptions made for the simulation
about generator capacity and loads.

For the outage cost, studies conducted by the Korea
Electrotechnology Research Institute were referred [13]-
[14]. The outage cost is defined in Table 7 according to
load region.

4. Case Study Result and Analysis

The results of the optimal power flow using PSS/E based
on the simulation power system data are as follows:
Power amount supplied to each regional load by

Table 8. Results of the optimal power flow(Net generation)

Generator Net Generation [MW]
G8 1299.995
G9 200.0011
G10 800.0577
Gll1 2499.997
Gl12 2500
G13 1499.95

Table 9. Results of the optimal power flow

From Line To Power Flow[MW]
Bus2 Line01 Busl 600
Bus9 Line02 Busl 1039.8
Bus5 Line03 Busl 1050
Busl1 Line04 Busl 810.2
Bus3 Line05 Bus9 608.8
Bus6 Line06 Bus9 231.1
Bus4 Line07 Bus3 400.8
Busl3 Line08 Bus3 708
Busl3 Line09 Bus4 200.7
Busll1 Linel0 Bus5 1689.8
Bus6 Linell Bus5 360.2
Bus7 Linel2 Bus6 674.7

Table 10. Results of the power flow tracing

G8 G9 G10 Gll1 Gl12 G13
Busl 600 200 175.98 1675.61 227.53 620.86
Bus2 700 0 0 0 0 0
Bus3 0 0 144.49 0 5.83 349.68
Bus4 0 0 479.52 0 1.98 118.5
Bus5 0 0 0 824.39 0 0
Bus6 0 0 0 0 371.47 328.53
Bus7 0 0 0 0 1800 0

individual generators can be calculated using power flow
tracing based on the results of the optimal power flow in
Tables 8 and 9 and the results are shown in Table 10.

A computerized model for power flow tracing in this
study was implemented using C++.

An asset can be estimated by the production of outage
cost according to load characteristics (Table 7) and power
amount supplied to each region.

Table 11 represents results of each element in the
information hierarchy after applying the quantification
methodology for power systems based on Eq. 1.

The values in Tables 2 and 5 were calculated using the
AHP technique in 2.1.1 and 2.1.2, which were applied to
threat (T) and vulnerability (V), respectively.

Asset (A), which includes assets of EMS, SCADA,
communication infrastructure (TCP/IP), and RTU, was
calculated based on the EMS operation used in the power
system shown in Fig. 3.

The asset of RTU was calculated by multiplying the value
of lost load (Table 7) based on the load characteristics
shown in Fig. 3 by the result of each region according to
the power tracing method (Table 10). Furthermore, the
asset of the communication line (Serial, TCP/IP) is
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Table 11. Risk calculation results by EMS components
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EMS SCADAI1 SCADA2 SCADA3 RTU1 RTU2 RTU3 RTU4 RTUS
T 0.34 0.28 0.28 0.28 0.54 0.54 0.54 0.54 0.54
\ 0.13 0.13 0.13 0.13 0.15 0.15 0.15 0.15 0.15
A 2,525,956 848,185 28,480 1,649,291 130,778 26,156 1,400 1,680 37,365
R 111,647 30,874 1,037 60,034 10,593 2,119 113 136 3,027
R[%] 37.69 10.42 0.35 20.27 3.58 0.72 0.04 0.05 1.02
RTU6 RTU7 RTUS RTU9 RTU10 RTU11 RTU12 RTU13 TCP1
T 0.54 0.54 0.54 0.54 0.54 0.54 0.54 0.54 0.16
\4 0.15 0.15 0.15 0.15 0.15 0.15 0.15 0.15 0.06
A 89,194 229,356 48,575 560 8,323 93,412 288,694 69,450 22,419
R 7,225 18,578 3,935 45 674 7,566 23,384 5,625 215
R[%] 2.44 6.27 1.33 0.02 0.23 2.55 7.89 1.90 0.07
TCP2 TCP3 TCP4 TCPS TCP6 TCP7 TCP8 TCP9 TCP10
T 0.16 0.16 0.16 0.16 0.16 0.16 0.16 0.16 0.16
\ 0.06 0.06 0.06 0.06 0.06 0.06 0.06 0.06 0.06
A 38,852 39,233 30,273 1,705 647 1,122 1,982 562 63,139
R 373 377 291 16 6 11 19 5 606
R[%] 0.13 0.13 0.10 0.01 0.00 0.00 0.01 0.00 0.20
TCP11 TCP12 TCP13 TCP14 TCP15 TCP16 TCP17 Seriall Serial2
T 0.16 0.16 0.16 0.16 0.16 0.16 0.16 0.08 0.08
\4 0.06 0.06 0.06 0.06 0.06 0.06 0.06 0.04 0.04
A 13,459 85,970 78,554 3,224 48,574 2,240 318,550 22,419 38,852
R 129 825 754 31 466 22 3,058 72 124
R[%] 0.04 0.28 0.25 0.01 0.16 0.01 1.03 0.02 0.04
Serial3 Serial4 Serial5 Serial6 Serial7 Serial8 Serial9 Serial10 Serialll
T 0.08 0.08 0.08 0.08 0.08 0.08 0.08 0.08 0.08
\ 0.04 0.04 0.04 0.04 0.04 0.04 0.04 0.04 0.04
A 39,233 30,273 1,705 647 1,122 1,982 562 63,139 13,459
R 126 97 5 2 4 6 2 202 43
R[%] 0.04 0.03 0.00 0.00 0.00 0.00 0.00 0.07 0.01
Serial12 Serial13 Serial14 Seriall5 Seriall16 Seriall7
T 0.08 0.08 0.08 0.08 0.08 0.08 T=Threat
v 0.04 0.04 0.04 0.04 0.04 0.04 Xiz‘izt‘“'[rlagllllltoyn KRW]
A 85,970 78,554 3,224 48,574 2,240 318,550 R = Risk
R 275 251 10 155 7 1,019 R[%)] = Ratio of risk
R[%] 0.09 0.08 0.00 0.05 0.00 0.34

calculated by multiplying the value of the lost load of the
region by the result of power flow (Table 9).
The asset of SCADA was controlled according to

5. Conclusion

regional characteristics (commercial zone, residential zone,
and industrial zone) so it was calculated as a total sum of
assets of RTU and communication lines (Serial, TCP/IP) of
the region.

Since the asset of EMS operated the total power system,
it was calculated as the total sum of the assets of SCADA.

Finally, risk (R) was derived by applying Eq. 1 and
multiplying by each of the elements (T, V, A).

So table 11 shows the risk in terms of monetary unit
calculated finally based on the case study data. As shown
in the table, the highest ratio of risk was found in EMS as
37.69%.

A ratio of risk according to load region also showed the
following order : SCADA 3(industrial region) > SCADA
1(commercial region) > SCADA 2(residential region).

For RTUs and communication lines, the risk is different
depending on power flow.

500 | J Electr Eng Technol.2017; 12(2): 495-501

It is important to verify vulnerabilities individually and
establish a countermeasure against them. However, it is
also equally important to define and classify individual
vulnerability in an orderly fashion, thereby assigning security
resources and budgets appropriately from the viewpoint of
overall system management.

In this paper, a foundation that can develop future
security measures and solutions was provided by defining
and classifying smart grid security elements, which had not
been analyzed in detail.

In particular, the security assessment methodology
where physical characteristics of power systems are taken
into consideration proved that it could establish more
effective security measures in the smart grid system.
Moreover, this study concentrated on practicability by
applying exact values.

For future study, more significant results can be derived
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if the smart grid security assessment algorithm is applied to
real power systems.
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