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ABSTRACT

Recently, attackers using malicious code in cyber security have been increased by aftaching malicious code to a mail and inducing
the user to execute it. Especially, it is dangerous because it is easy to execute by affaching a document type file. The author analysis
is a research area that is being studied in NLP (Neutfral Language Process) and text mining, and it studies methods of analyzing authors
by analyzing text sentences, texts, and documents in a specific language. In case of attack mail, it is created by the affacker.
Therefore, by analyzing the contents of the mail and the aftached document file and identifying the corresponding author, it is possible
to discover more distinctive features from the normal mail and improve the detection accuracy.

In this pager, we proposed IADA2(Intelligent Attack mail Detection based on Authorship Analysis) model for attack mail detection.
The feature vector that can clossify and detect affack mail from the features used in the existing machine learning based spom
detection model and the features used in the author analysis of the document and the IADA2 detection model. We have improved
the detection models of attack mails by simply detecting term features and extracted features that reflect the sequence characteristics
of words by applying n-grams. Result of experiment show that the proposed method improves performance according to feature
combinations, feature selection techniques, and appropriate models.

= keyword : Text Mining, Machine Learning, Classification, Authorship Analysis, Attacker Identification
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