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Abstract 
 

With the fast growth of mobile services, Mobile Cloud Computing(MCC) has gained a great 
deal of attention from researchers in the academic and industrial field. User authentication and 
privacy are significant issues in MCC environment. Recently, Tsai and Lo proposed a 
privacy-aware authentication scheme for distributed MCC services, which claimed to support 
mutual authentication and user anonymity. However, Irshad et.al. pointed out this scheme 
cannot achieve desired security goals and improved it. Unfortunately, this paper shall show 
that security features of Irshad et.al.’s scheme are achieved at the price of multiple 
time-consuming operations, such as three bilinear pairing operations, one map-to-point hash 
function operation, etc. Besides, it still suffers from two minor design flaws, including 
incapability of achieving three-factor security and no user revocation and re-registration. To 
address these issues, an enhanced and provably secure authentication scheme for distributed 
MCC services will be designed in this work. The proposed scheme can meet all desirable 
security requirements and is able to resist against various kinds of attacks. Moreover, 
compared with previously proposed schemes, the proposed scheme provides more security 
features while achieving lower computation and communication costs. 
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1. Introduction 

With the development of wireless communication technologies, mobile devices such as 
smart phones, notebook PC, and PDA have become an essential part of our daily life. These 
technological revolutions bring a lot of conveniences to mobile users. They can access various 
kinds of mobile services(e.g. Mobile payment services[1], mobile social[2,3], mobile 
healthcare[4]) from anywhere at anytime. However, limited resources (e.g. Computational 
ability, memory, battery capacity) and communications (e.g.Low bandwidth and security) 
have impeded the qualities of mobile services[1,5]. Cloud computing as a network-based 
infrastructure provides computing resources such as operating systems, storage, networks, 
hardware, databases, and even entire software applications to users as on-demand fashion[6-8]. 
Therefore, Mobile Cloud Computing(MCC), which combines mobile environment and cloud 
computing, has been a new computing paradigm[3], provides us a lot of services and brings 
conveniences to our life and work[9-12]. 

In the MCC environment, mobile users can access multiple MCC service providers through 
wireless local area network or 3G/4G/5G telecommunication network[10]. Due to the 
openness of wireless networks, a malicious adversary could control the communication 
channel easily, i.e., he/she is able to eavesdrop, insert, block, and alter the transmitted 
messages. Thus, MCC is subject to various types of attacks. It is indispensable to achieve 
mutual authentication between mobile users and MCC service providers[12]. Additionally, the 
leakage of users’ identities may reveal their locations, movements, and purchasing preferences, 
so it is of great concern to protect users’ identities[13].  
    To access different MCC services, the mobile user needs to log in each MCC service 
provider with different identities and passwords according to the traditional single-server 
authentication schemes. Thus, the user needs to manage many identities and passwords. To 
reduce password fatigue from different identities and passwords, Single Sign-on(SSO) has 
been introduced into MCC services environment. Based on SSO, the mobile user needs to 
provide only one identity and password to access multiple MCC service providers[14]. 
Although SSO authentication schemes such as Passport[15] and OpenID[16] have brought a 
lot of conveniences to mobile users, these schemes require a fully trusted third party to 
participate in each user authentication phase, which may make the trusted third party being a 
bottleneck of security[13,14]. Therefore, it is necessary to design a privacy-aware 
authentication scheme for MCC services without the help of online trusted third party 
participation.  

Multi-server authentication technique, which only requires the mobile user to register once 
at the third party, is a special way of SSO. Fig.1 illustrates the multi-server architecture. At 
first, each mobile user and server need to register with Registration Center(RC) through a 
secure channel. Then, the mobile user can access multiple servers without the help of RC 
during the user authentication phase. RC is responsible for issuing secret information for 
servers and mobile users, as well as generating public parameters. Fig. 1 shows that 
Multi-server authentication technique is suitable for MCC services environment. Tsai and 
Lo’s work[14] and Irshad et.al.’s work[17] are typical application examples.  

Traditional single-factor password authentication schemes suffer from a series of security 
issues. Multiple factors have been introduced into authentication protocols to address these 
problems. There are three factors generally admitted by authentication, namely[18], 
something you know; something you have; something you are. This paper will develop on the 
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basis of two factors: something you know and something you have. However, the major 
drawback of two-factor authentication schemes must be the limitation between two-factor 
security and wrong password login/update attack. Similarly, most of the multi-factor 
authentication schemes fail to satisfy both attacks at the same time. The ‘fuzzy verifier’ 
method proposed by Wang et.al.[19,20] will be used in this work to solve this problem. 

Internet

Server 1

Server 2

Server n

Mobile 
Device

Access Point

Registration Center(RC)

Public Channel

Secure Channel

Smart 
Card

 
Fig. 1. Multi-server architecture  

 
Based on the above analysis, the main security requirements of MCC services will be 

summarized as follows. 
 Mutual authentication: It ensures that the MCC service providers and mobile users can 

successfully authenticate each other. 
 User anonymity: It ensures that the adversary cannot obtain mobile users’ identities 

through the transmitted messages in the public channel.  
 Un-traceability: It ensures that the adversary cannot trace mobile users’ behaviors from 

the transmitted messages in the public channel. 
 Truly two-factor security: It ensures that the scheme for MCC services should satisfy 

the following two conditions: (1) the adversary has got the mobile device and obtains the 
secret information in the mobile device, but he/she should not be able to perform the 
offline password dictionary attack; and (2) the adversary who knows the password should 
not be able to perform impersonate attack without secret information in the mobile 
device.  

 Resistance to wrong password login/update attack: It ensures that a wrong password 
in the login phase or password update phase does not cause the waste of computation and 
communication resources in MCC service provider side. 

 Secure session key agreement: It ensures that two participants should be able to agree 
with a secure session key, which will protect transmitted messages in future 
communications. 

 Perfect forward secrecy: It ensures that the adversary is unable to obtain the session key 
generated in previous sessions even if the long-term private keys of the two participants 
are leaked. 

 No online trust third party: It ensures that the two participants achieve mutual 
authentication without the help of online trust third party. 
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 Resistance to various attacks: It ensures that various attacks should be prevented in 
MCC services, such as replay attack,  man-in-the-middle attack, privileged insider attack 
and stole-verifier attack. 

In this paper, following the viewpoint of Irshad et.al.’s work[17], an enhanced 
privacy-aware authentication scheme for distributed MCC services without the help of online 
RC will be designed. The proposed scheme can achieve mutual authentication, user anonymity 
and truly two-factor security, etc. Besides, it is able to resist various kinds of attacks such as 
wrong password attack and service provider compromising attack. Moreover, the performance 
analysis shows the proposed scheme has much better computation and communication 
efficiencies than Irshad et.al.’s work[17]. 

The rest of this paper is organized as follows. Section II gives some related works and our 
research contributions, followed by the detailed procedure of the proposed scheme in Section 
III. Section IV gives security analysis of our scheme. Finally, Section V concludes the paper. 

2. Related Work and Our Research Contributions 

2.1 Relate Work 
User authentication is critical to distributed MCC services, which prevents illegal users from 
accessing the service providers. In 1991, Chang and Wu[21] proposed the first authentication 
scheme using both the password and the smart card. A smart card was issued to the remote 
user in this scheme when the user registered for the system. To achieve better performance, 
several two-factor authentication schemes for cloud computing were proposed[22-24]. 
Compared with Chang and Wu’s scheme, these schemes have many advantages. However, 
they are still prone to some security flaws, such as masquerading attack, OOB attack and 
offline dictionary attack[25]. Moreover, these single-server authentication schemes[22-24] 
cannot be directly applied to MCC services environment. The reason is that they require 
mobile users to log in each service provider with different identities and passwords. Thus, the 
mobile user needs to manage various identities and passwords.  

SSO is an excellent technique to resolve this problem. At present, OpenID[16], SAML[26] 
and OAuth[27] are mainly emerging SSO protocols. OpenID is an open protocol, which 
depends on session cookies as verification mechanism[16]. SAML is one of the most popular 
SSO protocol, which is mainly used for enterprises and universities[26]. OAuth is designed to 
provide a secure authentication mechanism for websites, which has two versions, namely the 
OAuth 1.0 and the OAuth 2.0[27]. These SSO authentication schemes bring huge 
conveniences to users. However, these schemes require a fully trusted third party to participate 
in each user authentication phase, which may make the trusted third party being a bottleneck of 
security[13,14]. Besides, most of these SSO authentication schemes establish communication 
connections through SSL or TLS[28]. SSL and TLS implementations rely on public-key 
infrastructure(PKI), which needs heavy computation cost and an extra key management 
system for certificate management[29]. As a result, these SSO authentication schemes may be 
unsuitable for MCC services environment. 

Recently, several multi-server authentication schemes without online RC participation have 
been proposed[30~33], which only need mobile users to register once at RC. 2015, Tsai and 
Lo first proposed a privacy-aware MCC authentication scheme using multi-server 
authentication[14], which claimed to support mutual authentication and privacy protection. 
But later, Jiang et.al.[13] pointed out that their scheme fails to provide mutual authentication 
and suffers from some design flaws, such as wrong password login attack and no consideration 
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user revocation. However, Jiang et.al. do not give a solution to achieve mutual authentication 
and leave it for their future work.  

In the same year, a number of improved schemes[17,34-36] have been put forward, which 
have more security advantages than Tsai and Lo’s scheme. However, all of these schemes still 
suffer from minor design flaws such as the problem of wrong password login and no user 
revocation. Irshad et.al.[17] proposed an improved multi-server authentication scheme for 
distributed MCC services, which addresses the security problems in Tsai and Lo’s scheme. 
Unfortunately, we find that Irshad et.al.’s scheme is the limitation of low computing efficiency 
for using three bilinear pairing operations, one map-to-point hash function operation, etc. 
Besides, it is still vulnerable to truly three-factor security and no user revocation and 
re-registration. Because the verification data ))(||||( ibiii fHPWIDhD =  is stored in the smart 
card, where PWi is the password, and fi is the fingerprint of the user. The three factors are the 
smart card, PWi and fi, respectively. Obviously, when the secret information in smart card and 
fi are leaked, it is easy to guess the password. Additionally, in Irshad et.al.’s scheme, RC does 
not maintain identity information, therefore it cannot consider user revocation and 
re-registration[13,37]. Odelu et.al.[34] presented a provably secure authenticated key 
agreement scheme for MCC services using the signcryption, which can support mutual 
authentication and user anonymity. However, as in the reference[17], it cannot provide truly 
three-factor security. He et.al.[35] proposed an efficient privacy-aware authentication protocol 
for MCC services. This scheme still suffers from some minor design flaws, including wrong 
password login attack, no user password update phase and no revocation and re-registration. 
Two reasons contribute to these defects. One is that no password verification data exists in the 
mobile device to reject the wrong password. The other is that the trust third party does not 
maintain an identity information table.  

Amin et.al.[36] presented an authentication scheme for MCC services, which requires all 
registered mobile users in the system to be honest. However, in practice, there may exist many 
malicious users in MCC services environment, who can launch impersonation attack at any 
time. In Amin et.al.’s scheme, the MCC service provider IDSj achieve mutual authentication 
with all registered mobile users through the sharing secret value PKj, while all MCC service 
providers’ secret values <(IDS1,PK1), (IDS2, PK2),..., (IDSj, PKj),....> are stored in the mobile 
device. Therefore, it is easy for a malicious user to impersonate a legitimate user IDi or a MCC 
service provider IDSj because he/she can decrypt secret values in his/her mobile device to 
obtain PKj. To address all of these issues, this paper proposes an enhanced authentication 
scheme for distributed MCC services based on Irshad et.al.’s scheme.   

2.2 Research Contributions 
In this paper, an enhanced privacy-aware SSO authentication scheme is designed for 
distributed MCC services. The major contributions are summed up as follows: 
 First, the proposed scheme can achieve mutual authentication without the help of online 

RC participation. 
 Second, the proposed scheme is resilient to various kinds of known attacks, such as 

wrong password login/update attack, impersonation attack. Besides, security analysis 
shows that it can achieve mutual authentication, user anonymity, perfect forward secrecy, 
etc. 

 Finally, by comparing with previously proposed scheme, the proposed scheme provides 
more security features while keeping lower computation and communication costs. 



6174                                                                Xiong et al.: An Enhanced Privacy-Aware Authentication Scheme for MCC 

3. The Proposed Scheme 
The proposed scheme consists of five phases: initialization phase, user registration phase, 
services registration phase, authentication phase and password update phase. 

3.1 Initialization Phase 
In the initialization phase, RC chooses an additive group of point G1 with order q, and a cyclic 
multiplicative group G2 with order q, where P is a generator of G1, g is a generator of G2. RC 
generates the system private key sk and calculates PskPK ⋅= . Then RC chooses  a bilinear 
pairing 211: GGGe →× , ),( PPeg =  and five secure hash functions 

**
4310 }1,0{:,,, qZhhhh → , }255,...,2,1,0{}1,0{: *

2 →h . RC stores the system private key sk in 
its secure memory and publishes the system parameters {G1,G2,e,q,g,P,PK,h0,h1,h2,h3, h4}. 

3.2 User Registration Phase 
When a user Ui wants to access a service provider, he/she needs to register in RC first. As 
shown in Fig. 2, the process of registration is shown as follows. 
 

                       

After receiving 
Fi,V,stores them 
and  bi into mobile 
device 

Generates bi, 
selects IDi, PWi, 
computes 
Ci=h0(IDi||PWi||bi)

Fi,V

Ui

IDi, Ci

Computes 
Ki= 1/(sk+h1(IDi))·P, 
Fi=Ki⊕Ci,V=h3(h2(Ci)).

RC

 
                                                  Fig. 2. The user registration phase 
 

 (1) Ui selects identity IDi and password PWi, generates a random number bi. Then Ui 
computes  )||||(0 iiii bPWIDhC = , Ui  transmits {IDi,Ci} to RC through a secure channel. 

 (2) RC checks whether IDi exists in the user information table, if it exists, RC rejects this 

request. Otherwise, RC computes P
IDhsk

K
i

i ⋅
+

=
)(

1

1
,  iii CKF ⊕= , ))(( 23 iChhV = . After 

that, RC updates the user identity information table with new entry {IDi}, and sends {Fi,V} to 
Ui via a secure channel. 

 (3) After receiving {Fi,V} from RC, Ui stores {Fi,V} and bi into the mobile device. 

3.3 Service Provider Registration Phase 
Similar to the user registration phase, the process of service provider registration is described 
as follows.  

  (1) The service provider Sj selects identity IDj and transmits {IDj} to RC through a secure 
channel. 
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  (2) RC checks whether IDj exists in the service provider information table, if it exists, RC 

rejects this request. Otherwise,   RC computes P
IDhsk

K
j

j ⋅
+

=
)(

1

1
. After that, RC updates 

the service provider identity information table with new entry {IDj}, and sends Kj to Sj via a 
secure channel. 

  (3) After receiving Kj from RC, Sj stores it the secure memory. 

3.4 Authentication Phase 
When a user Ui wants to log in a service provider Sj, Ui needs to access to Sj. As shown in Fig. 
3, the process of authentication is shown as follows. 

  (1) Ui inputs IDi and PWi into the mobile device MDi. MDi computes 
)||||(0 iiii bPWIDhC = , ))(( 23 iChhV =′ , and checks whether V ′ and V are equal. If not, MDi 

terminates the session. Otherwise, MDi generates a random number *
qZx∈ , and computes 

xgX = , PIDxhPKxR j ⋅+⋅= )(11 , )(0 XhIDCT i ⊕= . Then Ui sends {R1, CT} to Sj through 
the public channel. 
 

         

Computes 
V’1=h3(IDi||IDj||X||R1||R2), 
check V’1=?V1 , computes 
Mij=e(R2,Ki)x 
V2=h3(IDi||IDj||Mij)
K=h4(IDi||IDj||R1||R2||X||Mij)

{R2,V1}

Ui

Computes M’ij=Xy,   
V’2=h3(IDi||IDj||M’ij)
check V’2=?V2 , computes 
K=h4(IDi||IDj||R1||R2||X||Mij)

Sj

Computes X=e(R1,Kj),
IDi=CT⊕h0(X)
generates y, computes 
R2=y·PK+h1(IDi)y·P 
V1=h3(IDi||IDj||X||R1||R2)

{R1,CT}

Input IDi,PWi,  computes 
V’=h3(h2(h0(IDi||PWi||bi))), 
check V’=?V , generates x, 
computes 
R1=x·PK+h1(IDj)x·P
X=gx, CT=IDi⊕h0(X)

{V2}

 
Fig. 3. The user authentication phase 

 
 (2) Sj computes ),( 1 jKReX = , )(0 XhCTIDi ⊕= . Then, Sj generates a random number 

*
qZy∈ , and computes PIDyhPKyR i ⋅+⋅= )(12  , )||||||||( 2131 RRXIDIDhV ji= . Sj sends 

{R2, V1} to Ui.  
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 (3) After receiving the message, Ui computes  )||||||||( 2131 RRXIDIDhV ji=′ , and checks 
whether 1V ′ and V1 are equal to each other. If not, Ui terminates the session. Otherwise, Ui 
computes x

iij KReM ),( 2= , )||||(32 ijji MIDIDhV = ,  )||||||||||( 214 ijji MXRRIDIDhK = . 
Then Ui transmits V2 to Sj. 

 (4) Sj computes  y
ij XM =′ , )||||(32 ijji MIDIDhV ′=′ and checks whether 2V ′ and V2 are 

equal. If not, Sj fails to authenticate the user Ui, and the session is terminated. Otherwise, Sj 
verifies Ui successful. Then Sj computes session key )||||||||||( 214 ijji MXRRIDIDhK = . 

 Finally, Ui and Sj have the same session key K. 

3.4 Password Update Phase 
When a user Ui wants to update the password, he/she should run as follows: 

 (1) Ui inputs IDi, password PWi into the mobile device MDi. MDi computes 
)||||(0 iiii bPWIDhC = , ))(( 23 iChhV =′ , and checks whether V ′ and V are equal. If not, the 

mobile device fails to authenticate Ui, and rejects the request of password update. Otherwise 
Ui inputs a new password PW*

i. 
(2) MDi computes )||||( *

i0
*

iii bPWIDhC = , **
iiii CCFF ⊕⊕= , ))(( *

23
*

iChhV = . 
    (3) Finally, F*

i and V* are stored in MDi to replace Fi and V respectively.  

4. Security Analysis and Performance Comparisons 

4.1 Security Model 
Protocol participant. The proposed scheme involves four participants, the registration center 
RC, the service provider Sj, the mobile device MDi and the mobile user Ui. RC is a trusted third 
party and it generates secure parameters. Sj is the MCC service provider who is assessed by 
mobile users identified.  
Protocol execution. The proposed scheme has five phases:the initialization phase, the user 
registration phase, the service provider registration phase, the authentication phase and the 
password update phase. The initialization phase, the user registration phase and the service 
provider registration phase are assumed to be executed securely.  
Adversary model. The adversary A has two goals. One is that A can successfully impersonate 
Ui authenticating to Sj, and the other is A can successfully impersonate Sj authenticating to Ui. 
Assume that A is a probabilistic polynomial time attacker, and the feasible attacks are 
summarized as follows: 
(1) A can control the channel between the user and service provider. It means that A can 

eavesdrop, insert, block, and alter the transmitted messages through the communication 
channel.  

(2) A can obtain one of the two factors: the mobile device or the password. If A has obtained 
the mobile device, he/she can extract the secret information in the mobile device. Then 
he/she has the capability of enumerating the password space |DPW|. 

(3) A may be another legitimate but malicious user in the system. 
(4) A may be a legitimate but malicious service provider. 
Security Model. In order to prove the security of the proposed scheme, we follow the security 
model presented in references[38,39]. According to this model, the security of the proposed 
scheme is defined by a game played by the adversary A and a challenger ζ . Further detail of 
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the model can be found in references[38,39]. Let instance s
U∏ be the user oracle in session s, 

s
S∏ be the service provider oracle in session s. A can make following oracle queries. 

 hi(mi): This query simulates hash function. When A asks the query mi, ζ  generates a 
random *

qi Zh ∈  and returns hi to A. 
 Register(IDi): This query simulates A registration as a legitimate user or service provider. 

A issues identity and receives secret information of the mobile device. 
 Send(P,s,P’,M): This query simulates P’ sends message M to s

P∏ . Then the oracle takes 
the actions specified by the protocol and outputs a response to A. If P’ and M are null and 
P is user oracle, it means creating a new instance. 

 Reveal(IDi): This query simulates the leakage of session key attack, and will output the 
session key K. 

 There are three corruption queries: 
(1) Corrupt(IDi,PWi):This query simulates the password leakage attack, and will output 

the user password PWi. 
(2) Corrupt(IDi, MDi):This query simulates the mobile device stolen attack, and will 

output the secret information stored in the mobile device. 
(3) Corrupt(Sj):This query simulates the service provider compromise attack. 

 Test(P,s): This query simulates the semantic security of the session key. ζ chooses a 
random bit }1,0{∈b . If b=1, ζ  returns the session key K to A. Otherwise, ζ  returns a 
random number to A. 

Definition 1: Matching sessions: a session in the instance s
U∏ and a session in the instance 

s
S
′∏  are said to be matching if s = s’, pidU = S, pidS = U and both instances have accepted, 

where pidU and pidS denote as a peer identity. 
Definition 2: Secure protocol: the proposed scheme is secure if the following properties hold: 

(1) s
U∏  and s

S∏  are matching session and they accept each other. 
(2) The probability of s

S∏ accepted A as s
U∏ is negligible. 

(3) The probability of s
U∏ accepted A as s

S∏ is negligible. 
(4) The session key is indistinguishable with a random number. 
(5) When A has obtained the secret key in the mobile device, the probability of A knew the 

password is negligible. 

4.2 Provable Security 
To prove the security of the proposed scheme, assume that the scheme is defined by a game 
played between an adversary A and a challenger ζ . Firstly, three mathematical problems used 
for the security analysis will be defined as follows[14,35]. 
Definition 3 Discrete Logarithm (DL) Problem: Given PxX ⋅= , where *

qZx∈ , 1GX ∈ , it is 
infeasible to compute x. 
Definition 4 Collusion Attack Algorithm with k-traitors(k-CAA problem): Given k elements 

*
21 ,...,, qk Zeee ∈  and k+2 elements P, Psk ⋅ , P

esk
⋅

+ 1

1 , P
esk

⋅
+ 2

1 ,..., 1
1 GP

esk k
∈⋅

+
, it is 

infeasible to compute P
esk
⋅

+ 0

1 , where },...,,{ 210 keeee ∉  and sk is a unknown element in 
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*
qZ . 

Definition 5 Modified Bilinear Inverse Diffie-Hellman with k Value Problem(k-mBIDH): 

Given k elements *
21 ,...,, qk Zeee ∈  and k+3 elements P, Psk ⋅ , Py ⋅ P

esk
⋅

+ 1

1 , 

P
esk

⋅
+ 2

1 ,..., 1
1 GP

esk k
∈⋅

+
, it is infeasible to compute 0),( esk

y

PPe + , where 

},...,,{ 210 keeee ∉ , y and sk is a unknown element in *
qZ . 

Lemma 1. (Secure user authentication): In the proposed scheme, if hash functions h0,h1,h3,h4 
are ideal random functions and s

S∏  has accepted, then no polynomial adversary against the 
proposed scheme can forge a legal user authentication message with a non-negligible 
probability. 
Proof. Assume that the adversary A can forge a legal user authentication message with a 
non-negligible probability ϵ. Then there is a challenger ζ  can solve the k-mBIDH problem 
with a non-negligible probability. 

Given an instance {( *
21 ,...,, qk Zeee ∈ ),P, Psk ⋅ , Py ⋅ P

esk
⋅

+ 1

1 , 

P
esk

⋅
+ 2

1 ,..., 1
1 GP

esk k
∈⋅

+
} of k-mBIDH problem, the task of ζ  is to compute 

0),( esk
y

PPe + . ζ  sends the system parameters {G1,G2,e,q,g,P,PK,h0,h1,h2,h3,h4} to A. Assume 
that ID0 is the identity of challenge. Then ζ  interacts with A queries as follows: 
 h1(IDi) : The hash query maintains a list Lh1 initialized empty. ζ checks whether the 

message IDi exists in Lh1. If it exists, ζ returns its value hi to A. Otherwise, If IDi = ID0,  
ζ sets 001 )( eIDh ← . Otherwise, ζ  sets ii eIDh ←)(1 . Then, ζ  stores the tuple (IDi,hi) 
into Lh1 and returns hi to A.  

 hi(mi) : The hash query hi(mi), i = 0,3,4 maintains a list Lhi initialized empty. ζ checks 
whether the message mi exists in Lhi. If it exists, ζ returns its value hi to A. Otherwise, ζ  
generates a random number hi, stores the tuple (mi,hi) into Lhi and returns hi to A.  

 Register(IDi): In this query ζ  maintains a list LR with initialized empty. When A asks 
this query with identity IDi, ζ  checks whether the tuple of IDi exists in LR. If it exists, ζ  
returns IDi to A. Otherwise,  ζ  operates as follows: 
 If IDi = ID0, ζ  sets 01 )( eIDh i = , =⊥iK , and stores (IDi,e0) and (IDi,Ki) into Lh1 and 

LR respectively. ζ  returns IDi to A. 

 If IDi ≠ ID0, ζ  sets ii eIDh =)(1 , P
esk

K
i

i ⋅
+

=
1  and stores (IDi,ei) and (IDi,Ki) into 

Lh1 and LR respectively. ζ  returns IDi to A. 
 Send(Ui,s,Sj,M): ζ checks whether Sj and M are empty. If they are empty, ζ operates 

according to the specification of the proposed scheme and returns {R1,CT} to A.  
Otherwise, ζ checks whether Ui = ID0. If they are not equal, ζ operates according to the 
specification of the proposed scheme and returns V2 to A. Otherwise, ζ  aborts the game. 
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 Send(Sj,s,Ui,M): ζ operates according to the specification of the proposed scheme and 
returns the result of response to A.  

 Reveal(IDi): ζ  returns the session key K of IDi to A. 
 Corrupt(IDi,PWi):ζ  returns the password PWi of IDi to A. 
 Corrupt(IDi,MDi):ζ checks whether IDi and ID0 are equal. If not, ζ returns (Fi,Vi) to A.  

Otherwise, ζ  aborts the game. 
 Corrupt(Sj):ζ  returns the state of Sj to A. 

Based on these assumptions, if A can forge an authentication message V2 of ζ , A is able to 
successfully authenticate to service provider. There may be two cases to forge V2. 

Case 1: A correctly guesses the value of V2 without knowing Mij. The probability of this 

case is equal to the probability of hash collision, that is 2/2
1
l , where l is the output bit length of 

h3. 
Case 2: A obtains Mij and asks the h3 query. It means that Mij is the solution of the k-mBIDH 

problem. The probability that ζ  solves the k-mBIDH problem is analyzed as follows. In order 
to make the description clearer, four events will be defined. 

 E1: Assume that A attacks at least once among k+1 session, but ζ  does not know which one  
A is going to attack unless ζ  does abort in Send query. The probability of this case is 

Pr[E1]=
s

s

q

q

k
k

)1(

1-

+
, where qs denotes the number of Send queries. 

  E2: A passes user authentication in this session.  
  E3: h1(ID0) has been chosen correctly from Lh1. 
  E4: h3(IDi||IDj||Mij) has been chosen correctly from Lh1.        

It is known that Pr[E1]
s

s

q

q

k
k

)1(

1-

+
≥ , then it can be concluded that Pr[E2|E1] ≥ ϵ, 

Pr[E3|E1 ∧E2] ≥ 1/qh1, Pr[E4|E1 ∧E2 ∧ E3]1/ ≥ qh3, where qh1 and qh3 denote the number of h1 
queries and h3 queries. Therefore, the probability of that ζ  solves the k-mBIDH problem is 
computed below. 
     ]Pr[ 4321 EEEE ∧∧∧ = ]|Pr[]|Pr[]Pr[ 3213121 EEEEEEE ∧∧⋅⋅  ]|Pr[ 3214 EEEE ∧∧⋅  

                                          ⋅
+

≥
21

1-

)1( hh
q

q

qqk
k

s

s

ϵ                                                                    (1) 

It is clear that the probability of ζ  solving the k-mBIDH problem is non-negligible since ϵ 
is non-negligible. Obviously, it is a contradicts assumption. Therefore, there is no polynomial 
adversary can forge a legal user’s authentication message with non-negligible probability. 
Lemma 2. (Secure service provider authentication): In the proposed scheme, if hash functions 
h0,h1,h3,h4 are ideal random functions and s

U∏  has accepted, then no polynomial adversary 
against the proposed scheme can forge a legal service provider authentication message with a 
non-negligible probability. 
Proof. Assume that the adversary A can forge a legal service provider authentication message 
with a non-negligible probability ϵ. Then there is a challenger ζ  can solve the k-mBIDH 
problem with a non-negligible probability. 
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Given an instance {( *
21 ,...,, qk Zeee ∈ ), P, Psk ⋅ , Py ⋅ P

esk
⋅

+ 1

1 , 

P
esk

⋅
+ 2

1 ,..., 1
1 GP

esk k
∈⋅

+
} of k-mBIDH problem, the task of ζ  is to compute 

0),( esk
y

PPe + . ζ sends the system parameters {G1,G2,e,q,g,P,PK,h0,h1,h2,h3,h4} to A. Assume 
that ID0 is the identity of challenge. ζ  answers the hi(i=0,1,3,4) query, Register query, Reveal 
query and Corrupt(IDi,PWi) query as he dose in the proof of Lemma 1. Then ζ  answers other 
queries as follows: 
 Send(Ui,s,Sj,M):ζ operates according to the specification of the proposed scheme and 

returns the result of the response to A.  
 Send(Sj,s,Ui,M):  ζ checks whether Sj = ID0. If they are not equal, ζ operates according 

to the specification of the proposed scheme and returns {R2,V1} to A. Otherwise, ζ  aborts 
the game.  

 Corrupt(IDi,MDi):ζ  returns (Fi,Vi) to A.   
 Corrupt(Sj):ζ checks whether Sj = ID0. If they are not equal, ζ  returns the state of Sj to A. 

Otherwise, ζ  aborts the game.  
Based on these assumptions, if A can forge an authentication message V1 of ζ , A is able to 

authenticate to the user successfully . There may be two cases to forge V1. 
Case 1: A correctly guesses the value of V1 without knowing X. The probability of this case 

is equal to the probability of hash collision, that is 2/2
1
l , where l is the output bit length of h3. 

Case 2: A obtains X and asks the h3 query. It means that X is the solution of the k-mBIDH 
problem. The probability that ζ  solves the k-mBIDH problem is analyzed as the proof of 
Lemma 1. Therefore, the probability of that ζ  solves the k-mBIDH problem is computed 
below. 

                                         ]Pr[ 4321 EEEE ∧∧∧ ⋅
+

≥
21

1-

)1( hh
q

q

qqk
k

s

s

ϵ                                    (2) 

It is clear that the probability of ζ  solving the k-mBIDH problem is non-negligible due to ϵ 
is non-negligible. Obviously, it is a contradicts assumption. Therefore, there is no polynomial 
adversary can forge a legal service provider’s authentication message with non-negligible 
probability. 
Lemma 3. (Secure key agreement): In the proposed scheme, if hash functions h0,h1,h3,h4 are 
ideal random functions, s

S∏  and s
U∏  have accepted, then no polynomial adversary against the 

proposed scheme can distinguish between session key and a random number with a 
non-negligible probability. 
Proof. The adversary A asks the hi(i=0,1,3,4) query, Register query, Send query, Corrupt 
query and Test query, ζ chooses a random bit }1,0{∈b . If b=1, ζ  returns the session key K to 
A. Otherwise, ζ  returns a random number to A. If A can distinguish between the session key K 
and a random number, he must know Mij. According to the proof of Lemma 1, if A can obtain 
Mij, he must know the solution of the k-mBIDH problem. Obviously, it is a contradicts 
assumption. Therefore, there is no polynomial adversary can distinguish the session key and a 
random number with a non-negligible probability. 
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Theorem 1 
The proposed scheme is secure mutual authentication protocol, if: (A) hash functions 
h0,h1,h3,h4 are ideal random functions; (B) the k-mBIDH problem is hard. 
Proof. Lemma 1 and Lemma 2 show that there is no polynomial adversary can forge a legal 
user or service provider if k-mBIDH problem is hard. According to Lemma 3, the session key 
is indistinguishable with a random number if k-mBIDH problem is hard. Besides, if the 
adversary has asked corrupt(IDi, MDi) query and gets the secret data in the mobile device, the 
probability of the adversary knowing the password is ||/256 PWD , which is negligible. 
Therefore, according to the definition 2 in section 4.1, the proposed scheme is a secure 
protocol. 

4.3 Further Security Analysis of The Proposed Scheme 
4.3.1 Resistance to privileged insider attack 

In the user registration phase, Ui sends IDi and )||||(0 iiii bPWIDhC =  to RC, where bi is a 
random number unknown to RC. Therefore, the insider cannot guess the password PWi due to 
the irreversible property of the one way hash function. Thus, the proposed scheme can resist 
privilege insider attack. 

4.3.2 Resistance to stolen-verifier attack 
In the proposed scheme, the MCC service provider has no any information related to the 

mobile user. Therefore, it is impossible to achieve stolen-verifier attack. 

4.3.3 Resistance to user impersonation attack 
In the proposed scheme, the adversary has to generate a valid login request (Fi,PWi) to 

impersonate as Ui, where Fi stored in the device. It means that an adversary who wants to 
impersonate the mobile user Ui must obtain the user’s password and mobile device at the same 
time. In this scheme, if the adversary has got one of the two factors, he/she still does not know 
another factor. Therefore, the proposed scheme can resist user impersonation attack. 

4.3.4 Resistance to replay attack 
In the proposed scheme, the random number is used to prevent the replay attack. The 

random x and y are fresh and different at every authentication. Therefore, when the two 
participants accept each other, it must be the current session, not previous session. Therefore, 
the proposed scheme can resist against the replay attack. 

4.3.5 Resistance to man-in-the-middle attack 
In the improved scheme, the adversary can not forge legal authentication messages without 

knowing Ki or Kj, which has been proved in Lemma 1 and Lemma 2. Therefore, the proposed 
scheme can resist against the man-in-the-middle attack. 

4.3.6 Two-factor security 
Two-factor security is defined as that the protocol is secure even if one of the two factors is 

leaked. In the proposed scheme, it is obvious that the adversary is unable to impersonation user 
when he/she only knows the mobile user’s password. On the other hand, suppose the adversary 
has stolen the user’s mobile device and obtained the data (Fi,V), iii CKF ⊕= , ))(( 23 iChhV = . 
The adversary still cannot guess the correct password, because there exist /256|| PWD  
candidates of the password, where |DPW| is the space of password[19,20]. Therefore, the 



6182                                                                Xiong et al.: An Enhanced Privacy-Aware Authentication Scheme for MCC 

proposed scheme can provide two-factor security. 

4.3.7 Resistance to wrong password login/update attack  
In the proposed scheme, secret information ))(( 23 iChhV = stored in the mobile device is 

designed to check user login or password update, where )||||(0 iiii bPWIDhC = .  If the user or 
adversary inputs wrong password PW*i , the mobile device will reject this login/update request 
by checking whether V and ))||*||(( iii bPWIDhhV 23=′  are equal. Therefore, the proposed 
scheme can quickly detect unauthorized login/update with the wrong password. 

4.3.8  User revocation re-registration 
In the proposed scheme, RC stores and maintains an identity table of mobile users. Once the 

mobile device is lost or stolen, the mobile user must revoke his/her account and re-register to 
RC with a new identity. Besides, if the adversary signs up for registration with the same 
identity of Ui, RC can verify the whether the identity is valid. Therefore, the revocation and 
invalid re-registration will be checked[13,37]. 

4.3.9 Mutual authentication 
According to the proofs of Lemma 1 and Lemma 2, there is no polynomial adversary that 

can forge a legal authentication message. Thus, the user and the service provider can 
successfully authenticate each other. 

4.3.10 User anonymity and un-traceability 
In the proposed scheme, Ui sends )(0 XhIDCT i ⊕=  instead of the plain of IDi to the 

service provider. Besides, the value of CT changes at every session due to the fresh of X . 
Anyone who does not know x can not know the value of X. Therefore, our proposed scheme 
can provide user anonymity and un-traceability. 

4.3.11 Perfect forward secrecy 
Perfect forward secrecy means that the previously established session keys remain secure 

when the long-term keys of the mobile user and service provider are disclosed. In the proposed 
scheme, even if the value Ki and Kj are compromised, the session key K of the previous session 
remains secure, because the adversary cannot compute Mij without knowing the value of x or y. 
Therefore, this proposed scheme can achieve perfect forward secrecy. 

4.4 Security comparisons 
As shown in Table 1, this section will compare security features of the proposed scheme with 
the prior related schemes[14,17,34,35]. Table 1 demonstrates that the proposed scheme is the 
only one that is capable of resisting all known attacks and fulfills the desirable security 
features. 
 

Table 1. Security features comparisons 
Attribute Ref. [14] Ref. [17] Ref. [34] Ref. [35] Our scheme 
Resistance to privileged insider attack Yes Yes Yes Yes Yes 
Resistance to stolen-verifier attack Yes Yes Yes Yes Yes 
Resistance to user impersonation 
attack Yes Yes Yes Yes Yes 

Resistance to replay attack Yes Yes Yes Yes Yes 
Multi-factor security No No No Yes Yes 
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Resistance to man-in-the-middle 
attack Yes Yes Yes Yes Yes 

Resistance to wrong password 
login/update attack No Yes Yes No Yes 

User revocation and re-registration No No Yes No Yes 
Mutual authentication  No Yes Yes Yes Yes 
User anonymity and un-traceability Yes Yes Yes Yes Yes 
Perfect forward secrecy Yes Yes Yes Yes Yes 

4.5 Performance comparisons 
The qualitative comparisons between the proposed scheme and the prior related 
schemes[14,17,34,35] will be summarized in Table 2. The analysis includes using online third 
party or not, number of security factors, number of rounds, and number of bits. To achieve 
convincing comparisons in number of bits, assume that the bit length of request login, identity, 
the validity lifetime Lti[34] and hash output are 32, 32, 32 and 160 bits, the bit length of the 
element in G1 and G2 are 160 and 512 bits, respectively. Therefore, the bit length of an elliptic 
curve point is 320 bits. In the proposed scheme, the messages {R1,CT},{R2,V1}, and{V2} 
require (320+160) = 480, (320+160) = 480 and 160 bits, respectively. Adding the three values, 
the total number communication bits of the proposed scheme is 1120 bits. The total number 
communication bits of the prior related schemes will be computed using this similar method. 
From comparison in Table 2, it can be concluded that the proposed scheme has the least 
communication cost among the above schemes. 
 

Table 2. Qualitative comparisons 
Attribute Ref. [14] Ref. [17] Ref. [34] Ref. [35] Our scheme 
Using online third 
party or not No No No No No 

Number of 
security factors 2 3 3 2 2 

Number of rounds 4 4 3 4 3 
Number of bits 1696 bits 2016 bits 1504 bits 1536 bits 1120 bits 
 
    For computational efficiency analysis, the comparison for the time complexity of the 
proposed scheme and the prior related schemes[14,17,34,35] has been shown in Table 4. 
Because the registration phase and password update phase are not used frequently, only the  
authenticated key agreement phase can be compared here. To facilitate analysis, the notations 
are defined as follows. 

Te: the time complexity for exponentiation operation in G2. 
Tb: the time complexity for bilinear paring operation. 
Tm: the time complexity for point multiplication operation in G1. 
Th: the time complexity of the general one-way hash function. 
Tmtp: the time complexity for map-to-point hash function in G1; 
Tpa: the time complexity for point addition operation in G1;  
Almost all of the operations in the proposed scheme and the prior related relevant schemes 

are appeared in He et.al.’s scheme [35]. Hence, this paper continues to follow these running 
time. The running time of the mobile device(Ui) and the MCC service provider(Sj) operations 
will be listed in Table 3.  
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Table 3. Running time of operations(millisecond) 
 Tmtp Tb Tm Tpa Te Tmul Th 

Ui 33.582 32.713 13.405 0.081 2.249 0.008 0.056 
Sj 5.493 5.427 2.165 0.013 0.339 0.001 0.007 

     
The results of computational efficiency comparisons are summarized in Table 4. From Table 
4, it is clear that the computation cost of the proposed scheme is lower than the prior related 
schemes[14,17,34,35]. 
 

Table 4. Performance comparisons 
Scheme Ui Sj Total cost 

Ref. [14] Tmtp+4Tm+Te+5Th+2Tpa≈89.89
3 2Tb+2Tpa+2Tm+2Te+4Th≈16.096 105.989 

Ref. [17] Tmtp+Tb+4Tm+2Te+8Th+2Tpa 
≈125.023 2Tb+3Tpa+4Tm+2Te+5Th≈20.446 145.469 

Ref. [34] 2Tmtp+3Tm+2Te+5Th+Tpa 
≈112.238 

2Tb+Tpa+Tm+3Te+Tmul+5Th 
≈14.085 126.323 

Ref. [35] Tmtp+3Tm+3Te+5Th+Tpa≈80.90
5 

2Tb+Tpa+Tm+3Te+Tmul+5Th 
≈14.085 94.99 

Our scheme 8Th+2Tm+Tb+2Te≈64.469 8Th+2Tm+Tb+2Te≈10.131 74.6 

5. Conclusion 
This paper proposed an enhanced privacy-aware authentication scheme for distributed MCC 
services. The proposed scheme can achieve mutual authentication without the help of online 
RC. Security analysis shows that the proposed scheme can fulfill mutual authentication, user 
anonymity, perfect forward secrecy, etc. Moreover, it can resist various kinds of known 
attacks, such as wrong password attack, impersonation attack. At last, the proposed scheme 
has been compared with the prior related schemes. The comparison results have shown that the 
proposed scheme not only provides useful security features but also has high computational 
and communication efficiency. Finally, We thank the anonymous referees for their valuable 
comments and constructive suggestions which greatly improved the quality of this paper. 
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