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ABSTRACT

In MySQL InnoDB, there are two ways of storing data. One is to create a separate tablespace for each table and store it
separately. Another is to store all table and index information in a single system tablespace. You can use this information to recover

deleted data from the record. However, in most of the current database forensic studies, the former is actively researched and its

structure is analyzed, whereas the latter is not enough to be used for forensics. Both approaches must be analyzed in terms of

database forensics because their storage structures are different from each other. In this paper, we propose a method for recovering
deleted records in a method of storing records in IBDATA file, which is a single system tablespace. First, we analyze the IBDATA
file to reveal its structure. And introduce delete record recovery algorithm which extended to an unallocated page area which was not
considered in the past. In addition, we show that the recovery rate is improved up to 68% compared with the existing method through

verification using real data by implementing the algorithm as a tool.
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Table 1. Key File Paths in InnoDB

Name Type Path
. . C:\ProgramData\MySQL\MySQL
my.ini File -
Server 5.x\
<database Directo C:\ProgramData\MySQL\MySQL
name> v Server 5.x\Data\
<table File C:\ProgramData\MySQL\MySQL
name>.frm Server 5.x\Data\<database name>\
<table File C:\ProgramData\MySQL\MySQL
name>.ibd Server 5.x\Data\<database name>\
. . C:\ProgramData\MySQL\MySQL
ibdata File _
Server 5.x\Data\

my.inis 24 FAZ file-per-table 49 FA3} o %
£ ZR1% 4 Ut deolEwol~E AAEH F=Z C\Progr
am Data\MySQL\MySQL Server 5.x\Data\el] ©l|o]E]#o] 2
olF9 Zurt wE XL A" Eu e 7 HolE
2~7]n} ARE A8t = FRM o] Ad ).

Y 32= dolHE file-per-table 43} o]¥o] wgl IBD
ATA 32 <table name>IBD] AF€}H11]. T 715
FA3et A9-olle Holge da=e ZF IBD ddeo A%
w3, w3t el IBDATAC dZd oz 4%
oS4l mE dolHe Aol Aolstr 7 s
of wE ZAF 71 AF7F st



32 FRM T +

HolE g jEdog AYAFE= FRM 3do &= Ha=
goje Mol dast mE 27| JR7F 7| E 5 Fig. 1
< FRM o+ 725 !

T2 glgt doltt. FRM -‘ﬂr‘”g 2441
of YeR L Q&= HolES olFoz AYHW Yie A
FRM Header, Key Information, Column Information 37H 9

oz THY 5 gk

FRM Header

Fixed Offset : 0x1000

Key Information

Variable OFfset
criente BiTse Column Info Header

Column Name(1)

Column

Column Metadata .
Information

Column Name(2)

Enumeration Type Metadata

Fig. 1. FRM File Structure

FRM Header®l 41+= Column Information % 2] A]2} ¢
A gk MySQLe WA, 2E2A X e 59 FRIF o
t}. Key Information &2 2.3 0x100004 A28t 7]
2 7], ldlx 7] ol thgk AR IE dth. Column Information
Fel= A o5 vleolH ERslo]l A= glrHel.

4. IBDATA T F=

2 AFHe MySQL 34 AfolE 9 &8 AT YES
EYZ InnoDB 17-& 93 3to] IBDATA 34<] do]

B A% B BAsT,

17le 2z % 5%

IBDATA #+¢] % Fig. 29} 2t} IBDATA 3942
16,3841F0] E 9] #lo] 52 FA 5o lom AFEHE Fu
of AAe wet Al2g 93} doly YHor vHth A
25l ool AMEAE e dlojElwo] e}k H|o] Ed
&k mEl AR So] gla, dolE o= A wlo]E ]
o] 22 AMEA7F A7ge dlolEl7b Qith Al2®l o F A
= Byo) 283 AR IBDATA 399 94 (0x20000
FE EAg dolg 999 HolxE A= el
] Al 2E o] Index Ho|AERFE AdA

IBDATA® 7|5% = 4 #Ho|A+= 0x26<38>1ﬂ}°1_ =71¢]
Fil Header :rLZ:xﬂﬂ- dor Fo =L Taple 29 £}
FIL_ PAGE_TYPE &% #Hojx9 E}YS Yeded 3
F #kol FIL_PAGE_INDEX (0x45BF)& Aeojd A 1 ¥
ol B+ Ed] 129 Index HolA F shtdSE oudic)

MySQL InnoDBCl A= A= S+ 718 JHAetol 25t 45+ 489

System Area

FSP_HDR: Filespace Header / Extent Descriptor
IBUF_BITMAP: Insert Buffer Bookkeeping
INODE: Index Node Information

SYS: Insert Buffer Header
INDEX: Insert Buffer Root

TRX_SYS: Transaction System Header

SYS: First Rollback Segment
SYS: Data Dictionary Header
0x20000 | INDEX Page : Database & Table name Info
0x24000 | INDEX Page : Database & Table name Info2

Fixed Root Node

0x%28000 INDEX Page : Column Info
0x2C000 INDEX Page : User Data Index Info
0x30000 INDEX Page : Key Info
Data Area
INDEX Pages

Fig. 2. IBDATA File Structure

Table 2. Key Values in Fil Header Structure

Offset Size
Name (From start (Bytes) Description
of the page) b
FIL_PAGE_ 0x04 4 Ordinal page number
OFFSET from start of space
FIL_PAGE_ Offset of previous page
PREV Lt 4 in key order
FIL_PAGE_ . Offset of next page in
NEXT (=0C 4 key order
FIL_PAGE _
TYPE 0x18 2 Type of page
FIL_PAGE_ § ID of the space the
SPACE Ox22 4 page is in

InnoDB A3 Index #H oA & S8 BE A§2 dlo]E
ARE A3t 72 Index #H oA = Fil Header th&o 2
Page Header®} #d=zZ= do]El7} 3t} Table 32 Page
Header®] =& JEE YERA Zeo|tt. Index |7} 7HA]
© B+ Ef] 7oA FZ =& FHol|Rd AAHQl do]

Table 3. Key Values in Page Header

Offset Sz
Name (From start (Bytes) Description
of the page) ytes
PAGE_ Record pointer to first
FREE Ox2C 2 free record
Eﬁg%* 0x30 9 Record pointer to the last
INSER:F inserted record
P%%%%N, 0x36 2 Number of user records
PAGE_ 0xd0 9 Level within the index (0
LEVEL x for a leaf page)
PAGE_ 0x42 8 Identifier of the index the
INDEX_ID page belongs to
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Table 4. Descriptions for the Upper Figure

Size .

Name (Bytes) Description

A 10 Length info of contents in record
Record B 1 State of record
Header C 2 Checksum value

D 2 Next record offset

E variable Database name/Table name
Contents

F 8 Table ID
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Table 5. Descriptions for the Upper Figure

Name (Bs;‘f:s) Description

A 9 Length info of contents in record
Record | B 1 State of record
Header C 2 Checksum value

D 2 Next record offset

E 8 Table ID

F 8 Page Index ID
Contents | G 6 Transaction ID
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I 4 Page offset of User data page
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Fig. 5. Parse the Deleted Records in Allocated Page
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Table 7. Recovery Result of Partial Deletion
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Table 9. Recovery Result of Record Insertion

Delete Number of recovered record Number of Number of recovered record
Table - Table | inserted )
count | Previous Method[10] Proposed Method records | Previous Method[10] | Proposed Method
1 5,690 1,262 (22%) 4,085 (72%) 1 2,500 1,104 (19%) 3,683 (65%)
2 4 4 (100%) 4 (100%) 2 50 2 (50%) 2 (50%)
3 1 1 (100%) 1 (100%) 3 50 0 (0%) 0 (0%)
4 4 4 (100%) 4 (100%) 4 50 1 (25%) 1 (25%)
7 5,268 5117 (97%) 5,213 (99%) 7 2,500 4,688 (89%) 4715 (90%)
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Table 8. Recovery Result of Full Deletion

Tt Delete Number of recovered record
count | Previous Method[10] Proposed Method
1 13,690 0 (0%) 3,309 (28%)
2 6 0 (0%) 0 (0%)
3 2 0 (0%) 0 (0%)
4 6 0 (0%) 0 (0%)
5 1 0 (0%) 0 (0%)
6 1 0 (0%) 0 (0%)
7 27,114 0 (0%) 18,393 (68%)
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