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Development Life Cycle-Based Association Analysis of Requirements
for Risk Management of Medical Device Software
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ABSTRACT

In recent years, the importance of the safety of medical device software has been emphasized because of the function and role of the
software among components of the medical device, and because the operation of the medical device software is directly related to the life
and safety of the user. To this end, various standards have been set up that provide activities that can effectively ensure the safety of
medical devices and provide their respective requirements. The activities that standards provide to ensure the safety of medical device
software are largely divided into the development life cycle of medical device software and the risk management process. These two
activities should be concurrent with the development process, but there is a limitation that the risk management requirements to be
performed at each stage of the medical device software development life cycle are not classified. As a result, developers must analyze the
association of standards directly to develop risk management activities during the development of medical devices. Therefore, in this paper,
we analyze the relationship between medical device software development life cycle and risk management process, and extract risk
management requirement items. It enables efficient and systematic risk management during the development of medical device software by
mapping the extracted risk management requirement items to the development life cycle based on the analyzed associations.
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Table 1. PEMS Development Life Cycle

No. PEMS Development Life Cycle Phase

PEMS Developement Planning & Analysis

Plan the medical device development process

PEMS Architecural Design

@ | The structure of the PEMS satisfying the
requirements specification shall be specified

PESS Architecural Design

©) The structure of the PESS satisfying the
requirements specification shall be specified

PESS Unit Design

@ Specifying the detailed structure of each unit PESS

6 PESS Unit Implementation & Verification
Implement each unit PESS and verify all functions
PESS Integration & Verification

® Integration of PESS units and verification functions

@ PEMS Integration & Verification

Integration of PEMS units and verification functions

PEMS Validation

® In accordance with @, basic safety and validation
of required performance proceed.

Table 2. Risk Management Process

No. Risk Management Process

Risk Analysis
Identify all possible risks of medical devices

Risk Evaluation
® | Determine whether risk management measures are
necessary by the possibility and seriousness of risks

Risk Control
Implement risk control measures in unacceptable risk

Residual Risk Evaluation

@ | After all risk controls, review the remaining risks to
determine if they are acceptable

Risk Management Report

Review activities and create risk management reports
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Table 3. Process Configurations by Level

Hierarchy Number of Contents
(Level) Development Life Cycle | Risk Management
Process . «
(Phase) 8 g
Artifact 29 26"
Requirement 230 123

* Scope applied in this study
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Table 6. Indexing Rule of Risk Management Requirements
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Value

Indicating Risk Management Artifact

A~7
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Table 7. Association between Development Life Cycle and Risk Management Requirement Index (Examples)

A9 2(EaM, EbM, FaM,
o] =

A B C D’
Risk LaM List of known or foreseeable hazards in both normal and fault conditions shall be compiled. ©)
Factor LbM For each identified hazard, the risk(s) shall be estimated @
List LcM Probability estimates or severity levels shall be recorded. @)

RaM Identify appropriate risk control measures to reduce risk ®Oe®
?i)s';irol RbM Implement an integrated approach based on the following priorities listed ®Oe®
Measure RbO-1 Construct with inherent safety in design 5D
RbO-2 Construct protective measures in the medical device itself or in the manufacturing process. HOW)

A" : Risk Management Artifact List, B : Risk Management Requirement Index,
C" @ Risk Management Requirement Content, D* : PEMS Devleopment Life Cycle

PEMS Risk Management
Development R 5 t Ind

Life Cycle equirement Index
PEMS

Development
F {AaM,AbM, ...,

Planning & TeM, T} H‘r Mandatory
Design | —
(@ @) y EaM
PESS yi EbM

Architectural {EaM,EbM, ..., l.r"
Design QfM,QgM) y FaM
() / laM

PESS

Unit Design | Qam |
(@) QbM
PESS Unit K Optional

Implementation {FaM,FbM, ..., L
& Verification SbM,ScM} 3{\ FbO
(®)

PESS \_& | kO ]
Integration & {FaM,FbM,..., ) QbO-1
Verification SbM,ScM} «\ 1

) QbO-2
(®)
PEMS
e {FaM,FbM, ...,
Validation
ZbM,ZcM

@@ )

‘ > . Mandatory (M) e »: Optional (O) |

Risk M File

1. General Policy

5. Risk Analysis Result

5.1 A risk analysis and the results should be recorded

5.2 The analyzed device should be described and identified

6. Problem Resolution process

6.1 A documented should be developed / maintained across all
life cycle phases

6.2 For the appropriate product type, the problem solving
system should be documented as part of the PEMS

9. PEMS Architecture Design

9.1 For PEMS and each subsystem, a structure that satisfies the
requirements must be specified

9.2 Reduce risk to acceptable levels When appropriate, use
components with highly integrated characteristics

18. Residual Risk Evaluation

18.1 The manufacturer should identify appropriate risk
control measures to reduce the risk to an acceptable level

18.2 Risk management should be approached by using one or
more of the following in accordance with list:

18.2.1 Construct with inherent safety in design

18.2.2 Construct protective measures in the medical
device itself or in the manufacturing process.

26. Risk Management Report

Fig. 4. Analysis process of Risk Management Items based by PEMS Development Life Cycle
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