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Abstract With the Development of Information Technology, Security is becoming very

Important. Existing Security Systems are Mostly Expensive and Not Easy to Implement, and are
Also very Complex when using Biometric Information. In this paper, We try to solve this
Problem by Implementing a Low cost Internet based Security Terminal Using Fingerprint and
Face Image. To Implement a Low-cost Security System, a Fingerprint Scanner and a Camera
are installed in Raspberry pi, and the Scanned Image is encrypted with the AES-256 Algorithm
and Transmitted to Cloud. Through This Study, We confirmed the Possibility of the Proposed
System in view of Authentication, Cost Reduction, Security and Scalability.
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Fig. 1 Structure of the Proposed
System
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Fig. 2 Finger Print Searching Steps
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var userSchema = new Schema({
name: String, // user name
face: Buffer, // encrypted face image

access_date: { type: Date, default: Datenow }

D;

Fig. 4 MongoDB schema

var net = require('net’);
var server = net.createServer(function(client) {
client.setEncoding('utf8");
client.on(’data’, function(data) {
writeData(client, data.toString());
s
client.on("end’, function() {
server.getConnections(function(err, count) {
consolelog('Remaining Connections: ' + count);
s
s
s
server.listen(8107, function() {
server.on(’close’, function(){
console.log('Server Terminated’);
s
server.on(’error’, function(err) {
console.log('Server Error: ', JSON.stringify(err));
s
DB
function writeData(socket, data) {
//write User’s connection data to MongoDB;

Fig. 5 Server code (Node.js)
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Fig. 6 Qt/Embedded based GUI

Table 1 Shell Script for Performance Evaluation

parameter shell script

free -h | grep v + >

RAM /tmp/ramcache

Disk df -h| grep 'Filesystem\|/dev/sda*’ >
/tmp/diskusage

Load loadaverage=$(top -n 1 -b | grep

average "load average:” | awk '{print $10 $11

& $12)")
System tecuptime=$(uptime | awk '{print
uptime $3,$4} | cut -f1 -d,)
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Table 3 AES-256 runtime comparison with PC

environment
Desktop(intel i5) RPI

Encryption 823 1,669
time(ms)
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