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A Study on the Insider Behavior Analysis Framework for Detecting Information Leakage
Using Network Traffic Collection and Restoration
Kauh Janghyuk « Lee Dongho

{Abstract)

In this paper, we developed a framework to detect and predict insider information leakage
by collecting and restoring network traffic. For automated behavior analysis, many meta
information and behavior information obtained using network traffic collection are used as
machine learning features. By these features, we created and learned behavior model,
network model and protocol-specific models. In addition, the ensemble model was developed
by digitizing and summing the results of various models. We developed a function to
present information leakage candidates and view meta information and behavior information
from various perspectives using the visual analysis. This supports to rule-based threat
detection and machine learning based threat detection.

In the future, we plan to make an ensemble model that applies a regression model to
the results of the models, and plan to develop a model with deep learning technology.

Key Words : Cyber, Insider Threat, Behavior Analysis, Machine Learning
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